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(A Runtime Inspection Technique with Intent Specification
for Developing Robust Android Apps)
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Abstract Android apps suffer from intent vulnerabilities in that they abnormally stop execution
when Android components such as, activity, service, and broadcast receiver, take malformed intents.
This paper proposes a method to prevent intent vulnerabilities by allowing programmers to write a
specification on intents that a component expects to have, and by checking intents against the
specification in runtime. By declaring intent specifications, we can solve the problem that one may
miss writing conditional statements, which check the validity of intents, or one may mix those state—
ments with another regular code, so making it difficult to maintain them. We perform an experiment
by applying the proposed method to 7 Android apps, and confirm that many of abnormal termination
of the apps because of malformed intents can be avoided by the intent specification based runtime
assertion.
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2.1 tER0|=E Yol HEHE J|H 7=

t=zol= q1e MEHIE](Activity), A1HIZ(Service),
BRENAE g A (Broadcast Receiver), AHE T2
Blo]H(Content provider) Yl 7FA] #38< AXVEE
2 FAFe] o a7 1L HEPES] A E <
ERol= gjo] Fxolt}

Android Application Structure

Broadcast

Activity Receiver

Content
Provider

a1 gGERE o) HIXUE P2
Fig. 1 The Component Structure of Android Apps
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Fig. 2 Intent Passing among Android Components
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JRHEE o3t 22 d==2 7449l

s action : MY~ 7]5S &
e data : Z} AH]2:0] HQ3 do]y URI
« type : H°oJE]e] MIME E}S]
» extras @ F7} HolH
s component : AH|2E AFds= PPl AFXUE o]
* 7]€} category$} flags

dE £, I 32 JJAZ Note HEIHIEIS] S
9} A2 WA= onCreate?] ZEE dF RoFrh
Notex= JHEE T3 W= A&7 Y& Ao} 3t
Hel| BodFa \R S AHIAE AFshe AEHIE ]
o AZ vEE AAste ARl 71E WEE HAF
& AH|2=E action INSERTS} EDITZ &3k}, EDIT
A A9 QIHES title?} contentE 7|2 FAES
AAQ3=, INSERT A4 Hxeo F7} dHolHE X4

3 ek

public class Note extends Activity {

String title, context;

void onCreate(Bundle savedInstanceState){
Intent intent = getlntent();
String action = intent.getAction();
if (Intent. ACTION_EDIT .equals(action)) {
title = intent.getStringExtra("title”);
context = intent.getStringExtra(”content”);
} else if(Intent. ACTION_INSERT .equals (action) {
title = "Type your title...”;
context = "Type your memo...”;
}
// Display title, content

}

a9 3 HEHE o (Note)
Fig. 3 An Activity Example (Note)
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INTENT = { FIELDS } || INTENT
| { FIELDS }

= ACTION FIELDS

| CATEGORY FIELDS

| DATA FIELDS

| TYPE FIELDS

| COMPONENT FIELDS
| EXTRA FIELDS

| FLAG FIELDS

| e

ACTION := act=ID

FIELDS

CATEGORY ::= cat=[ID CATEGORYSUB]
CATEGORYSUB ::= , ID CATEGORYSUB | ¢
DATA = dat=non—null

TYPE = typ=non-null

COMPONENT ::= cmp= ID / (ID | .ID)+
EXTRA := [ID = ID ARR EXTRASUB ]
EXTRASUB := , ID=ID ARR EXTRASUB | ¢
FLAG ::= flg

ID 2= LETTER (A - Zla-2z10-9]_1.)*
LETTER = (A - Z | a - 2)+

ARR == ([D=*

I% 4 RIRE A Ao EH
Fig. 4 A Grammar for an Intent Specification Language
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public class Note extends Activity {

void onCreate(Bundle savedInstanceState){
new AssertOnlntent().assertOnIntent(
// (1) The intent to inspect
getntent(),
// (2) An intent specification
“{ act=android.intent.action. EDIT

cmp=com.example.android/.Note

//action

//component
[ title=String, content=String ] } //extras
Il
{ act=android.intent.action INSERT //action
cmp=com.example.android/.Note }”,
//component
// (3) A handler
new MalformedIntentHandler() {
public void handle (Intent intent,
MalformedIntentException m) {
switch(m.getNumber()) {
case EXTRA_FIELD_MISSING:
// Initialize the intent with default extras
break;
default: // Finish itself
break;
}
}
}); // End of assertOnIntet()

// The same code as onCreate() in Fig.1
Intent intent = getlntent();

a9 5 YA JAME AL

Fig. 5 Runtime Assertion on Intent
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public class Note extends Activity {
@IntentSpec(
spec=
"{ act=android.intent.action.EDIT  //action
cmp=com.example.android/.Note
//component
[ title=String, content=String ] } //extras
Il
{ act=android.intent.action INSERT //action
cmp=com.example.android/.Note }”,
exception={
@IntentSpecException(
code="EXTRA_FIELD_MISSING",
process=
"// Initialize the intent with default extras”),
@IntentSpecException(
code="default”,
process="// Finish itself”)})
protected void onCreate(Bundle savedInstanceState)

{

< A% AR JHE HA A 71 217

B 1 APAIZE JIFE HkH A A A5)
Table 1 A Result of Runtime Checking Intent Vulnerabilities

Intent | malformed abnormal defending
Apps Vulner— Intents Executi Abnormal
abilities | Detected ceution Execution
Andrc?ld 1 1 0 0
Security
Bluetooth
Chat 4 4 ! !
Cafe 1 1 0 0
Contacts 1 1 0 0
Activity
NotesList 17 15 6 4
MediaPlayer 4 4 0 0
EarthQuake 2 0 0
Total 30 28 7 5

% 6 Java TAS ARESH QIRIE HA] A o
Fig. 6 An Example of Intent Specification Declaration

using Java Annotations
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e
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* NotesList $§¢] 7-%& data B=7} F&EAY 25
H 9XE "1 Jde ¢ NullPointerException ©f
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&2 Hd FR o BRES A9

Table 2 Classification of Exceptions in the Abnormal

33 QYA AME A} Hge) ewdE 2
Table 3 Measuring Overhead Owing to Runtime Checking

Terminations Intent Vulnerabilities
. NullPointer Tllegal Argument . Binary Size Startup
Apps Exception Exception Apps (bytes) Time(ms) Loc
Bluetooth?hat 1 0 Andr<?1d 321.704(+9,009) A21(+10) 9
NotesList 4 2 Security
Total 5 2 Bluetooth 27545(+10811) | 450(+10) 4
Chat
. Cafe 1,473,874(+10,057) 431(+9) 3
" % 74 94 BluetoothChat¥} NotesListollA B4 c
ontacts 36,116(+10,616) | 440(+10) 2
ZTEHE F TN ALH A F 5(71.4%)709] FHF Activity ’ ’
Ao wAsdeh 349k NotesListol M data Bzl NotesList 60405(+11,038) | 421(+10) 10
7‘%%% —ﬂi]% 7]%?} ?l?ﬂ;E_.—Eé‘ @‘;]_o]_\__ o_l" H]ega]’ MediaPlayer 154,282(*11,120) 450(*10) 8
Earthquake 51,117(+10,439) 431(+9) 2
; 7} wraEl EARCE | : ;
ArgumentException |7k 243k oft Fejol Average 303577(+10439) | 434(+97) | 44

ZA5E JEEE 3T 94X dolEd EA AR5 &
‘i}gﬂoki “LXISL T A= At JAVE A Adojo
%3 £ Hojdth

= AgolA F7 BE HIAY TF AHCA
HASt o ele] FFHE YERATE BluetoothChate] 7%
QIHE FHokHo=m <l BT NullPointerException©]
B, NotesListe] 7A-$-ol= Illegal ArgumentExcep-
tion= A T

AYAZE AME Aol i 49 ATE fokay,
WA 9] FEZOE YoM AUES FAGA B
AgSE AMHe BF BT A, o F el
dAE A FRAE A7E Akie WY
Ak JHE A ArAPEHORE JHE 2R/E E<I
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s 27k vlolue =718 uerath 494K QHE
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b3

A
€ Z=Z 3] 7+ 4ol H 10,439(3.4%)byte”
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H71E YA AgE HE FHEgk $9 Qo] V=
37Kbytedl E33}c}.

A2 X)ZKStartup time)2 W74 A Pe] Az g
HE] HAEAEE SZE34 onCreate
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it 9.7(22%)ms e} Algte] F7HEAT SEHES] ARt
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o 2]l Folrh JHEE AMgshs Fio] BEFH,

AHgeke Fert ggEes
sodth 2Rl 7t 7 we

§ 47)e] AEHIE oA QARIE

| S7keith 2t ojEe Aol Srkske Wi Bl &

o)
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Table 4 An Experiment Result in Intent Fuzz Testing

Intents matched Intents unmatched
with the spec. with the spec.
Apps
Normal | Abnormal | Normal | Abnormal
Exec. Exec. Exec. Exec.
Android
Security 3 0 4 0
Bh;:;’?th 3 0 40 0
Cafe 32 0 43 0
Contacts
Activity 3 0 » 0
NotesList 193 13 234 10
MediaPlayer 135 0 301 14
Earthquake 211 0 89 0
Total 676 13 787 24
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