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$2, 19 WHoj7t At A £AH Z=E 18]5HA] @ vlojyy] FA o A
= addi $2, $2, 1 HEHo7} A S-S vz Fold 4= gt}

.data # Data declaration section
100 new: addi $2, $2, 1 # the new instr
.text # Code section
200 main: beq $2, $4, modify # do modification
204 target: move $2, $4 # original instr
208 J halt # exit

212 halt: J halt

216 modify: 1w $9, new # load new instr
224 sW $9, target # store to target
232 j target # return

Fig. 1.1 SMC Example[1]
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ook gt}

2) ATEH
x86 x86 lifter \\ | //
R
MIPS IPS lifter

Fig. 1.2 Analyzer Overview
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olUielel SPAES HEde] FHAQ WEWE BalA BHSY WkE oy

so] taA 2 utolue HREvhY FHQ opgme B4 Bastd.
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Qutput:

Input:
, CFG file
Binary —» frontend » backend — LLVM IR
| API | API
disassembler remill

Fig. 2.1 Mcsema Architecture[6]

HlolUg] mEgRE gixye] &85 CFGE A8 el McSema:
[DAPros HZz=ojAE =2 o] &gttt mizt7kA 2 CFG 39 FH= frds 7
FolE LLVM IR o= Wgalr] flefr eE42 gholB gl remills o] &3
=3

1) Remill

Remill& McSema©l ¢&iA AW CFG JIZRE 7|40 HEo]E LLVM
IR o2 Wgsl=t 285 = EEstd golHg 2Tt McSemaolA & Remill &
ALkl ElZ¥E 7)Ao WEoE LLVM IR &2 WAsta AlE#eldd
LLVM IR o= E3jtair},

Remill Z2AAY HEZ 2 st=dojd dFs T+ HHFAES
Instrincis &2 gttt o] 7[Alo] W& ool thet Instrincis®t A|WE &
F~(semantic function)”} A2F™ Remill & dd 7]Alo] W#HE LLVM IR
o2 R 5 orh Remill A= x645 HIET B2 st=do] ZAE HH

o5l e B2 AlWE s AlEdih

h8s



Remill

____________________________________

Instruction bytes 41- Remill Semantic library
48 83 ec 08 i

translator

N e s

Intrinsics : / \

implementation | |

v
0
2
=
z.
=)
8]

& E°, SHIE wWEyY FIS ¢ 2= 7[A] HEofdd W Remill

instrincis< Fig 2.23} Zt}.

declare i8 'f}__I‘-a_n_'-11]._1'-3.-1;1_17:5?;-31‘:;_E—:.")istruct.MemDry*_ i64 Yaddr)

declare Zstruct._’-‘aezoryw Q@__rTemill _write_memory_8(

hstruct.Memory*, i64 jaddr, i8 Yvalue)

Fig. 2.3 Remill Example

Remill> ZgIafle] APES 7Hdstatr] 98 A= wEgd d3Fs +
load W # o]+ read instrincis© =&, store ™ #o]i= write instrincise &2 A
.

AlWE e C++ FE Frdetal Yol LLVM Z=2 HAaddn. AlY
g gt 2719 IR} State T7ERA EZJH O Memory T34 EQIHE WHH
oo} FHetAl EYslof gttt o] JAXEE AlEH oA AES AFgtt remill

o C+ B MARE ALgS] AWE §5E AR



template <typename D, typename 51, typename S2>
DEF_SEM(SUB, D dst, 81 srcl, S2 src2) {
auto lhs = Read(srcl); // Read wvalue form source
auto rhs = Read(src2);
auto sum = USub(lhs, ths); // Unsigned substiraciion
WriteZExt(dst, sum); // W
WriteFlagsAddSub<tag_sub>(state, lhs, rhs, sum); // Update Arit}

Treturn memory,

Fig. 2.4 Remill Code Example

oh A HA QAbE WE o] olFelal A= AlE gl Abgeks A=

th 7 A el meh o3 Atk WAR BAE ZzAM A
%

H#ojo] H2 2 State 2RAE ALY AT E Ao}, Remilld nja=z= =
AE Aoe vy F83 AMNAE A F3}. d = 50 Reads AAZF A=A

2
k1
offl
2
&
K
do
2
o
>
>,
ofo
&
i
&
folr
i\
4
i
rlo
el
i
o

]

9 WARE AFESe] sub 0x20, %rsp WHOE g xHE = HHS S
HEl g dEet

2}, Remille @#ole] Qe Bl BA@T. 445 Aue
=
=

of o] (wjzR) 3=

%rsp_val = load i64, iB4+ YRSP

Jnew_mem = call ¥struct.Memory* @SUB<i64x, i64, i64>(
hstruct.Memory#+ ¥mem, ¥struct.Statex J0,
i64= JRSP, i64 Jrsp_val, 164 32)

Fig. 2.5 Remill Lifting Code Example

2) gl=¥
2-1) AlaWE
CFG e z AavEE A vlolda]e] 2z #dats 7
gZE AT AIHE 7] 1A4EHo] gorng wjdg
. &

W o] AlaRES dvolHz %7]skstal, o] A



A4 QAR 3, 24 dndad Fab dgat 2e 2dd g 2H
= nhlt
Hex dump of section ’.rodata’:
0x004005b0 01000200 4920616d 20676c6f 62616c20 ....I am global
0x004005¢c0 73747269 66700 string.
Hex dump of section ’.data’:
0x00601020 00000000 00000000 00000000 00000000 ................
0x00601030 44054000 00000000 20106000 00000000 ..@..... B S i
== A‘”:l_Dl_'iE ElE%,I ==>
lseg_rodata = internal constant jrodata_type
<{ [23 x i8] ¢"\01\0O\02\00I am global string\00" }>
@seg_data = internal global Ydata_type <{ [16 x i8] zeroinitializer,
i64 add (i64 ptrtoint (lrodata_type* Qse odata to i64), i64 4),
i64 add (i64 ptrtoint (Ydata_type+* @s a to i64), i64 16) }>
Fig. 2.6 Remill Lifting Segment Example
228 oA A .data Al F 9 FH=x, T4 0x601030 (0x4005b4E
Zhelzhel ek 4 0x601038 (k9] Hx2E 7He3)e] =27 k. =28

o 7 Jhe] AAe 77t A MR zdETh

o] ofAdA  McSemai= .rodata AHS@seg rodata® .data AHS
@seg_data® ZZ¥ AlA LLVM IR ZE=ZE A3}, A9 M4 @seg_rodata
+ .rodata A FU3 blo]EE Y A7](23 HiolE)S widel i Ut
constant 7|9 =+= A nloly oA o] Aol ¢7] MEdS HHIL

Y W @seg_data® 3719 Q42 ol Atk Hg 16HOIEE 002
z718kd wigoltt. de nlolyEle] .data Al A 168} Eof .
IO Y5 @seg rodata + 4 FAE e UE MIOWEE 7YY= #ZERe)

@seg_data + 16 F425 zt= U5 Fxo}.

>~

2-2) ¥
CFG 9] 7} 3t Aol & o9 = glxy Hrh 4 55 A
Hdo]Ad d= 4= State 7-FA EQE, TR JLLE, Memory A

AERIHE IAZ ol Memory 724 EJIHE g®lshs B oz Aot



foo:
movq $0x42, (Yrsi)
add $0x1, %rdi
callq boo

**

retq B

= 35 Y=g =

Memory *sub_400570_foo(State *state, int6j_f pc, Memory *memory} {
auto *rip = state->gpr.rip;
auto *rsi = state->grp.rsi;
auto *rdi = state->gpr.rdi;

¢/ mavg Ond2. (Yrsi)
/ movg Oz42, (Hrsi

*Tip += 7, // add size of the ins

memory = MOV<I64, R64W>(memory., state, Ox42, #rsi);

/ add Ox1, Xrdi
*Tip += 4;
memory = ADD<I64. R64, R64W> (memory, state, Oxl, #*rdi, rdi);
" callq boo
*rip += b;

// simulation of the effect of o call insiructdion on the State

memory = CALL<I64>(memory, state, address_of_boo_in_binary, =rip);
74 call

memory = sub_400568_boo(memory, rip, state);

*rip += 1;

memory = RET(memory, state);

return memory;

Fig. 2.7 Remill Lifting Function Example

42l g ©lF mainol @sub_¢ Y FA& 400520€ = o5& A=t
S ol ARIE vleld gl E3FE o] A o™ @subst FARE ARE-ET

Wrapper 5~ (indirection wrapper)= H# 49 L3t o] &S F-of s},
Iz F=7F ofd oA TEHAY indirect ¥ TES A7 A
Aol Edlo] ks gt}

CFG 39l 7} <Basic Block>ell tisl siBat= 7 255 o4 ol A=

Y53 Remille] AlWiE] ol ole) A7l PHolsR Agth.



A2 FA A= e el Be A FPer 1) AA A4 2= WAvka

h=]
273 SMC Bench® 2) A& 2038 BEA 7bb 214 4 2= A= 1
SMC Analyzyers 7B&3tar, 3) A& WHES WXuvpa X2 g3 283 2

$e e Hh

7}. SMC Bench

SMC Bench¥ 97FA] A +4 28 HAFE I=E Holw wlx|nt=a
Lz ot} Y TEIASS MIPS ¥k A4 £4 Z= 97118 “Certified
self-modifying code” PLDI 2007 = [71S Fratsle] A=Ak

71E9 & WixrtaE F2 PEY ELF i) nlojuzl2 jAS AFE-3lo]
HEARAY AA JE A TS adlE TpA e o] AR, B A9
WAt 22 e gl R 24 e g e A4 ¢4 2=
WX et a5 AFset, weba Ao H46 wepa] F=Aste] o adA o

2849 = 3

o= A

SMC Bench® MIPS oJAlE&¢] AE (smcl.mip.s — smc9.mips.s), C o] Al
E(smcl.c — smc9.c), x86 oJAEY AME (smcl.x86.s — smc9.x86.5) & 27
M) Az Hdo] . Y TRaWe thSo ZlF B AL Els 4

21t} https://github.com/dbwodlf3/SMC/tree/master/src/smcbench/smc
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https://github.com/dbwodlf3/SMC/tree/master/src/smcbench/smc

General-Purpose Registers
31 1615 87 0 16-bit 32-bit

AH AL AX EAX

BH BL BX EBX

CH CcL X ECX

DH DL DX EDX
BP EBP
S| sl
DI EDI
SP ESP

Fig. 3.1 X86 General Purpose Register

x86 Architure™ CISC Fx= MIPSel| H|ste] 1 23 H34sit)h. #A]2=H
T3 G 32HE A 2E 7 ofdeEh, Fig 3.103 %] 8H|E @A ~H, 16HE
A 2E, 32H|E dAAHZ s Qlar Eole] dojsl dA Ik A
ojty. Al 4 HE=E FAea Adsh] HsiM = AL vy F4
AZtell frelalof sk o H=ol Ut
Aol olslA A== wlolygle]l o] EEkxXlt}. Position Independent
Codedt &2 FAS S3lA volvelE BASA He 4% Z=199 vie
Fazb W] witel ok mlejy e o] we] Faek wyE BE SA4S 1L

2 3ok k= ol =l Sl

Table. 3.1 SMC Bench List

_11_



ol & Ay

smcl ¥ B 1}x] =4 (Unbounded code rewriting)

smc2 #HEle] == 7 A Runtime code checking)

sme3 dele] = WA (Runtime code generation)

smc4 = HdElY = AAA (Multilevel runtime code generation)
smch 22282 v a thA] Eole = FE=(Self-mutating code block)
smch ME AYE WA 7= (Mutual modifying modules)

smc7 2225 EAFE ZE=(Self-growing code)

smc8 U duEEFS oY PHE vtE Z=(Polymorphic code)
smc9 ols/U%S F+ F=(Encrypting and decrypting code)

1) MIPS Benchmark

MIPS Architecture: Instruction® =7]7} 4byte 2 &4 LA 3 RISC +

o]7] wWitel di o= SMC :EE AAshzdl T4 7dte] kst

o] glth. MIPS =% MARS[8]S& o] &ate] 2=t

1-1) SMC1.MIPS

_12_



6 lw $4, num # Set Argument

7 lw $9, key # $9 = Ec(add $2 $2 0)
8 1i $8, 1 # counter

9 1i $2, 1 # accumulator

11 loop:

12 beq $8, $4, halt # check if done

13 addi $8, $8, 1 # inc counter

14 add $10, $9, $2 # new instr to put

15 key:
16 addi $2, $2, 0
17 sw $10, key # store new instr
18 7 loop # next round
19
20 halt:
21 J halt
Fig. 3.2 SMC1.MIPS.S
AY TaBe v £99 g Tt TRadeln. FauA s n

HA &2 nums A 27|15 "ok 16W Fo] H U] o] o] F9
F& U ste WHE, vE Ui 17H £ HWHoE Sl 16W =9 8
QUL o] ol oz WAH.

K

1-2) SMC2.MIPS

_13_



2 main:

3 jal f

4 move $2, $8

5 j halt

6

7 f:

8 11 $8, 42

9 lw $9, -4($31)

10 lw $10, addr

11 bne $9, $10, halt
12 jr $31

13

14 halt :

15 j halt

16

17 addr:

18 jal f

Fig. 3.3 SMCZ2.MIPS.S

g TR zale IEE ¢+ FZ(self-reading code)E HoF7] ¢
o2 Agsgo] ot} ret W

2k

1-3) SMC3.MIPS.S

_‘]4_
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1 .data

2 vecl: .word 22, 0, 25

3 vec2: .word 7, 429, 6

4 result: .word O

5

6 .text # Code section
7 main: li $4, 3

8 1i $8, 0

9 la $9, gen

10 la $11, tpl

11 lw $12, 0($11)

12 sw $12, 0($9)

13 addi $9, $9, 4

14

15 loop:  beq $8, $4, post

16 # ...

17

18 next: addi $8, $8, 1

19 7 loop

20

21 post: 1w $12, 20($11)

22 # ...

23

24 tpl: 1i $2, 0 # template code
25 # ...

26

27 #Generated code of vector dot product

28 gen: 1i $2, 0 # int gen(int *v)
29 lw $13, 0($4) # 1

30 11 $12, 22 # int res = 0;

31 mul $12, $12, $13 # res += 22 = v[0];
32 add $2, $2, $12  # res += 25 = v[2];
33 lw $13, 8(%$4) # return res;

34 1i $12, 25 # )

35  mul $12, $12, $13

36 add $2, $2, $12

37 jr $31

38

39 nop

40 nop

Fig. 3.4 SMC3.MIPS.S
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SMC3.MIPS.S & AgA|zte z= S sl A

e 7 Ee] WA ek ZRIOFgeR T

meae AAAE] A5 A d

tpl 2Hle] I AT YHolo HZE Frolil, gend WEOAE AR

& @eole] ghuoltt,

1-4) SMC4.MIPS

1 .text

2 main: la $9, gen # get the target addr
3 11 $8, 0xac880000 # load Ec(sw $8,0($4))
4 sw $8, 0(%9) # store to gen

5 1i $8, 0x00800008 # load Ec(jr $4)

6 sw $8, 4($9) # store to gentd

7 la $4, ggen # $4 = ggen

8 la $9, main # $9 = main

9 1i $8, 0x01200008 # load Ec(jr $9) to $8
10 ] gen # jump to target

11

12gen: nop # to be generated

1 nop

2

3 ggen. nop

Fig. 3.5 SMC4.MIPS.S

SMC4.MIPS.S+= 9EY] Z= A FH
o, 2 a9s AgstEA A 225 A
Aot} main o] ¢ &|A] gene I} WA

ggen®] I=7F A HET

1-5) SMC5.MIPS
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1 .text

2 main:

3 la $8, g

4 lw $9, 0($8)
5 addi $10, $9, 4
6 sw $10, g

7 lw $11, h

8 g sw $9, 0($8)
9 h: j dead

10 sw $11, h

11 J main

12

13

14 dead: # ...

Fig. 3.6 SMC5.MIPS.S

SMC5.MIPS.S&= 222 vt ghA] Q8 =2 5ol + IT5E HoF7]
A5 mHe] muolth Bed AYEEY | dead OF APol B A LA, |
dead Weol7t S wo] AhH A Gi=th AY FHolE Wolrka the Weiol
o4 FAgEolA] AAHUY Wedos Aleba Rele] elol Bolgih, A3}

Ao R jdead & AW A ¢l j main o] AP}

N

1-6) SMC6.MIPS

1 .text

2 main:

3 ] alter

4 sw $8, alter
5

6 alter:

7 lw $8, main
8 1i $9, 0

9 sw $9, main
10 ] main

Fig. 3.7 SMC6.MIPS.S
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SMC6.MIPSE MZE HASE 358 HoF7] 93 2749 si=o|t}. main
)

o olaA alter®d =7} WAE I, altero] ¢3f4] maine] Z=7F HA

1-7) SMC7.MIPS

1 .text

2 main:

3 la $8, loop
4 la $9, new

5 move $10, $9
6

7 loop:

8 lw $11, 0($8)
9 sw $11, 0($9)

10 addi $8, $8, 4

11 addi $9, $9, 4

12 bne $8, $10, loop
13 move $10, $9

14 new:

15 lw $11, 0($3)

16 sw $11, 0($9)

17 addi $8, $8, 4

Fig. 3.8 SMC7.MIPS.S

SMCT.MIPS.SE AH4le] =S 9t 7PE3 Al 2= 442 S8k =
222 BAlSE ZEES HolFY] 98 BH9 meolth AL 278 ofF e
loopol A3 6719] WOl 5S 2 newsl ¥A}eli, 2% newe] BAH B
1% Aayste] 1 Fo| ThA WESA BARTL vhA mpole) sk A7kEA S

AR A7) Aye] =G A% AT,

=

1-8) SMC8.MIPS
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1

2 main: la $10, body

3

4 body: 1w $8, 12($10)
5 lw $9, 16($10)
6 sw $9, 12($10)
7 addi $2,%$2, 21
8 addi $2,%$2, 21
9 sw $8, 16($10)
10 Iw $9, 8($10)
11 lw $8, 20($10)
12 sw $9, 20($10)
13 sw $8, 8($10)
14 ] body

Fig. 3.9 SMC8.MIPS.S
SMC8MIPS= s el 28 AN FHS vt 358 W
7] gk 5 SET oA TRase A9 9 1
1

L] £AM7F v AR EAAE $2

1-9) SMC9.MIPS
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1 .text

2 main:

3 la $8, pg

4 la $9, pgend

5 1i $10, Oxffffffff
6

7 xorl:

8 lw $11, 0($8)

9 xor $11, $11, $10
10 sw $11, 0($8)

11 addi $8, $8, 4

12 blt $8, $9, xorl
13 decr:

14 la $8, pg

15 la $9, pgend

16 la $10, Oxffffffff
17 xor?2:

18 lw $11, 0($8)

19 xor $11, $11, $10
20 sw $11, 0($8)

21 addi $8, $8, 4

22 blt $8, $9, xor2
23 ] pg

24 halt:

25 7 halt

26 pg:

27 1i $2, 1

28 i $3, 2

29 add $2, $2, $3

30 J halt

31 pgend:

SMCOMIPS= 23 Foll ¢=std I=E =0 43

Fig. 3.10 SMC9.MIPS.S
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2) x86 Benchmark

x862] HZE X3, MIPS ZEE Yoz o] x86 ol7|E Ao wWAE Azt

4 ek, NASM ojAlEejE 7|wto g 2getela x86 71uke] %2 9 A4

oA 25 g,

2-1) SMC1.x86

section .data
num db 8

1

2

3

4 section .text
5 global _init
6

7

8

9

13 jz halt

14 add ecx, 1
15 mov bl, dl
16

17 key:

18 add edx, 0
19 mov al, bl

21

22 jmp loop
23

24 halt:

25 mov eax, 1

27 int 0x80

_init:
mov ebp, num
mov ecx, 1
mov edx, 1
10
11 loop:

12 cmp ecx, lebpl

20 mov [key+2], al

26 Xor ebx, ebx

MIPS FE9} whzk7FA] 9]

Fig. 3.11 SMC1.X86.5

o]

S ohrh X86 FEAFNA add WE oo HAikat
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o gte WA WA e e Fa.
MIPS o] @l Z7]7} dbyte olo]q WHolE HlolH = Hold o
ol AAlo] WA ZhwHe Z7PAAFCE WA, X861 Sbits A 2]

£ Ahgsto] evju=e) g £ & ek

2-2) SMC2.x86

1 section .text

2 global _start

3 _start:

4 nop

5 mov eax, 0x804806¢

6 call eax ; jal f
7 mov ebx, edi ; move $2, $8

8 jmp halt ; j halt
9

10 f:

11 mov edi, 42

12 mov ebp, [espl

13 mov cx, [ebp—2]

14 mov esi, addr ; esl < addr of addr
15 mov dx, [esit5]

16 cmp c¢x, dx

17 jne halt

18 ret

19

20 halt:

21 mov eax, 1

22 int 0x80 ;] halt
23

24 addr:

25 mov eax, 0x804806¢c

26 call eax

Fig. 3.12 SMC2.X86.5
X86 oM+ CALL W®oj¢k RET WHolE i dPFs5s HAL 5 3

o e s 252 ), o F4AE WA R st &It
<

MIPS #E=¢tE= 27 X86oAE geFAio ks 2"l A#stA FHuh
&
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o dx& EA 1 @ wadt,

2-3) SMC3.x86

1 section .text

2 _vecl dd 22, 0, 25
3 _vec2 dd 7, 429, 6
4 result dd 0

5

6 global _start

7

8 _start:

9 mov eax, 3

10 mov ecx, 0

11 mov edi, gen

12 mov ebx, tpl

13

14 mov edx, [ebx] ; edx <— tpl 1st instruction
15 mov [edi], edx ; gen 1lst instruction <- tpl 1st instruction
16 ; overwriting

17 mov [edi+l], word O ; 00 00
18 mov [edi+3], word O

19

20 add edi, 5 ; edi <= 2nd instruction

21

22 loop:

23 cmp eax, ecx ; loop cycle count 3

24 je post

25 mov ebp, 4

26 imul ebp, ecx ; vec index

27

28 mov esi, dword [_veclt+ebp]

29 cmp esi, O ; if vec's value 0 => jmp next //vecl 2nd value
30 je next

31

32 mov dx, [ebx+5] ; gen 2nd instruction <- tpl 2nd instruction
33 ; overwriting

34 mov [edi], dx

35 mov edx, ebp

36 mov [edi+2], dl

37

38 mov dx, [ebx+8] ; gen 3rd instruction <- tpl 3rd instruction
39 ; overwriting

_23_



40 mov [edi+3], dx

41

42 mov dl, [ebx+10]

43

44 mov [edit5], dl

45 mov edx, esi

46 mov [edi+6], dl

47 mov [edi+7], byte O
48 mov [edi+8], word O
49

50 mov edx, [ebxt15]
51

52 mov [edi+10], edx

53

54 mov dx, [ebx+19]

55

56 mov [edi+14], dx

57

58 add edi, 16

59

60 next:

61 add ecx, 1
62 jmp loop
63

64 post:

65 mov dx, [ebx+21]
overwriting

66  mov [edi], dx
67

68 mov esi, _vec2
69 mov esp, post
70 add esp, 21

71 jmp gen

72

73 mov [result], eax
74

75 mov eax, 1

76 Xor ebx, ebx
77 int 0x80

78

79 tpl:

80 mov eax, 0

81 add esi, O

82 mov ebp, [esi]

; gen 4th instruction <- tpl 4th instruction
; overwriting

gen 5th instruction <- tpl 5th instruction

; overwriting

; gen 6th instruction <- tpl 6th instruction
; overwriting

; gen 7th instruction <- tpl 7th instruction

; esp <- post 7th instruction (mov [result], eax)

;oexit

_24_




83 mov edx, 0

34

85 imul edx, ebp

86 nop

87 add eax, edx

88 jmp esp ; Jjmp post
89 nop

90

91 gen:

92 ;o

Fig. 3.13 SMC3.X86.5

MIPS s=s} pRRb7px = Wel o] W& obs A 4 s=olth. MIPS =
Eob= g2 ZF gEefe] Aozt @upA AldstAl wxele 45 Abeto]
oS Aokl A O R gen Faol WRAE AASaL, vHATOR post

o] FAaE 2sPsEo] HAEO result o Aagke A A3t}

2-4) SMC4.x86

1 section .text
2 global _start

4  _start:

5 mov eax, [copyll]

6 mov ebx, [copyl+5]
7 mov [gen], eax

8 mov [gent5], ebx
9 mov eax, [copy2]
10  mov ebx, [copy2+5]
11 mov [ggen], eax

12 mov [ggent5], ebx
13 jmp gen

15 copyl:

16 mov eax, ggen
17 jmp eax
18 copyZ:

19 mov eax
20 Jjmp eax

start

| —
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21

22 gen:
23 nop
24 nop
25 nop
26 nop
27 nop
28 nop
29 nop
30 ggen:
31 nop
32 nop
33 nop
34 nop
35 nop
36 nop
37 nop

Fig. 3.14 SMC4.X86.5

Iy
N
L

SMC4.MIPS$}F wh7EA &2 genodll ZE=E AAtar, genol AAHE =
ggendll FE=E AATILE _start #o]ElA copyl #olEeol Hu o
gen dol&ol Hol&t v5o® gen dolEo]l AFHW, copy2 o= Wi
&2 ggen o]l Ho2TMIPS A= nop WE o7k 4byte o] AW, x86]
Aol @ nop MEY ol lbyteth AAstE W oo Aol7l Thytes

olm= 771e] nop WHoE A&,

Ky
Iy
il

2-5) SMC5.x86

1 section .text

1 global _start

2

3 _start:

4 nop

5 mov esi, 0 ; count = 0

6 mov eax, g ; eax <— load address of g

7 mov ebx, [eax] ; ebx <- load instruction of g
8 ; (mov [eax], ebx)

_26_



9 add eax, 7 ; eax <- load address of h

10 mov edx, [h] ; edx <= load instruction of h (jmp dead)
11 g:

12 mov [eax], ebx ;

13 nop

14 nop

15 sub eax, 7 ; eax <= load address of g

16 h:

17 jmp dead

18 nop

19 nop

20 mov [h], edx

21 add esi, 1 ; count += 1

22 cmp esi, 2 ; if(count == 2) jmp dead:

23 je dead

24 mov ed1, _start ; edl <- load address of _start
25 add edi, 6 ; edi <- load address of _start + 6
26 ; (mov eax, g)

27 jmp edi ; Jjmp _start

28

29 dead:

30 mov eax, 1

31 int 0x80

Fig. 3.15 SMC5.X86.S
Fig 3.15914, 1784 £9 jmp deadt AIFEHA o 1 4ol HHoEo
oajx ot Moz MFHT jmp dead WH7} APHA Foww I v}
=9 WHEolEe] A uHAJY jmp dead BEH 7 BHA jmp dead "8 o
dETh F 29 A HolAN, HFol= jmp dead BEI7F AYE A ANt

%
T A= dead WHEOE A8 sFo] do7bA HL

2-6) SMC6.x86

1 section .text
2 global _start

3

4  _start:

5 jmp alter

6 mov [alter], ax ; [alter](mov ax, [_start]) <-

_27_



7 ; load instruction [ax] (jmp alter)
8

9

10 alter:

11 mov ax, [_start] ; ax <- load instruction [_start]
12 ; (jmp alter)

13 mov bl, 0x90 ; bl <= load instruction [0x90] (nop)
14 mov [_start], bl

15 mov [_start+1], bl ; instruction [_start]

16 ; (jmp alter) is changed (nop)

17 mov [re_start], bl

18 mov [re_start+l], bl ; instuction [re_start]

19 ; (jmp halt) is changed (nop)

20

21 re_start:

22 jmp halt ; this doesn’ t execute.

23 jmp _start

24

25 halt:

26 nop

Fig. 3.16 SMC6.X86.5

= A 3fo]] oJs)A _starte] jmp alter HH 9} re_start 9 jmp halt H=#E o7}
nop HWHolZ WHALACT WA alterol A re_start HHEE FAHS, FAHH
re_start®] W@Eojo] a4 _starte] mov [alter], ax W7} & t}A| alter

o 3 WA FelE sA4w

2-7) SMC7.x86

1 _start:

2 nop ; gdb point

3 mov eax, loop ; eax <- addr of loop
4 mov ebx, new

5 mov ecx, new

6 mov esi,
7 mov edi,
8 mov ebp,
9

O B~ N
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10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

loop:

mov edx, [eax]
mov [ebx], edx
add eax, esi
add ebx, esi
cmp eax, ecx
jne loop
mov ecx, ebx
add ebp, esi
cmp ebp, edi
je halt
new-:
nop
nop
; nop ...
halt:
mov eax, 1
int 0x80

; edx <- instruction of loop

; [ebx] <- store instruction of loop

; 1n pointer of ebx

; eax t= 2, instruction length is Zbyte

; ebx += 2

; comparison about eax and ecx

; 1f not equal, than jump to the loop.

; 1f equal, all code is copied in new label

;halt 1s relative address, so 1f we repeat
; 2 times code, we need to subtract value

Fig. 3.17 SMC7.X86.5

loope] WHEHolE 2byte ¥ o4 newell 23t} halt W&ol 9o Hof 2~

A bE 7] Wl nop WA R Fwd A7 Faeits FEIT

2-8) SMC8.x86

1 section .text
2 global _start

_Start:
mov eax, body

body:
mov ebx, [eax + 12] ; ebx <= load instruction [eax + 12]
; (add esi, 10)
nop
mov ecx, [eax + 16] ; ecx <- load instruction [eax + 16]

; eax <- load address of body

_29_



12 ; (add esi, 10)

13 nop

14 mov [eax + 12], ecx ; allocate instruction of ecx
15 ;in pointer of eax + 12

16 nop

17 add esi, 10 ; add esi = esi + 10

18 nop

19 add esi, 10 ; add esi = esi + 10

20 nop

21 mov [eax + 16], ebx ; allocate instruction of ebx
22 ; in pointer of eax + 16

23 nop

24 mov ecx, [eax + 8] ; ecx <~ load instruction [eax + 8]
25 ; (mov [eax + 12], ecx)

26 nop

27 mov ebx, [eax + 20] ; ebx <- load instruction [eax + 20]
28 ; (mov [eax + 16], ebx)

29 nop

30 mov [eax + 20], ecx ; allocate instruction of ecx
31 ; 1n pointer of eax + 20

32 nop

33 mov [eax + 8], ebx ; allocate instruction of ebx
34 ; in pointer of ebx + 8

35 nop

36 add edx, 1

37 cmp edx, 2

38 jnz body ; jmp body

39 mov eax, 1

40 mov ebx, O

41 int 0x80

Fig. 3.18 SMC8.X86.5

SMC8.MIPS¢} wlz7FA| 2 vhol i g
WA k=t MIPSeF & W#Ho

F7bste] WYolsl Polg ol

=
o)

2-9) SMC9.x86

=2 2=
—= T

7F MEEAR, zrage] 9

Zo]7} tt27] wjF-ol nop HH

=
Z

A 3},

o]

|1 section .text
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2 global _start

3

4  _start:

5 mov eax, pg

6 mov ebx, pgend

7 mov ecx, Oxffffffff
8

9

xorl:
10  mov edx, [eax]
11
12 xor edx, ecx
13
14 mov [eax], edx
15
16 add eax, 4
17 cmp eax, ebx

18

19 11 xorl
20

21

22 decr:

23 mov eax, pg

24 mov ebx, pgend
25 mov ecx, Oxffffffff
26

27 xor2:

28  mov edx, [eax]
29

30 xor edx, ecx
31

32 mov [eax], edx
33

34 add eax, 4

35 cmp eax, ebx

36

37 11 xor2
38 Jmp pg
39

40 halt:

41 jmp halt
42

; eax <- load address of pg
; ebx <- load address of pgend
; ecx <— assign value of Oxffffffff

; store instruction that pointed
; by eax in edx
; xor edx, ecx, and store result value

1n edx

; store instruction in edx

; where eax points

; add 4 to eax

; compare eax and ebx so 1f eax 1is

less than ebx
loop xorl

; so code of xorl converts pg code
; to xor form

; eax <- reload address of pg
; ebx <- reload address of pg
; ecx <- reassign value of Oxffffffff

; store instruction that pointed
; by eax in edx
; xor edx, ecx, and store result value

1n edx

; store instruction in edx where

; eax points

; add 4 to eax

; compare eax and ebx so 1f eax 1is

less than ebx

; jmp xor2
; else jmp pg

; when program get here,
; the program end
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43 pg:

44 add esi, 10 ; meaningless code
45 nop

46 add edi, 10 ; meaningless code
47 nop

48 jmp halt

49 nop

50 nop

Fig. 3.19 SMC9.X86.5

xorlel A, pgel 4bytes xor AXAE Soto] ¢T3t 3 v, dEstE I=
£ pgol A gth decr 5 HI3E st7] 913 27] @ dA=Hol
S v, xor2oll A thA] S xor AAMAE ARES| 5k

=] A=A At

3) C Benchmark

Col HlXmta s 252 x86-x64 of7|ElAol A gee oAy Aol &4
st A AT, CAo2 A HAAR A 4 =9 dds fsid=
g AA 74 mert Agd FEFoAe wEY FAa ALk o F4E T
sflof ghrh. = ko] ojflEg ot tEA CHolm Y Zrmase A5l
vhol el si=vh dAow Hupdelo] ofsir AAdHEER Hapde o] HA s}
& Aztefof gt}
3-1) SMC1.C

rr

kA
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memcpy(instr9, ptr_key, 4);

loop:
if (index == cnt) goto halt;
index = index + 1;
memcpy( instrl0, instr9, 4);
instr10[3] = instr10[3] + fib_index - 1;
key:
fib_index = fib_index + 1;
memcpy(ptr_key, instrl0, 4);
goto loop;
halt:
printf("fib(%d)=%d¥n", cnt, fib_index);
return 0O;

Fig. 3.20 SMC1.C

SMCLMIPS ¢} #o] 3B uUA 499 k& 78 . add WEole A=
we ALEA WAst 1 e e o] 99 g2 memcepy T E
TZoto] wReE Y Z= kS WASHA "Y o] W memcpy T A& Fhol
4 bytes o|B2E HARde = olAS HAsE] memepys EEFshe Zlo] ofy}

mov HHAZ o] o] thAlE F ).

3-2) SMC2.C

void f(){
//.... local variables
*ptr_reg8 = 42;
reg3l = (unsigned char=)&ptr_reg8 + 8 + 71; // ret address
// ...

Fig. 3.21 SMC2.C
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7F Aol Har, 1 Holl A W] AFFIte g ALEET) Fig 3.21 oA <t
“Zl‘

3-3) SMC3.C

R argsfof ot

int main(void){

unsigned char*
unsigned char*
unsigned char*
unsigned char*

// ... local variables

ptr_gen_reg9;
ptr_tpl_regll;
ptr_tpl_end;
ptr_tpl_body:

/] ...

Fig. 3.22 SMC3.C

SMC3.C 4 :=8 st A8 BB m=0) 9AE T3] A

EDEI

AE 7H7le EQEH WS AT loops &

23 e =9 o

3-4) SMC4.C

unsigned char store_instruction[SIZE_OF_SW] = {
/* binary instructions
* ceee
*/
b
/* ..ox/
int main(void){
// ...
memcpy(reg8, store_instruction, SIZE_OF_SW);

// ...
memcpy(reg8, jr_instruction, SIZE_OF_JR):

/* ...ox/

Fig. 3.23 SMC4.C
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3-5) SMC5.C
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int main(void){
// ..local variables

start:
ptr_h = (unsigned char#*)main + OFFSET_H;

// la $8, g
ptr_g = (unsigned char#*)main + OFFSET_G;

// 1w $9, 0($8)a
for (i=0; i< SIZE_G; i++) instr9[i] = ptrglil;

// addi $10, $9, 4

for (i=0; i < SIZE_G; i++) instrl0[i] = instr9[il;
// change reference at ptr_g to ptr_h

instr10[21] = instr10[21] + NEXT_INST;

// sw $10, g
for(i=0; i < SIZE_G; i++) ptr_g[i] = instr10[i];

// 1w $11, h
for(i=0; 1 < SIZE_H; i++) instrl1l[i] = ptr_h[il;

/] sw $9, 0($8)
for (i=0; 1 < SIZE_H; i++) ptr_gli] = instr9[i];

num *= 2; // 6byte Instruction
num *= 2;
num *= 2;
num *= 2;
num *= 2;
num *= 2;
num *= 2;
num *= 2;
num *= 2; // so size of all instructions is 54byte
// sw $11, h

for (i=0; i< SIZE_H; i++) ptr_h[i] = instrll[i];

printf("Num Value : %d¥n", num);
// change reference at ptr_h to ptr_g
ptr_g[21] = ptr_g[21] + BEFORE_INST;

//] main
goto start;
dead:
return 0;




Fig. 3.24 SMC5.C

instr9 ¥Wrol g 2ple] BEo] ko] AT instrll WaEel] h 2ol 1

gol ghsol AEH. o]Fel for £& T Z4 MFEETH WHo g2 ©]

&3] h 2hBel num = 2 WHOIE g o] Yol

for £ AHgatel el num = 2 Weolg ¥

3-6) SMC6.C
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int main(void){
// ..local variables

num = 1;

ptr_goto_alter = (unsigned char*)main + 192;

ptr_main = (unsigned char#*)main + 194;

ptr_alter = (unsigned char#*)main + 288;

for(i=0; i<SIZE_GOTO_ALTER; i++) instr_j_alter[i] = ptr_goto_alter[i];
for(; i<SIZE_MAIN; i++) instr_j_alter[i] = '"¥x90';

goto_alter:
goto alter;

main_start:

// j alter

// dummy code to be overrwritten
num *= 2; // 6 bytes

num *= 2; // 6 bytes

num *= 2; // 6 bytes

num *= 2; // 6 bytes

num++; // 7 bytes

// sw $8, alter
for(i=0; i<SIZE_ALTER; i++) ptr_alter[i] = instr8[i];

alter:
// lw $8, main
for(i=0; i<SIZE_MAIN; i++) instr8[i] = ptr_goto_alter[i];

instr8[1] = 'Wxfe';

// 11 $9, 0

for(i=0; i<SIZE_MAIN; i++) instr9[i] = '¥x90'; // 0x90: x86
NOP instruction

// sw $9, main
for(i=0; i<SIZE_MAIN; i++) ptr_main[i] = instr9[il;

goto main_start;
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Fig. 3.25 SMC6.C

2 APA] alter do)EoNA main_start #o]E9 WH|ES FAHIT. FHH
A=
T

main_start M#H o] jmp alter HH O] = alter o A WH =

3-7) SMC7.C

start:
offset = 0;
ptr_loop = (unsigned char*) main + LOOP;
ptr_new = (unsigned char#*) main + NEW;

loop:
for(i=0; i<SIZE_LOOP; i++)
(ptr_new + offset)[i] = ptr_looplil;
offset += SIZE_LOOP;

new-
return O;

Fig. 3.26 SMC7.C

loop #lolE9] WHolE new bl A|FA 2231, new 289 loop HWHo&

S7He offset gt 7HAaL e Fao HE2

—_

oop HHOE AL} TR

:
We FEHA %, loop dolEe] ol FaE F4aA @k

3-8) SMC8.C
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start:
ptr_body_regl0 = (unsigned char*)main + BODY;

body:
for (i = 0; i < SIZE_OF_ADD; i++)
reg8[i] = (ptr_body_reglO + OFFSET_12)[i];

for (i = 0; i < SIZE_OF_ADD; i++)
reg9[i] = (ptr_body_reglO + OFFSET_16)[1i];

for (i =0; 1 < SIZE_OF_ADD; i++)

(ptr_body_regl0 + OFFSET_12)[i] = reg9[i];
reg2 += 21;
reg?2 += 21;
for(i = 0; i < SIZE_OF_ADD; i++)
(ptr_body_regl0 + OFFSET_16)[i] = reg8[il];

dummy++;

for(i = 0; i < SIZE_OF_SW; i++)
reg9[i] = (ptr_body_reglO + OFFSET_8)[i];

for(i = 0; 1 < SIZE_OF_SW; i++)
reg8[i] = (ptr_body_regl0 + OFFSET_20)[i];

for(i = 0; 1 < SIZE_OF_SW; i++)
(ptr_body_reglO + OFFSET_20)[i] = reg9[il; =

for(i = 0; 1 < SIZE_OF_SW; i++)
(ptr_body_regl0 + OFFSET_8)[i] = reg8[i];

goto body;

Fig. 3.27 SMC8.C

o]7]e 4] OFFSETS8, OFFSET12 562 MIPSEE oA W o]o] Ao

g Fattl, MIPSOlA = 3 7)o WEo]7) 4ufolER o8| X 22 OFFSETS #<
Aol 3HA WHo] OFFSET12 #2 A5-ol= 44 WHolS ou| gt}

_40_



o) F mzawe] QAW AA Tzade AT Faole] A7 wpHE

rgrolzh 2ol aHE

3-9) SMC9.C

int main(void)

{
[x o %/
unsigned char *foo_code = (unsigned char *)malloc(sizeof(unsigned char) * 55);
memcpy (foo_code, foo, 55);

for (int 1 = 0; 1 < 55; i++)
{

foo_codel[i] = foo_codeli] ™ -1;

}

memcpy (foo, foo_code, 55);

for (int i = 0; i <55; i++)
{

foo_codeli] = foo_codel[i] ™ -1;

¥

memcpy (foo, foo_code, 55);

foo();

}

void foo()

{
int num = 0;
printf("This is Foo Functionin");
num += 10;
printf("num = %d¥n", num);

}

Fig. 3.28 SMC9.C

foo_code Wl foo §9 ZE=E AASt. s Z=E xor Aoz ¢

s3] foo 9] F4o £t} o] 39 xor Ao 2 B 3|4 foo TSROl
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Fig. 3.29 SMC Analyzer Achitecture
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X = alloc P: alloc-i € [[X]]
- X1 =& X2: X2 € [[X1]]
- X1 = X2: [[X2]] < [[X1]]

- X1 =% X2: For each ¢ € Cells,
c € [[x2]] = [lc]] <= [[X1]]

*X1 = X2: For each ¢ € Cells,
c € [[X1]] = [[x2]] < [[c]]

Fig. 3.30 Andersen Pointer Analysis Constraints

1-2) LLVM IR A|¢F2]
Table. 3.2 LLVM IR Constraints

INSTRUCTION CONSTRAINT
ALLOCA result € [[result]
INTTOPTR [[value]] S [[result]]
BITCAST [[valuel] < [[result]]
PHI [[valll] € [[result]],
[[val2]] € [[resultl]], ...
SELECT [[vall]] € [[result]], [[val2]] S [[result]]
EXTRACTVALUE [[val]ll = [[result]]
STORE c € [[pointer]] => [[valuell € [[c]]
LOAD ¢ € [[pointer]] => [[c]] € [[result]]
GETELEMENTPTR c € [Iptrvall] => [[c]] € [[result]]
pl, p2, ..., vl, v2 ..., ret ret_var A
CALL [[vi]l=[[pl]], [[v2]]<=[[p2]], ... A
[[ret_var]]S[[result]]

Table. 3.3 LLVM IR Instructions
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INSTRUCTION SYNTAX
ALLOCA <result> = alloca <type>
<result> = inttoptr

INTTOPTR
<ty> <value> to <ty2>
< > = bi

BITCAST result bitcast
<ty> <value> to <ty2>
< > = phi <ty>

P result phi <ty

[ <val0>, <labelO>], ...
<result> = select selty
SELECT <cond>, <ty> <vall>,
<ty> <val2>

<result> = extractvalue

EXTRACTVALUE <aggregate type> <val>,

<idx>{, <idx>}x*

store  [volatile] <ty> <value>,  <ty>*
STORE <pointer>

<result> = load [volatile] <ty>, <ty>*
LOAD <pointer>
GETELEMENTPTR <result> = getelementptr <ty>, <ty>*

<ptrval> {, <ty> idx}*
<result> = call <ty> <fnty> <fnptrval>
(<function args>)

CALL

LLVM IR °lA+= Fig 3.29] dAlqto] olyz}l o w@e E2E <} 9
o}7} itk dlg WHolEd dsiA du<e dauglFos dd WHEE
AHg Ak S Alflok dhrh. 2 AFol A AQFsk= Aok Table 3.29F Z
o} 7} gEolEe W Table 3.37 #th 7 WHolo ¢ A HHE
LLVM®] &4 [somethingl& &34 &8 = Q.

w Aol Al e Zh o7 TEE ¥ety] #fsiA LLVM IR 9 AS

i
ol

r

s
iy
e

iyt

1-2-1) Alloca Instruction
Alloca WH®ol&= WIS st WHEHAT, %ptr = alloca 132 ¢ WHEHAZ
%ptr Mol 132 EFYe]l X2y ®H4E ddsit}. A4 HEE T4 S Wy

%ptr o &Fst=E 1 AFAS function!ptr € [[function!ptr]] ¢} %

- 44 -



1-2-2) Inttoptr Instruction

%alloca_insl = alloca 132

store 132 1, 132* %alloca_insl

%load_insl = load 132, 132* %alloca_insl
%ITP_insl = inttoptr 18 1 to 116%

%ITP_ins2 = inttoptr 132 %load_insl to 116%

alloca_insl € [[alloca_ins1]]

[[ Constant-Value 1] [[alloca-1]]

[[ Constant-Value ]] [[load_ins1]], [[alloca-1]] & [[load_ins1]]
[[ Constant-Value ]] & [ITP_insl]

[[load_ins1]] & [[ITP_ins2]]

n N in

Fig. 3.31 INTTOPTR Instruction Constraint

Inttoptr Eg%]oi% Integer ﬂ'?ﬂjg] value& E?_]_Ei E}-C]’:],_Q_i resultoﬂ %L%g—]_{_
gaoirt. £ e W [[result]]el W [[value]l] &8s Ax 2

o} 71 o= Fig 3.129F #Zth

1-2-3) Bitcast Instruction
Bitcast W#®ol= te]l WA glel WFo BHYWS

[[valuel]l S [[result]] o] A|2F2]S A s}

B
o,
rot

. A

1-2-4) Phi Instruction

example:
br label loop

loop:
%indvar = phi 132 [0, %example ], [ %nextindvar, %loop]
%nextindvar = add 132 %indvar, 1

[[ Constant-Value 11 € [[ indvar ]]
[[ nextindvar 1] € [[ indvar ]]

Fig. 3.32 Phi Instruction Constraint
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Phi Instruction< ©]# BasicBlockel] we} A& A o 2 resultdl] valueE &g
st wWEolk, Aarstk Aok S flElA dEE ¢ e BE valueol dish

o} Aok S A4k 1 e Fig 3.13% 2k

1-2-5) SELECT INSTRUCTION

%select_insl = select 11 conditionl, 164* %alloca_ins4, 164*
%alloca_insb

%select_ins2 = select 11 condition2, 164 1234, 164 123

select_insl ]]
select_insl ]]
[[ select_ins2 ]]
[[ select_ins2 ]]

alloca_ins4 ]]
alloca_ins5 ]]
Constant-Value ]]
Constant-Value 1]

[
[

—

—
—

N N

Fig. 3.33 SELECT Instruction Constraint

select H#EHolE= 27 kol W} resultel] valueE 9sict). sl WEo] =
Sk phi Wa#Eole} o] st Aok AAHS fFA ddE 4 e EE value

of iate] AFAS AT 1 o= Fig 3.149 2t}

k-

l

1-2-6) Extractvalue Instruction

%extractvalue_insl = extractvalue %structl %load_insl, 0
%extractvalue_ins2 = extractvalue %struct2 %load_ins2, 0, 1

[[ load_insl 1]
[[ load_ins2 1]

[[ extractvalue_insl ]]
[[ extractvalue_ins2 ]]

-
c

Fig. 3.34 Extractvalue Instruction Constraint

Extractvalue HWHolx= T3 val25EH EA elementE resultol] valueE
stedls Waojt), oA EAH YAE A E A 78 wWaEo|r), Aadh
Ak S A 72 o sk Aok diale, "3t HA diste] A eF

Ae AR 2 AARD ol Fig 3159 2k

B>
2
Y
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1-2-7) Store Instruction

%alloca_insl = alloca 132

store 132 16, 132* %alloca_insl
%load_insl = load 132, 132* %alloca_insl
store 132 %load_insl, 132* %alloca_insl

alloca_insl € [[alloca_ins1]]

[[ Constant value ]] & [[alloca_insl]]

for each ¢ in [[ alloca_insl 1], [[ ¢ 11 € [[ load_insl 1]
for each ¢ in [[ alloca_insl 1], [[ load_insl ]] € [[ ¢ ]]

Fig. 3.35 STORE Instruction Constraint

Store W#Eo]E= valued #HS pointero] A Ast= W#EHolz= «X=X ¢} 7t} T
A Al o+ Fig 3.163 Zt}

1-2-8 Load Instruction

%alloca_insl = alloca 132
%load_insl = load 132, 132* %alloca_insl

alloca_insl € [[ alloca_insl ]]
for each € in [[ alloca_insl 1], [[ ¢ 1] & [[ load_insl ]]

Fig. 3.36 Load Instruction Constraint

Load W #o]:= pointerdl valueE 80 WHol®E X=+«X ¢ Zt}. 1 A

Al o= Fig 3.173 #t}.

1-2-9 Getelementptr Instruction
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%structl = type { i1, i8, 116, 132, i64 }
%alloca_structl = alloca %structl

%GEP_insl = %getelementptr %structl, %structl* %alloca_structl, 132 0, 132
0

alloca_structl € [[ alloca_structl ]]
alloca_structl € [[GEP_ins1]]
for each ¢ € [[ alloca_structl 11 = [[ ¢ 11 € [[ GEP_insl 1]

Fig. 3.37 Getelementptr Instruction Constraint

Getelementptr W#Ho]E ptrvalZ3EH EAH AAEE 71g]7]E pointerE
resulte]l @@} ptrvalS 7|FO 2 EQE W gHEo| resultd] &9
g 4 Qlormg <result> = getelementptr <ty>, <ty>* <ptrval> {, <ty>
idxhx o] F@AANA ¢ € [Iptrvall] => [[c]] & [lresult]] Ak & wHEt

2 FAAR] ¢+ Fig 3.18%

1-2-10 Call Instruction
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define dso_local 132 @foobar(i32 %foo, 132 %bar) {
entry:
%alloca_insl = alloca 132
store 132 %foo, 132+* %alloca_insl
%add_ins1 = add 132 %foo, %bar
%load_insl = load 132, 132* %alloca_insl
ret 132 %load_insl

define dso_local 132 @main(){
entry:
%alloca_insl = alloca 132
%alloca_ins2 = alloca 132
%load_insl = load 132, 132* %alloca_insl
%load_ins2 = load 132, 132* %alloca_ins?2
%call_insl = call 132 @foobar(i32 %load_insl, 132 %load_ins2)
ret 132 0

[[ main!load_insl ]] [[ foobar!foo 1]
[[ main!load_ins2 1] [[ foobar!bar 1]
[[ foobar!load_insl ]] € [[ main!call_insl ]]

-
-

Fig. 3.38 Call Instruction Constraint

= Wyt 5 E5L ddEs dugsel w3
21wy el AA vy A FAS [[ vall 1] € [[ paraml 1], [[ val2
11 [[ param2 1] ... [[ vaIN ]l < [[ paramN ]] ¢} v} 37} whelke}
= ol tha|l A= [[ return_variable 11 € [[ result 11 ¢ Ztv} = 44
el o 3.199F ¢l

Az g vmg 2] geele] oMASE AHSE FE Wt
© 99g bl & Juke, A e 2] gPelt A £ MR R
ste] 7 ARE PEE W}



o Zz2a9 33

AE7] 22332 Python3e} C++ 22 ALt LLVME H]EZ Ho
BRSO C++0o08 ZAHEJA, 534 (Foreign Function Interface) HE|=E
sttt LLVM IR 393 vlojye] T2 ads 9oz ol z|ofA] I E
Ha, AE 23 ATEA S A

D) Al ek

1-1) W% olE 44

Module
) Function
Function Basic Block
Basic Block 5o
Function
Basic Block

Fig. 3.39 LLVM IR Strcture[10]

LLVM IR 283 2 x5 7Fdth ¢ 719 LLVM IR 3¢S of#7j e
A

Function &2 o]Fojx] a1, 71 olgo] WHo]Eo] FAE o] it} 3

A=}
s

2 ]
o s A ARE7) W] G obele] WEEY A% oFo] FRE
e o1& ] falA Al dedaol s AN main §4 ofele)

%1 W4+ main!l, A9HF @foo= global'foo} #t}.

1-2) Alor A4

Table. 3.4 Constraint Format in Implementation

Type Operand A Operand B Expression
0 A - A € [[A]]
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1 A B A € [[B]]

2 A B [[A]] < [[B]]
Va € [[A]

A B

s —[[a]] < [[B]]
Va € [[A]]

4 A B
—[[B]] < [[a]]

5 A - "'code!" € [[A]]

6 A - "'data!" € [[A]]

LLVM IR 3¢S ¢

SolAq HolE 3.4 Table 3.49 & F&o| welA

AokAe At A € [[A]] AoFAS [0, “A”] olgt= o= maAHAT) o

e 7HA A

71 X OlE

2) AHA A = HE

A B

L

P
T

TEHA "k, Ay o s
Q= Wy FAa9l

=[Ale} ol EQIE WAl
20 gto] Asz vhehdt.

{
"binaryFile": "/home/swlab/smc/test/binary/gcc_m64_PIE_smcl.out",
"detect": [
{
"Function": "sub_7ea_main",
"Block": "inst_7ea",
"Order": 23,
"LLWVM Instruction": "store",
"Pattern": 1.2,
"CriticalOperand": "sub_7ea_main!stack!-24",
"Str":"store 164 2133, 164* %W"sub_7ea_main!11W", align 8",
"Tokens": "!code!"
F,
]
}
Fig. 3.40 SMC Report Example
AA B HAE ZEaNS 7 LLVM IR HEHolS 3]st A sid Haolr)
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[SMC Bench] [LLVM IR] [SMC Detecting]
S |:> smc.c.ll
(C Program) (LLVM IR)
@ e Static
Analysis
smc.c.mcsema ‘ smc.c
(binary) |::> .mcsema.ll
(LLVM IR)

Fig. 4.1 SMC Static Analysis

SMC Bench® 97}A] #A =4 z:=d] tisir AE71E A&l 1 A9E
22 E gt} X86 #WlA|ntA 9 9 McSemas SdlA ZHS T F gl
IDAPro& ©]&3te] CFG Y& A4stA ==, McSema o A% A5w9
oML E AL PR A o wlolde] tE HRIE HolA AE
o= CFG #ds A4 5 gl

7} C 9o 7]4¥k vl x]ul=

1) Clang
Table. 4.1 Clang LLVM IR Analysis Result
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smc.c.ll Answer Result Instructions
smcl O O 93

smc2 X X 178

smc3 O O 202

smc4 O O 136

smcbH O O 214

smcb6 O O 179

smc’7 O O 80

smc8 O O 232

smc9 O O 112

Clangs S3llA A€ LLVM IR9 45 AAdE WHolo gk AHa =
T4 d"Ho] WEelol AHZ FBAS st=d £0]3AY} Fig 4.13 #2 LLVM
IRo] AA ==, store #Hoo] 2HA=E @main °olZte s 7He7=

2
WAt v A8 S BT 5

define dso_local 132 @main() #0 {
%1 = alloca 132, align 4
%2 = alloca 18+, align 8

Y e e e

store 18* getelementptr inbounds (i8, i8+% bitcast (i32 ()* @main to
18%), 164 107), i8+*x %2, align 8

Y e e e

ret 132 0

Fig. 4.2 SMCl.c.l

2) McSema
Table. 4.2 McSema LLVM IR Analysis Result
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smc.c.mcsema.ll Answer 1st Result 2nd Result Instructions
smcl 0 X O 2009
smc?2 X X O 2568
smc3 O X O 2071
smc4 O X O 2167
smcbH 0 X O 2122
smc6h O X O 1965
smc7 O X O 1830
smc8 O X O 2018
smc9 0 X 0 2309

CAoZ AAH wlolulg] ZZ1:S McSemal @ 2283 LLVM IR9]
T A AlZol A A A ZEE HAESe oj# ol AL, McSemad] 5%
S wATO g 23k Al AgelE AA A ZEE HEY 5 AUh

Clangs &34 LLVM IRS AT wje} v=4, McSemas AH83te] LLVM
[ROZ gZgelA == A% @main ¥ 22 W57 A4 0 2 =ejuA] e
=3

Fig 4.2014% ¥ #=2 @maine] YEFUARE Fig 4.3 oA+ Addo=
UERA] =

%0 = load 164, 164* @RBP_2328_55db47a2f1c8, align 8

%1 = load 164, 164* @RSP_2312_5613298471c8, align 8, !tbaa !1220
%10 = add 164 %1, -32

%11 = inttoptr 164 %10 to 164

store 164 2133, i64* %11, align 8

ay

%15 = load 164, i164* @RBP_2328_5613298471c8, align 8
%18 = add 164 %15, -24

%19 = inttoptr 164 %18 to 132%%

%98 = load 132%, 132%* %19, align 8

store 132 %97, 132% %98, align 4

Fig. 4.3 SMC1l.c.mcsema.ll
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801: 48 8d 05 4d 00 00 00 lea Ox4d(%rip),%rax #855<main+0x6b>
808: 48 89 45 e8 mov %rax,—0x18(%rbp)

8bc: 48 8b 45 e8 mov —-0x18(%rbp) , %rax

860: 89 10 mov  %edx, (%rax)

Fig. 4.4 SMC1.C Binary Code

Fig 4.4 o419} #Zo] @main + 1079 vle]ye] dol Aol #h2 0x855(2133)
olt}. Fig 4.3°14 21339 #2 %llel AFEL, %112 %1 @RSP-
32(@RBP-24) 9] F2#kolth F. @main ¥ 22 W5FE 7}t ofyg) @A ~H
& Abgshe vbolUE el A WEo] R glX g Eo] YERdTh

gxgd LLVM RS #48t=d 47 5+ A2 Clangs T3 A9
LLVM IR¥= H2A4 gzd fAolA &9 Arol EHo] & ¥ ofydl,
@RBP9} o] 3t=do] W45 AL8-317] wlio|t).

27} A A E o)dl 54L& wg et %15 = load 64, i64x @RBP ™% o]
° %18 = add i64 %15, -24 < 2 WHoL UY&s W %18
[[function!stack!-241] o2 xdst] & o AL3IA 433t Table 4.2

o qlo} o] FA @ F(False Positive)7} 71+ AT A 4 I=E HAE

7. A
A A ZEE vEE e #ge FAHSlY] dHIEE HY)e d ogHy. B
ATE ol#d A A Z=o disiA AEA ¥EJQE HAH A W

I MIPSZ ZHAHE A 54 IS BEA o7 AR EHE x86 ZE9 CA
2 A ZA st SMC Bench ¥lx|ul= =2

I
juic]
o
—
oX,
)
=
%
ofl
=
=
&Y
i
o,
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LLVM framework-based implementation and
experimentation of static analysis method to

detect self-modifyinh code

Jae IL Yu

Department of Applied Artificial Intelligence,
Graduate School, Chonnam National University

(Supervised by Professor Kwang Hoon Choi)

(Abstract)

Self-Modifying—Code is a code that changes the code by itself during
execution time. This technique is particularly abused by malicious code to
bypass static analysis. Therefor, in order to effectively detect such
malicious codes, it is important to identify self-modifying—codes. In the
meantime, Self-modify-codes have been analyzed using dynamic analysis
methods, but this is time-consuming and costly. If static analysis can
detect self-modifying-code it will be of great help to malicious code
analysis.

In this paper, we propose a static analysis method to detect
self-modified code for binary executable programs converted to LLVM IR
and apply this method by making a self-modifying—code benchmark. As a
result of the experiment in this paper, the designed static analysis
method was effective for the standardized LLVM IR program that was
compiled and converted to the benchmark program. However, there was a

limitation in that it was difficult to detect the self-modifying—code for the
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unstructured LLVM IR program in which the binary was lifted and
transformed. To overcome this, we need an effective way to lift the

binary code.
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