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8 dp = dctx->dp;
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Training

1. Source code 2. Program slicing 3. Token 4. GNN learnlng 5. Trained model
embedding

Detection

1. Target code 2. Program slicing 3. Token 4. Trained model 5. Prediction
embedding

Vulnerable

Normal

o9 2.2 TAZ A4 % AFA gAY A4 A

2]
Devign <& 34 W& Z= Fx9F oF #AE g =Z=z xS [25].

=

DeepWukong & FHeF T8 X ¥} AdE Ao &5 % Holy 355 & 55

g =ZE skl [2]. SnapVuln 2 F o FEEE o 7w =g o]
HAS FZs [12]. o)A PGy 71wk FHokd &% A5e md

@49 dlo]HAlZ Trace

it

9 el el Hep g BF Aust ojws)
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2}, LLM 7] 49 F ok &%)

LLM 2 ZE= old, HIFH &4, #Hx A & H FYgel F&du)
7 (fuzzing) & TR thefet 4 Aas] 0 FE 3= 2 4 71¥elh
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vulnerability, PoV)& ABASta AS3R s 54 B4 FAlo &3+ 5 Lo|t} [8].

Branch Flipper += #® 2] A 7|49 33 (coverage—guided fuzzing)oll A LLM A

dES Adsta AR JuEwoz Hrlele 54 A SA Atoltt [91.
Uk [lama-based source code vulnerability detection & St A~ IE=EE

LLM ol AAI8taL Fof oAF-5 BRHate A4 &2 3= BF Aot [20]. °]
A= oY U AAo] FoF A= B Aol WA= IS vkl [20].
Hlal o= X EFZXE  AA(prompt engineering), 43 oA 7|dk
I E3 ¥ (few-shot prompting), A <74  ABA(Retrieval-Augmented
Generation, RAG), 3915 (fine-tuning)o] ¥ tE. RAG £ A3 A=

ZgmEe] @4 Wl md g FgdE Ptk AP dAFE we

g4 BEE B4 B9 vlo]E A3 Trace 9] tlolE o2 thiro] v e},

ged Jw FHeb BH AFE 24 wRol TR WA £& A
wasteltk (2], [3], [4], [10], [16], [21], [24], [25]. RealVul 9= 71&

E
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I Ak B

A==
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25 Ho] dolE Aol A bsksivt [5]. 1 2

)

o HAr A o] o R AdHA Bes EAT

ol Ad AL T8t dlolE A A3t 2 7=k @A = of gkt



o] WAL R HolH AL AFoE FHT  glo] P W g AT

Bausker [14]. o] ZAy= Rde] FHof A= dfddEu HelEAl 54

T3k PrimeVul & 3%
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30,
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ol
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38
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REVEAL & Hlo]8 253} golg F471 A% sdjsriel A& sz olojd 4

e BAFAY [21], RealVul A7 54 Aol 44 I35 Sa39 59

¥ 22FHSE X #E A7 F2 39 AR A v
A= 79 | AT A dE a7 A7 24
ReDeBug [15], VUDDY [1], | Z= e FAI=Z
T 7]k VulPecker [17], VGRAPH ezl HeF m=
[13] AAFE B
Atgho]l AAIg 54
71A18k % 718y | Tracer [6] Wl g 2 ok GA}
S §A
= A o] oF I
VulDeePecker [16], SySeVR B S s3] 2] of
|| . =2 13 -
g2 ek i?], LineVul [3], PDBERT = AEo s
4]
LLM ol g 2
LLM 79 B Llama b?1§ed Sourc.e code a2 A3 3ok
vulnerability detection [20] b
o] - gk
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LLM 7]k AIXCC/ATLANTIS [8], g2 A e g
B Ats Heot ¥4 | Branch Flipper [9] PoV AT} A Z0)

RealVul [5], VulnPatchPairs
[19], VIPer [14], REVEAL =
[21], PrimeVul [22] A

A= Tracer 29 source—sink A= 7/NES v OS2 Trace @ dHolHAS
T35k, 3 99 dlolE AT Trace @9 dlolg oA FHekd ex] mde

Aoy T Aol oA BebeA mad,
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3. Trace 713t Ho|H A

sfA] 7Rk gk w9 e 2 A SR Apo], AZF SEe] wWE il FE
AVGAA g2 F oF e He] wiimol FHoF et A Sl ofn] AeolE 59
Utk o] S de ZAE FHoF A A AEE = Source-Sink EFOE

(2,
2
._]
S

(@]

@

i
w

O

o=

a

)

2
]

=
2
2.
1,
lo
rN
o
il
lo
KU
Iy
M
ol
Ac)
P>
[
i
o,
lo
ot
O

A A gk, w2 o 22 SARD-Juliet SA Trace, SARD-Juliet SA TracePair, 10 7}
CVE ol tJ3t TracePair 75 dAxt& Aslal, ol & vt o2 A Ai-(Research

Question, RQ)& A& gk},

7}. Trace A9

ATl A o] ME EE Trace & Aogtth. Trace © Source oA A 2}3]

glolg &85 wel Sink 7bA olojA = = B g AEo|th Source +
dolE7F FY45+= A Aot} Step < 3 ko] W U], =d AN AEsS
AAE F7+ A AHolth, Sink ¥ Source oAl fadk Fro] HeF W7F ik

ALgE = Aol e,

_18_



05 if (fgets(inputBuffer, CHAR_ARRAY_SIZE, stdin) != NULL) {
06 data = atoi(inputBuffer);

07 } else { printLine("fgets() failed."); }

08 char source[100]; char dest[100] ="";

09 memset(source, 'A', 100-1); source[99] = '"WO0'";

10 if (data < 100) {

11 memcpy(dest, source, data);
12 dest[data] = 'W0";

13 }

14 printLine(dest);

15 }

@ & 99 A=

A A
Source if (fgets(inputBuffer, CHAR_ARRAY_SIZE, stdin) != NULL) {
Stepl  data = atoi(inputBuffer);
Step2 if (data < 100) {
Sink memcpy(dest, source, data);
(b) Trace ©9] 8=

fgets & 9% Y= 2= Source ©]aL, atoi <
fAbsk= Step oItk memcpy M= AHAA et data 7F HAF A7) AR
AFEE B2 Sink o]t} Trace & o] H Fof of F- 3

o)
=

T Qrell A 2] gt

Trace &= @4 w9l @iy @7o] dgelr] g8) Aok o kol

L
&

Q9
Source-Sink E5& ME W= AT I I AR AVHA A=
Trace @] dHolE Ao A v} &3} 3Fo] ghse

AA, 22 2] 2polnto 2 F oA o] o H AT T w9l dlolE Al Y
AMEANAE e Zod =7 F9 29 37 E3+E o] FHof A E9S

golstr] ol e 4= Ut ¥bA Trace & Source oA Sink 7}A] o]ojX| &= I ==
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WE WA F3 ANKEE, Qeigko] oWl T AHS A B W Ao

s
a

iy

st o FAHHor elstA st a9y 3.2 = & Sink EEFo|dtx

Source oA AlZHRE A7) BAS A Bolok FH /AL Aol

il
Jo

9{_5
o

HoF

A A
Source data = (int *) ALLOCA(10);
Stepl  # define alloca(size) __builtin_alloca (size)
Step2 FUNC_1(data);
Sink memcpy(data, source, 10#*sizeof(int));
(a) % Trace

A EAs
Source data = (int *) ALLOCA(10%*sizeof(int));
Stepl  # define alloca(size) __builtin_alloca (size)
Step2 FUNC_1(data);
Sink memcpy(data, source, 10*sizeof(int));

(b) 37 Trace

19 3.2 SARD-Juliet SA Trace Stack Buffer Overflow Trace
% 3.2 & Trace @9 AEo] HF/AY & Fag dd A4S g
AA R AEelA =dfllth= d8 HosF=t} F Trace & &2 memcpy Sink &
ZE2 Wk F oF Trace & 22 & A7]o A & HAF A7]| 2 o]oj=| 2L G4 Trace ©
st 7)ol BEAF 3717F " Y. =, Trace @] "lolEHAlS Source ol A

Sink 74| o]oixi= A7] WA A FHoF A AAE | A Ao v

AR, Trace @9 dolgAe ok whl WAS F5 AANM HF v

o FA. WA Trace & AdH FRd 9 44 75 T

ot



k1 A5
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e, o9 3.3 e 45 A ofde vwy

A

okl 37/].

CU
- T _:_l:]_

ry

’

A E= A EGlA Sink AHE7HA] o] oA = EERE A& EFshs oAl

A HAE

Source free(data);

Stepl  FUNC_1(data);

Sink printf("%sWn", line);
(a) A% Trace

A EAS
Source data = (char *)malloc(100%*sizeof(char));
Stepl FUNC_1(data);
Sink printf("%sWn", line);
(b) 37 Trace

1% 3.3 SARD-Juliet SA Trace Use after Free Trace
%9 3.39A FeF Trace & free(data) o] &2 #to] Al&5H = 255 T

A4 Trace & A& Aol malloc &2 thA] REE 528 d=t} o] dAE=

t}. Trace F= 9y

1) Taint A& 43} Trace

A9 Trace & Y49 Source oA A28l vlolE] &5 whel 23 Sink 744

oAl A= A HiEelth FAH 24 HAlM = dF Source oA AR

=
-3
to
g
=5
1>
o
m
o
k]

, Logkel Wi, A, o TS 1A A3 Sink 74X

—

AEH =45 FATH. 2 A= o] AdolA Bd o a3 source, T4t
A A, sink o 2= At £ Wk Trace & A4l A8 H=27}
ofue} A A 7Inke] A A HolE & ot

2 A= Trace 75 @AONA Tracer [6]7F AAIS source—sink &9 4
Wl dlolE o]E H=Z 7|8 Trace AolE WMETE Tracer © 29 4] (taint
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analysis)& 4 ZH, F& vy, o9 Fre] AR IAsIH od 242
source o4 AZ3E gho] sink 74X ATE=XZ 2Hs= A 2 HpA o]t}
o] 714 Alo] A H(control point)S B 7|7} ##Asl= L2 9 x|o|t}, Ui,
4 5%, sink 3F YA7F BT Aol Aol & F Utk &~

. A3 A A (sink point)& 71

B
k)
73
@]
c
=
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=
rlo
to
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=5
>
o,
o
m
rlr
Ao
o
v

EAo] B go] wel W7 Aol AHgEE fiXolth 464 ¢ & A Ao

A

AR AR, X B AF Aot M & 7 Mael R4 gre AG A

(Abstract state) S=C—->M
(Abstract memory) M =X->T XV
(Taint) T = g(C)

(a) Abstract domains

[E]:M->TxV
[n](m)=(®,V(n)(m))
[x](m) =m(x)

[E:1+Ez](m) =(T1U Tz V(E:)(m) +y V(Ez)(m) )
[Ei-Ez](m)=(T1 VT, V(E1)(m) -y V(Ez)(m) )
[ source;() J(m) = ( {1}, V(source)(m) )
[C]:M->M
[x:=EJ(m)=m{x+ [E]J(m)}
[assume(x <n) J(m) =m
[ sink(E) J(m) =m
(b) Abstract semantics

1% 3.4 49 28 EA(Generic Taint Analysis)®] 34 493} uj&

% 349 S =C > M-S 7 control point P}t dFube] S=AF w®E] A E

l

N

PSAGE ot M =X > T x VE FA HEE7Z ddo] 94 AR T 9} &k

hri

A Qe Eolth T = p(0)F 29 AKX} source point 59

o
T

VE

o

)

Folehi Folth. @2 Eo] gt o}4 ofH source o] FFE WA e ghola,
W



I% 349 Hx 22 dE=Z ¢S & Ak A4 n 2 source oA & Fkol

ofyr® 09 AR7E v Utk Mg x = WEY mo AFE A4 2 ARE

g2 = Ay WAL T ogdstzte] o ARE XY F F =
StuElE source 9 FES wrow AL A3 E I source o FFS WS fow

o}, source,()> label 1 2] 2% AHE A= W51, Y x:= EE 4 E 9 &4
ARE W x o] A3, Wb sink(B)E WE S vbre g3 o] olyel sink
AA}FE 7} oJH source 9] G &S WA Folsh= A Holt).

Tracer ¥ sink point ¢l A F4 WEE m & &2l&a, 1 sink o =3
source point H3 Q(cz)(m)= °]-&3l 4dil(alarm)E o 2ol Ag} [6].

o714 Cx= AA sink point F&olal, O = A A= HIEHE source—sink

Q={(cyc2)|c2€Cs 1 €Q(c2)(m) }
o] ol A Trace &= dlolg ol& 1= 9o Haz AHn [6]. Alo] &

HA ¢ - T TR A A o

)
o
2
L

fru
s
offt
et
>
%0,
o
o
R
&
A

g8y Trace 9 ZHH(edge)S <=3k A3 £=A7} ofyg} W] Ho|-
Ab&-(definition—use) #AIE wWEt), =, oWl X HoA AGoJH W gho] o] F
H

A Aol A ARG AL, 2 Abololl g W7 thA] HojE A o F A2 o] E

ofFE AAZ A€t

c1;ceIxeX = ey
A x is defined at ¢
Axisused atc,

A x is not re-defined between c; and c,
A FAoA ¢ »F o= Ao EEA ol A sk o] e step & AA ol B2

=

T Aes St ¢ ; o oH W x € X 7F ool A HOH AL ol A A E =

dio]g o]& AAE =3t Hal w = ( ¢ ¢y YOl B3 29 Trace(tainted trace)
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A3 o] AAE AYHTE = source point ¢l A sink point c,7bA 14 BE
step ©] Hlo|H o|& AARE AZAH 72|t}

T w={(co-vCn)|VIi€E[O,n-1].¢i;Cis1}
A7 T w & B3 w ol tal 7Fsek 299 Trace 2 JEolth. 2t trace & ( ¢,

o Cn YA AO] A o] YR JEHE AREo|t), o] 2] B Ao A Trace =
gelo] e gkol BE=o] olye} source—sink HolE 9F AR B 77} A
B A= Tracer 9 5% W E (feature vector) A FAE 9 3Hranking) &

ARESLA] k=t 2l Infer 7F &8 3F bug_trace 9] source, sink, &%t step

Ho
)
i
(o,
(e
KU
[
L)
ro
o
fu
-
o,
ol
2
[gn
i)
iR

A8 Trace XS T4}

2) Infer 7]%¥F Trace & WY

A= Joern 7]HF CPG =7 [1119) Infer B4 2. 247 [28]= Trace

B2 AESHT Joern & HE

rl&*

@70 9shA gholw CPG dolE

Ay
o
o

A&st7] Aok 18 AA CVE Z=o| A= CPG edge 7F 85 A source &
sink & W3] A 43517] o] ALl 7F AT [27].
o] IAZ nEsty] B A= v Audl Trace & A4 B4 4= = Infer =

AF8-3FA T}, Infer

rlr
[kl
il
[
%
i
Ty
=)
ox
2
12
A
i,
s
o
X
M
>
o
4

0_9:4"
ol
H
™o
Co

Tracer AMElA A = F b e A2 4740 &85} [6].
Infer 7|9t Trace % Ax}k= U] @A o|t}
1. Source/Sink A9l HH FHE source 9 sink & Infer &9 Aol
Elasicias
2. Infer 29 ¥4 Infer o] &2 =5 43 source oA sink 7k4] 9] A&

X = B33l bug_trace 7F E£3H% JSON S &9 3t}
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3. Trace YA A¥8: bug_trace oA FdH, = WH3E, source, =3 step, sink
A& gl

PN
T3

ol

4. Trace 74: &<l

o

= ol i 1=

i

] 22 ]& 8 Trace T O&

v,

24 #define SNPRINTF snprintf
void

29 CWE121_Stack_Based_Buffer_Overflow__CWE806_char_declare_s
nprintf_01_bad()

30 {

31 char * data;

32  char dataBuffer[100];

33 data = dataBuffer;

34

35 memset(data, 'A', 100-1);

36 data[100-1] = "W0";

37 {
38 char dest[50] ="";
39

40  SNPRINTF(dest, strlen(data), "%s", data);
41 printLine(data);

42 }

43 }

(a) &2=4

I
=
i

"bug_trace": [
{

"column_number": 5,

"description": "source of the taint here: value passed as argument
“#0° to “memset” with kind * Simple™"

"filename":

"CWE121_Stack_Based_Buffer_Overflow__ CWE806_char_declare_snprint
f 0l.c",
"level": O,
"line_number": 35
5,
{

"column_number": 9,

"description": "macro expanded here",

"filename":
"CWE121_Stack_Based_Buffer_Overflow__CWE806_char_declare_snprint
f 01.c",

"level": O,
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"line_number": 40
5,
{
"column_number": -1,
"description": "flows to this sink: value passed as argument *#3" to

"

“snprintf® with kind ~ Simple™ ",

"filename":
"CWE121_Stack_Based_Buffer_Overflow__CWE806_char_declare_snprint
f 01.c",

"level": O,

"line_number": 24

}

1,

"bug_trace_length": 2,

"bug_trace_max_depth": O,

"bug_type": "TAINT_ERROR",

"bug_type_hum": "Taint Error",

"category": "Sensitive data flow",

"column": 9,

"extras": {

"taint_extra": {
"taint_sink": "snprintf",
"taint_source": "memset",
"tainted_expression": "data"
}

5

"file":

"CWE121_Stack_Based_Buffer_Overflow__ CWE806_char_declare_snprint
f 01.c",

"hash": "0370c09bc0def5943¢c29d2211310a454",

"line": 40,

"procedure":
"CWE121_Stack_Based_Buffer_Overflow__CWE806_char_declare_snprint
f_01_bad",

"procedure_start_line": 29,

"qualifier": "Built-in Simple taint kind, matching any Simple source with
any Simple sink except if any Simple sanitizer is in the way. ~data” is
tainted by value passed as argument ~#0" to “memset” with kind
“Simple” and flows to value passed as argument ~#3~ to "~ snprintf® with
kind * Simple™.",

"severity": "ERROR"

}

(b) Infer 7} %3 bug_trace

27 3.5 Infer 7]8}F Source-Sink Trace &% < A]

_26_



1% 3.5 = Infer 9] bug_trace & Y& 3= g}l o g W3lst= o Aot} 35 W
=9 memset(data, 'A', 100-1) 54 o) gkol A=+ source o]t} 40 ¥
Z9] SNPRINTF(dest, strlen(data), "%s", data)= data 7} &AE &8 A4l
AFE-E = sink o]t} 24 ®H 9] #define SNPRINTF snprintf += sink 3% 3[4 9
Q3 3% step &= A 2]}

Infer 7I¥F Trace % W A= b3 Zth Infer 7IWh A4 £4&

source ° A sink 7}A] o]o]X|E dHlolE] EEL AuEA FAHT £ gor}

AntddstE Aol Qs T3 taint analysis & FdstEH o9 zho]
A == source 9F BoF W17k AAbo] d @Sl sink & AFA Ol Aol s of gt A A
CVE m=xto 2= ¥ 317 Ad 3 source/sink X g7} Ea4s di+t=
Trace FHeo] olgth wehr £ AFE Trace @9 HolHA 5% Haks

A Ao 7 FA57] 98 SARD-Juliet & 83191}

2}, SARD-Juliet SA Trace ¢ SARD-Juliet SA TracePair

1) SARD-Juliet SA Trace H|°]E Al

SARD-Juliet & #®= NIST ¢ Software Assurance Reference
Dataset(SARD)®ll 3Z3te Juliet Test Suite o]t o] Ho|H A 24 2] (Static
Analysis, SA) =79k | oF4 &4 7| 7] de] ARgH T

2 AT Infer 7|8t Trace 8 AaE F37 7|9 o2 2538167 98] SARD-
Juliet & AF-§-gtt}, SARD-Juliet & A A CVE =R UE7) Qb Aol Juliet
FAH e FE SR Source/Sink FHE AT F Aok Eg 5U HAE

Alo] ~(testcase) ¢t bad/good T+ZF7F mAHo] gt} o714 bad/good &
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Juliet o] H ok A A AAZ TR 9] 2= FEH ool o] T2E

o] &3 FHoF Trace ¢ A4 Trace 3HE et H o7 5 4= 9t}

SARD-Juliet SA Trace 7% Al @A=Z a3

i)

b
\

=

1>

A, Juliet A3

t}.
P 'l o2 Source/Sink FHE AAst 4, &3k Source/Sink €+

=% Infer o 923 bug_trace & FE&Th AA, AHEA Aol Bl W

Y22 AGitelelal, 28BS A A H HAE Ao| i v)|Fo R do]E S Rt

o
:";io R A
void
23 CWE121_Stack_Based_Buffer_Overflow__CWE806_char_decl
are_memcpy_01_bad()
24 {
25 char * data;
26 char dataBuffer[100];
27 data = dataBuffer;
98 /* FLAW: Initialize data as a large buffer that is larger than
the small buffer used in the sink */
zayi 29 memset(data, 'A', 100-1); /* fill with 'A's */
30 data[100-1] = "WO0'; /* null terminate */
31 {
32 char dest[50] ="";
33 /* POTENTIAL FLAW: Possible buffer overflow if data
is larger than dest */
]jﬁa; 34 memcpy(dest, data, strlen(data)*sizeof(char));
35 dest[50-1] = 'W0'; /* Ensure the destination buffer is
null terminated */
36 printLine(data);
37 }
38 ;
(a) bad &< dA
Sy =W
f8 5 O
45 static void goodG2B()
46 {
47 char * data;
48 char dataBuffer[100];
49 data = dataBuffer;
50 /* FIX: Initialize data as a small buffer that as small or
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smaller than the small buffer used in the sink */
Good

= 51 memset(data, 'A", 50-1); /= fill with 'A's */
5
52 data[50-1] = "W0'"; /* null terminate */
53 {
54 char dest[50] ="";
/#* POTENTIAL FLAW: Possible buffer overflow if data is
55
larger than dest */
Bﬁa;_ 56 memcpy(dest, data, strlen(data)*sizeof(char));
5
dest[50-1] = 'W0'"; /* Ensure the destination buffer is
57 .
null terminated */
58 printLine(data);
59 }
60 ¥

(b) g00dG2B $H 9l A]
2% 3.6 SARD-Juliet 4] 7]4F Source/Sink X A& 28 dA|
%8 3.6 & Juliet ¥4 % bad/good FH S 2= o Aojtt. FLAW <

POTENTIAL FLAW F4] o}#] I =+ bad $XE=2, FIX 4 o}g] =& good

N

FTHE Zrh o] $H 24912 Source/Sink 7} E & JA|W, HF o

sk
rlo
i

PN
T

9%  EWE A=
121 static void goodB2G2()
122 {
123 char * data;
124 char dataBuffer[100] = "";
125 data = dataBuffer;
126 if(staticTrue)
127 {
128 {
129 /* Read input from a file */
130 size_t datalLen = strlen(data);
131 FILE = pFile;
/* if there is room in data, attempt to read the input
132 .
from a file */
133 if (100-datalen > 1)
134 {
135 pFile = fopen(FILENAME, "r");
136 if (pFile '= NULL)
137 {
138 /% POTENTIAL FLAW: Read data from a file */
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Bad 139 if (fgets(data+ datalen, (int)(100-datalen),
source pFile) == NULL)
140 {
141 printLine("fgets() failed");
142 /* Restore NUL terminator if fgets fails */
143 dataldatalLen] = 'W0'";
144 }
145 fclose(pFile);
146 }
147 }
148 }
149 }
150 if(staticTrue)
151 {
/* FIX: Specify the format disallowing a format string
152 .
vulnerability */
Good ) ) . .
) 153 printf("%sWn", data);
sink
154 }
155 }
(a) & B2G ¥ goodB2G2 A o A]
Sy =He FE=
181 static void goodG2B2()
182 {
183 char = data;
184 char dataBuffer[100] = "";
185 data = dataBuffer;
186 if(staticTrue)
187 {
188 /* FIX: Use a fixed string that does not contain a
format specifier */
Good 189 strepy(data, "fixedstringtest");
source
190 }
191 if(staticTrue)
192 {
/* POTENTIAL FLAW: Do not specify the format
193 . . . o
allowing a possible format string vulnerability */
Bad =gy printf(data);
sink
195 }
196 }

(b) A& G2B &< goodG2B2 H A o A|

1% 3.7 SARD-Juliet g00dB2G2/g00dG2B2 7]4F Source/Sink & & #74 oA
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% 3.7 & B2G/G2B 4ol A Source/Sink 93] @EpA= o Aot}
B2G/G2B & Juliet &5 HolA bad X good FHE wix WS YeR=

X 7))t} B2G groll A= bad $H. #F<lo] Source, good $H. #F2lo] Sink 7}
FH} G2B <o A= good EH #F<lo] Source, bad X #}<lo] Sink 7} © T},

Infer &4 AAL &l HF 7} olye} 4 & T2 Source 9 Sink =
Ao}, upgbr B Ag= PR B4 =9 tree-sitter & T gl g

T %2 (call expression)S F=383th % 23+ Infer 9] Pulse 4 #47]7}F

AHEEtE 9.9 Ao E WsksgiT.
F 1A A= AT 22FEE Infer o] Y H 3 bug_trace & FE3F3
Al dA GA A= Trace & B2 49 Aol Batststaltt. Aarste= AHEA}
o] Wrrgolyt Ay FHoF ool AR A4 Qe AEA &S Fol7]
Ak Axfolvh, AR Ao Wl s ARk EF O R ubal, Fof dw
d a3 APl SE5% 3 Ao A8k

data = (char *)malloc(50%sizeof(char));
memcpy(dest, data, strlen(dest)*sizeof(char));
printLine(dest);
printf("%sWn", line);

(a) A3t A # 9 Trace

>~ w N =

VAR_1 = (char *)malloc(50*sizeof(char));
memcpy(VAR_2, VAR_1, strlen(VAR_2)*sizeof(char));
FUNC_1(VAR_2);
printf("%sWn", VAR_3);

(b) 773} & F oF Trace

B~ wWw N+

data = (char *)malloc(100*sizeof(char));
memcpy(dest, data, strlen(dest)*sizeof(char));
printLine(dest);
printf("%sWn", line);

(©) B3t A B Trace

=~ W N =
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VAR_1 = (char *)malloc(100*sizeof(char));
memcpy(VAR_2, VAR_1, strlen(VAR_2)#*sizeof(char));
FUNC_1(VAR_2);
printf("%sWn", VAR_3);

(d) A3t & A% Trace

> W DN —

1% 3.8 SARD-Juliet SA Trace 78+ ol A]
ad 3.8 oM Agarst & AREAH Aol A= VARLL, VAR_Z, VAR.S,
FUNC_1 & wpqit}, Wb malloc, memcpy, strlen, printf ¢F &3 A7] Z}o]=
FA T web AEAE QAR FHe/AA Trace & FE3= 34l zpol7t
Gk
A3t Fol= 5 g F5 Trace & ST G451 3 5 HAE
o] 2ol A A E Trace 7} <5 Ho|H A} HAE dlolEAlol] FAldll E3H5A]

BEE H2E Aol 7|F 8:2 H|E&Z FE]s3lt
2) SARD-Juliet SA TracePair H°]EAl

SARD-Juliet SA Trace & 249 8o AF8-3 7| Trace Hlo]g|Alo]t}, o]
H] 3 SARD-Juliet SA TracePair & #2 HXZE AolxoA U-$¥H= FoF

15

-

Trace 9F A4 Trace & 3+ o2 Hrlsle], Bdo] FHeofF 7=

i)

KeN
=

191'

25 =]
gelst7] 98] =3k o) dlo]E Alo|t,

o] HolHAlL 5Y H2E Ao]2=9 FHeF Trace 2 A4 Trace & 1:1 & H2
H7t AEeth. A Trace FE52 FHF Trace 9 Z& dxE wz24,
Source/Sink FX vt == good AGD 9 FIX F4 ofz A

FEoq IET goodB2G/goodG2B 4= o]5 9 W= Source ¢ Sink

18

t‘zt} ]

[e]

}a, o P SH #9S Source, H FH #AS

l=lo

P
T

filo
of
jlie4
0Q
)
o
o
i

Sink = A}g3tt}. o] % bug_trace =, A3, o5 AA= HF Trace ¢

(o))
=

off
ol

A 28310 ch Aelg gAE Aoj~e BE 38 k58 SARD-Juliet SA
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Trace oA AA N BE &5 FAstlvh. 21 3.2 ¢ 19 3.3 9 dAIAH,

o

A AL e v 9 AZo] oluyEr Source oA Sink 7FA] ©]o] A= Trace

il

Abg-2ht,

al, 10 7} CVE ¢l 3t TracePair

SARD-Juliet SA TracePair + source °|A] sink 7}#] o]o] A+ d|o]g &L

g Aoat 4 9lth z#t} SARD-Juliet & 34 dlojg Aoz A W,

TxA FE, P TAHAY U4 CVE moe] Bgat 528 258 sty

B A= AA 2Z 42~ CVE 10 Aol A FHeF Trace 1 719 A4 Trace 1 7=
HeAA F 10 2] TracePair & 75331tk %24 SARD-Juliet SA Trace &
st53t mdo] 24 CVE 9 #HoF Trace ¢ B4 Trace = 8 = JE=XA
B7Fek= Aot

W2 CWE Top 25 2024 o ¥3t% & F C/C++ %] ZE==E source 9}

sink & #9¢18tal TracePair & AT F A+ FHE AESIYGT [29]. 1

Wi

]_
TR CWE-78, CWE-89, CWE-400 °]ltt. CWE-78 3 CWE-400 < ]
7|l F-ehel FAek itk CWE-89 = dloefuo] 2 o) Ag) i ofE/do] A

E Ao C/C++ X :E= 74k source—sink TS Ao A&+ ekt [30].

CVE &H ¥ Big-Vul olA 315 CWE ¢ 242~ CVE & AE AA3AC
[26]. &7 CVE AW, 9% A& 3= st 55 S 5WO = source, sink, FoF

AE st &= AHH R Aedar, A8 AbH #4419 11 7| CVE <+ Infer
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718 Trace FZ9

2011-4930 <

Aelskint [

m&
r1~'
it
a=)
e,

| o8& HTCondor CVE-

271. 8% 107l CVE & ¥ 3.1 9 AA3F5 ).

¥ 3.1 10 7/} CVE 9] W3t TracePair +%| &£3 CVE & Source/Sink

CWE CVE | L&A SW Source Sink
CVE= | ppyp
CWE-134 | 2015- | zend_throw_or_error() | zend_vspprintf()
(IH =2 H)
(Format 8617
String CVE- Revsl
Bug) 2017- (gyjl Clia) actionPrepare() zsocket_bind()
12588
CVE-
CWE-400 | 2017~ igg,;}i}g? php_stream_read() memchr()
(Resource | 11142
f)xhausho (2:3/1139__ OpenJPEG bmptoimage() opj_tl_encode_c
2)
19973 (JPEG = 49) blks()
CVE- Spice
Vdagent
2017- udscs_do_read() system()
15108 (VM Al~E
o o] A E)
2017- . recvfrom() system()
15924 | (=3
I A])
(0S 2018- (43 p showActionsDialog() runCommand()
Command | 6791 ﬁo
L. ] 2}
Injection)
CVE- .
Ghostscript .
2018- (A Hol) param_read_string() popen()
16863 | - "
CVE- | Patch
2019- | (34 #] xstrdup() execl()
13638 | = 13)
CVE- | radare?
2019- | (v}e] Yy ¥ r_bin_get_symbols() system()
16718 | 4 =)

10 7} CVE o) th3+ TracePair = Infer & &-83F

A+ Trace A4 H2 o =2

W= Infer = 77PE HolH &5 F=9l AFE-3SIT). source/sink & E A A,
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Axt= Al dAlelth AA, Z2F CVE ¢ FHofF =& #48 dA Trace 9
source/sink FHE Aottt =4, HF Yol HF sink 7HA AEEH= A
BEE AA Aottt AA, Infer & W A F3H Trace & FF31aL,
TXF Aol o] HiolE oEA S 8l shte] Trace = A A28kt

A source/sink TH. AA @A = CVE AW, % A% 3= FHoF 3=

o
)
-
Is
of
)
N
N
N
2,
2
et
¥
0,
ul

= 555 I/ HESAY. Source & YH ¢

fol

gtol AS fAH 9= A5k Sink & 1 gro] met ¥l7h Aol AL EE
AA=Z ek A4 Trace & 2 A2 AT 584 o sink 7h B

Zol A58 AHgoR wHE AAE JFoR PASYUY. ® 31 9

fo

Source ¢ Sink ¥ o] 7|9 wg} 7+ CVE oA $8go =z A st Infer 9=

>
2

|24 7} = 2A ot}
SA, AA AR A @A NAE source oA HE sink 7FA Fto] Adn =

A

o Aolagrh. 49 W, FRA WE, P LA, §4 1 Aol

M
i
>

el
ot
it

At A= Infer 7} AA] Trace & & ¥oll S+ X& ¢ glom=

7}

1=

e
i
ity
it

=]
il
2
re
i
i)
>
30,
ki
S
P
—_&4
o
il
il
ML
Y
o
P‘L
2
v
[
o
w
©
i)

-

A A=t

Source outfile = xstrdup (optarg);

Stepl outname = outfile;

Step2 outfd = make_tempfile (&TMPOUTNAME, 'o', outname, O_WRONLY
| binary_transput, instat.st_mode & S_IRWXUGO);

int make_tempfile (char const **name, char letter, char const

sreal_name, int flags, mode_t mode)

Step4  dirname = dir_name (real_name);

Stepd  sprintf (template, '%s/%s.%cXXXXXX', dirname, basename, letter);

Step6  *name = template;

Step3
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do_ed_script (inname, TMPOUTNAME,

Step? &TMPOUTNAME_needs_removal, outstate.ofp);

Step8 void do_ed_script (char const *inname, char const *outname, bool
xoutname_needs_removal, FILE *ofp)

Step9 fpr'intf (buf, '%s %s%s', editor_program, verbosity == VERBOSE ?

:'= ' outname);
Sink execl ('/bin/sh', 'sh', '=c', buf, (char *) 0);

(a) #<F Trace

A AE
Source outfile = xstrdup (optarg);
Stepl outname = outfile;
Step2 outfd = make_tempfile (&TMPOUTNAME, 'o', outname, O_WRONLY
| binary_transput, instat.st_mode & S_IRWXUGO);
int make_tempfile (char const **name, char letter, char const
xreal_name, int flags, mode_t mode)
Step4  dirname = dir_name (real_name);
Stepd  sprintf (template, '%s/%s.%cXXXXXX', dirname, basename, letter);
Step6  *name = template;
do_ed_script (inname, TMPOUTNAME,

Step3

Step? &TMPOUTNAME_needs_removal, outstate.ofp);

Step8 void do_ed_script (char const *inname, char const *outname, bool
xoutname_needs_removal, FILE *ofp)

Sink execlp (editor_program, editor_program, '-', outname, (char *)
NULL);

(b) A Trace

29 3.9 Patch (CVE-2019-13638) Trace

a9 3.9 = Patch (CVE-2019-13638)% OS command injection Trace
ol Alolt}, #H o Trace & ¥¥ ™ o] TMPOUTNAME & A A W& Fx1<4 buf &

749 H /bin/sh ~c &2 AP = 35S G0 G4 Trace & £ 3y A

STES THSIAN A gy FAE S vHEA] Al execlp ol QRS A A Ao
o] Atdli= M W4t g I WES ¥R Infer 9] HA| Trace FE°I

A o= o], AA =5 1A Aol

Source udscs_do_read(&conn);

Stepl  static void udscs_do_read(struct udscs_connection **conp)

Step2  udscs_read_complete(connp);

Step3  conn->read_callback(connp, &conn->header, conn->data.buf);
Step4  static void daemon_read_complete(struct udscs_connection **connp,
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struct udscs_message_header *header, uint8_t *data)
Stepd  VDAgent *agent = udscs_get_user_data(*connp);
Step6  void *udscs_get_user_data(struct udscs_connection *conn)
Step7  return conn->user_data;
Step8 vdagent_file_xfers_data(agent->xfers,
(VDAgentFileXferDataMessage *)data);
Step9 void vdagent_file_xfers_data(struct vdagent_file_xfers *xfers,
VDAgentFileXferDataMessage *msg)
Stepl0O snprintf(buf, PATH_MAX, "xdg-open '%s'&", xfers—>save_dir);
Sink status = system(buf);

(a) #<F Trace

A EAs

Source udscs_do_read(&conn);

Stepl  static void udscs_do_read(struct udscs_connection **conp)

Step2  udscs_read_complete(connp);

Step3  conn->read_callback(connp, &conn->header, conn->data.buf);

Stepd static void daemon_read_complete(struct udscs_connection **connp,

struct udscs_message_header *header, uint8_t *data)

Stepb  VDAgent *agent = udscs_get_user_data(*connp);

Step6  void *udscs_get_user_data(struct udscs_connection *conn)

Step7  return conn->user_data;

Step8 vdagent_file_xfers_data(agent->xfers,

(VDAgentFileXferDataMessage *)data);

void vdagent_file_xfers_data(struct vdagent_file_xfers *xfers,

VDAgentFileXferDataMessage *msg)

Stepl0 gchar *argvl[] = { "xdg-open", xfers->save_dir, NULL };

Sink if (!g_spawn_async(NULL, argv, NULL, G_SPAWN_SEARCH_PATH,
NULL, NULL, NULL, &error))

Step9

(b) A% Trace

13 3.10 Spice Vdagent (CVE-2017-15108) Trace
% 3.10 & Spice Vdagent (CVE-2017-15108)¢] OS command injection
Trace dAle|th. HF Trace © T4 dHolg 7t 29 g9 24 d=F AA
xfers—>save_dir o] =&3}al, o]F system TEFZ o|ojX|= 35S G A
Trace + #& o9 Ag E75FES FokARE argy wWidEds 430
g_spawn_async ° A&7t o] Ab#l= o ¥QIE &Y 424 BE HIS
Egste® Infer o HA| Trace F=o] Agkd F 9lo], MA A=s WA

ol sholey,
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AR, 3 FE23 QD DAl = WA AA F2e AZ source 9 HEF

sink = Infer A o2 AL AA| Trace 7F H X o FH=F sink 9

2
N

A step & sink & A A& oA A&sta, A7 UL w7hA] sink 2 3 step A

AT o] Ao R2 HA source oA T bt 7HY 1 F3F Trace &
FE3 H, F& 779 sink AF step & U source & A AL o] F ThA]

A% sink § BEE 22 HYL 0Rd e PO FEHAG. 4 70 @
el vk ghol vhe REel E Q1 wHEHE, A W, oY Ex U=

Aoz olofx]=A gl A4t Adde] EYes 772 Trace 9

Trace & A AAE 2@ $23 743 A9 2AE FId. 4 B9 7

>
)
2
B
of\

S84 774 Infer 9l A3k source/sink 74 Al o]t}

¥ 3.2 CVE-2019-13638 H % Trace & & 7713 NFAA/ZER A

°F;
T2+ | Trace T A FA T EFE8H ol o|& 94 ¥4
T3t
xstrdup ] HEghgko] A
W= outfile o] A% L,
outname = outfile; & &3l
[Source] .| A9 WS outname o2
1 — xstrdup make_tempfile W o Aw o
[Stepz] make_tempfile 2]
real_name Q1A=
Ay =25 gt}
make_tempfile & 2ol A
(Step2] A2¥ outname ©] &
P ) ) 4t sF4=2] real_name &%
2 — make_tempfile | dir_name Wkl Y 5] 31, dir_name
[Step4] (real_name)®2] ¢1x} =
ALE- 5 =2 & &Rl
[Step4 ] real_name ol 4] AlXAFE
3 — dir_name sprintf g &g g JH 7} dirname °l
[Step5] A7 =] a1, o] ghol
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sprintf ol A A A] 2L
LA template S A=
A= AP H=A&
gelgiet

sprintf 7} 43 st
template ©] *name =
template; = #%% 11,
S =27}

4 [_?teDE)] make_tempfile | do_ed_script &TMPOUTNAME < 4 717]
[Step7] - - ol o] el He WS
TMPOUTNAME ©o.=
7321 % % do_ed_script 9
FHA AR A=A =
I M o2 AAdst)
SZAke]
TMPOUTNAME ©]
do_ed_script 2] &2
5 Etep?] do_ed_script sprintf ey outnafne ——
[Step9] - v = a1, o] % sprintf <]
outname AA= AFgT o] A
H A buf &
TA=A & gl
sprintf 7} A H# £A49 &
A W buf o 7]F3}a,
6 [Step9] sprintf execl execl ©] £ buf & /bin/sh
— [Sink] —c 9 WHE AR
USRS A o=
A A s},
¥ 3.3 CVE-2019-13638 A4 Trace & 32 7HE ANAH/ZFEH oA
A
T3+ | Trace T A FA T EEA tolE & A2 4
T3t
F ¢F Trace ¢ 5L
xstrdup 2] ®FgHgto] A S
W= outfile of] A 75 a1,
[Source] outname = outfile; & =3l
1 — xstrdup make_tempfile | A9 W< outname 2. &
[Step2] HA AZdd A
make_tempfile 2]
real_name 1A} =2
AEs =45 gQlstr},
[Step?] mage_tempfile i%zﬂj
2 - make_tempfile | dir_name A EQ‘? outname ©] &%
- - At 3F9] real_name &2
[Step4]

vl & a1, dir_name
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(real_name)9] QA=
AR E =R & gelght)

[Step4]

[Step5]

dir_name

sprintf

real_name | A AAtE

o=@ E 2 AR 7} dirname ©
A= a1, o] ghol

sprintf oA JA] U
214 template & TAF=
AALZ A& E =25
e

[Step5]

[Step7]

make_tempfile

do_ed_script

sprintf 7} 743 gk

template ©] *name =
template; = A= a1, A4
HI TMPOUTNAME & &2
7M1 ¥ 5 do_ed_script 9
T A AR A E =4 =
FE Ao AAZI,

[Step7]

— [Sink]

do_ed_script

execlp

T =AY

TMPOUTNAME ©]
do_ed_script & &2

] 7§ ¥ 4= outname ©. &
v = a1, A4

Trace o4& ©] gto] A
W AL S AR A g
execlp ¢ outname <1AF=
AR AGs =25 A3y,

¥ 349 % 355 #E UFowE 118 3.10 9 Spice Vdagent CVE-2017-

15108 TracePair & A 2] gtc}.

¥ 3.4 CVE-2017-15108 # ¢ Trace £ F& +

HE ARAH/EEH AA

%
B Trsce SRR TS 22E2d | dolH o9& 42 ¥4
udscs_do_read(&conn)
[Sourc ol A s
] el — dses do read udscs_read_compl | connection ¥21E 7}
[Step2 - ete udscs_read_complete(
] connp); S&E
oo A=A & Felgi},
udscs_read_complete
[Step2 W52l conn-
9 ] — udscs_read_compl | daemon_read_co >read_callback(connp,
[Step4 | ete mplete &conn->header,
] conn->data.buf); 7}
TEA D= Ay
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Zmo =2
EE]‘]JE %C’H

daemon_read_complet
e & IESI=AE A=

A40= ddart

daemon_read_complet

[Step4 e o AEH connp 7+
3 ] — daemon_read_co udscs_get_user_d | udscs_get_user_data(*
[Step5 | mplete ata connp); =2
] JH o7 A=A F
skl s}
udscs_get_user_data
7} {k8kgt conn-
[Step5 >usqer_data 7} agent =
] — udscs_get_user_d | vdagent_file_xfer #1131, agent=
4 [Step8 | ata s_data >xfers 7}
] - vdagent_file_xfers_dat
a°l A HA AA=
AdE =248 Z=
| o= Az,
vdagent_file_xfers_dat
a WH-ol A xfers—
[Step8 >save_dir 7}
= ] — vdagent_file_xfer snprintf snprintf(buf,
[Stepl | s_data PATH_MAX, "xdg-
0] open '%s'&", xfers—
>save_dir); 9] A=
A S =R E ERl g
snprintf 7} A 4=
[Step] %;}fg% buf o
6 0] — snprintf system 718l ) Lo
[Sink] system(buf); 7} &-&
buf & A HHOo®
A st=A & &2l
¥ 3.5 CVE-2017-15108 A4 Trace ¥& F& T8 A FAH/TEH oA
= A%
2 Trace T ARA T F8A tolE 9& A4 W2
T3t
F oF Trace ¢} 5L 35HI
[Sourc udscs_dofread(&conn)
el — udscs_read_compl <l Xd%lﬂﬂo
1 [Step? udscs_do_read ote connection ¥ &7}
] udscs_read_complete(
connp); L&E&
oloj A =2 & sty
2 [Step2 | udscs_read_compl | daemon_read_co conn-—
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] — ete mplete >read_callback(connp,
[Step4 &conn—->header,

] conn->data.buf); 7}
W e g 33
daemon_read_complet
eE TESAE ZE
o= A,

daemon_read_complet
[Step4 e o A<H connp 7+

] — daemon_read_co udscs_get_user_d | udscs_get_user_data(x
[Step5 | mplete ata connp); %9

] Y02 A EAE
stol g},

udscs_get_user_data
7} W3S conn-
>user_data 7} agent =
A ¥ 31, agent—
>xfers 7}

Vdagent file_xfers_dat
a o] 3 A QA
Ay =45 1=
dow dddd.

[Step5
] — udscs_get_user_d | vdagent_file_xfer
[Step8 | ata s_data

A4} Trace oA =
xfers->save_dir 7}
gchar *argv[] =

{ "xdg-open", xfers—
vdagent_file_xfer >save_dir, NULL };]
s_data £-SPawh_asyne argv[1]2 &7}
28 argy v o]
g_spawn_async |
AdH =45 3=

| oz AAs)

[Step8

[Sink]

10 7§ CVE ©] W3+ TracePair & A A &4 CVE oA Trace 32 A&
7HeA S Bsh] 93 At H o) dlolefAlolt), 2z %2 source/sink ¢} Trace
BEE FAYeRE Aostal, Infer oA HA BEVF E4HA &S o sink &
dAH o w 7= v dAw 7HE 21 3 Trace & F=3 1, 4 =
dolg o9&y 7|FEoz AAdAds] FAsTh =3 FHF Trace & A4 Trace &

A3 HESI] ARF 350 wE #hE FEo]l H7F ol EFHA FEF
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RQ2 = 5 o9 dlolEl Al Trace 9] dlo]El Al A FH /A & Fdel
oA Gelx=x #eldtl. Trace @9 HlolE A2 Source A Sink 7}#]
olojA= A F= sFoR FES AT E A Hed 2P LLM ©]
T odlolE Al 4 delell A Rol= HF/A g i e vag.

RQl. #X 7|9t 35 &9 #HEIS FH/AL 5 FEo old IdAE
= E71?

RQ2. 35 &4 wlo|8| Al B 71} Trace &9l dlolE A FrtolA Hd € LLM

A Ay AR T A E @A G}
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HAth eyt 10 7§ CVE © gk TracePair oA+

skt

7h Ad 43

1) "HelHA

% 4.1 & RQ ¥ dHolHA 93-S Attt RQl 2 Extended RealVul =

&3l of|A] HAS =333, Extended RealVul-FuncPair & 3 7}3kt}, RQ2 &=

i

SARD-Juliet SA Trace = 53 oA AMS F3q3stal, F TracePair =
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RQL Extended Extend(?d RealVul- A ek} o) CVE S
RealVul FuncPair o)
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o) g+ TracePair CVE A& 94

_44_




2002 2020 2025

RealVul Train RealVul Test
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Patch Commit 1 Patch Commit 2 Patch Commit 3
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Extended RealVul-FuncPair

1% 4.1 RealVul, Extended RealVul, Extended RealVul-FuncPair ¢] Azt #A)9 AE 74

18 4.1 € RealVul, Extended RealVul, Extended RealVul-FuncPair 2]
BAE HolFr} Extended RealVul 9 g5 HlolE|AlS RQl Y4 g5l
AFg3ELa, HAE HolHAS LLM oA 7Moo AL-g3lt}. Extended RealVul-

FuncPair © &% CVE & FHeF g9 A4 45 H2 RQ1 #H7F dlo|g Aot}

rok
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Code : #example code 1
Label : #example label 1
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DeepWukong | 2948824 | 241 | 2780 | 4 0.016 0.0014 | 0.0026
PDBERT 73289 0 3 363 | 1.00 0.992 | 0.996
LineVul 399803 |0 437 |0 0.00 0.00 0.00
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Function—-Labeling Limitations of Patch—Based
Datasets in Software Vulnerability Detection and

Trace-Level Dataset Construction and Evaluation

SeOk JEON

Department of Information Security Convergence
Graduate School Chonnam National University

(Supervised by Professor Kwanghoon Choi)

Recent deep-learning—based vulnerability detection studies have reported
high vulnerability—detection performance on the benchmarks constructed in
their respective papers. However, on new datasets, F1 scores can drop by up
to 91%, and previously reported F1 scores may fail to be reproduced. This
study traces these limitations to function-level Ilabeling. Short patch
differences can make vulnerable and normal samples difficult to distinguish.
The same code can receive different labels over time. Normal code unrelated
to the vulnerability cause can also be included in vulnerable samples. Under
these conditions, artificial intelligence models have difficulty learning
vulnerable code patterns reliably. They also have difficulty learning

vulnerable/normal semantic differences.
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This study proposes Trace-level datasets to complement the limitations of
function-level vulnerable/normal labeling. A Trace is a list of code
statements along the data—flow path from a source, where external input
enters, to a sink, where the value reaches a security—sensitive operation.
This study extends RealVul to construct Extended RealVul-FuncPair and
constructs SARD-Juliet SA TracePair and TracePair for 10 Common
Vulnerabilities and Exposures (CVEs). Using these datasets, it evaluates
vulnerable/normal classification performance in deep-learning—based models
and large language models with retrieved examples.

The evaluation showed three results. First, Extended RealVul-FuncPair
showed that function—-level datasets have limitations in reliably revealing
semantic differences between vulnerable and normal functions. Second,
vulnerability—detection = experiments on SARD-Juliet SA  TracePair
distinguished vulnerable Traces from normal Traces and showed the
advantage of Trace-level datasets. Third, TracePair for 10 CVEs did not
show the same distinction reliably. Applying this approach to real CVEs
therefore requires large-scale Trace data that reflect vulnerability-cause
flows. Future work should improve the Trace extraction capability of static

analysis tools such as Infer.
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glo]E A& Extended RealVul, Extended RealVul-FuncPair, SARD-Juliet SA

Trace, SARD-Juliet SA TracePair ©]t}.

FuncPair = FoF &9k a3 ok =4 ABlellA 2Q1e sj#] & 44 g
THE A2 3 @] dolEAlo|th TracePair & 3 oF Trace ¢ & A4

Trace & #A & Trace ©¢ dlo]lg Al o]t}

AOAE HLAs dEE 8%

AF Wo= 1 /) dlolE| AT ol HE A=E= 43},

EBEEN HAF AEE
Extended dataset_pipeline/output/extended_realvul/Real_Vul_data.csv
RealVul
Extended R j
RoalVul dataset_pipeline/output/extended_realvul/all_projects_vul_pat
. ch_dataset.csv
FuncPair
SARD=Juliet | 1 )\ ppgT RUN/ 07_dataset_export/Real_Vul_data.csv
SA Trace

SARD-Juliet | $LATEST_RUN/07_dataset_export/vuln_patch/Real_Vul_data.
SA TracePair | csv

Al A7 &7 £

A A A8 878 Ubuntu 24.04 LTS, Linux 6.8.0-51-generic, Intel Core i7-
13700KF, 62 GiB WX, NVIDIA GeForce RTX 4070 SUPER, 1 TB NVMe

SSD, 2 TB HDD ot} o] AR =z ghg ol L= sf=9of g 4-AFgo] ofyt},

A1l &TF &4 44

AT ES o] Ao Aot FPANA 7 AE AA|stal Git LFS & &4 3}stt},
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sudo apt update

sudo apt install -y W
python3 python3-venv python3-pip git git—-1lfs wget curl xz—utils W
clang libunwind8 universal-ctags jq p7zip—full unzip

git Ifs install

A1.2 &QF UYe et A2 £

s
&=
of,
ot
rlo
2
[.._%
Yy
2
o
(m
il
[-'1:1
i

a1, VP-Bench ¢} juliet-playground
AFAE £HIE F clone FHIE g1t old A8 AbEEo] dol o™ Al

2] vee| el g AL§ 3T,

export REPRO_ROOT="$HOME/dataset-guide-repro"

mkdir —-p "$REPRO_ROOT"
cd "$REPRO_ROOT"

git clone https://github.com/seokjeon/VP-Bench
cd "$REPRO_ROOT/VP-Bench"

git submodule update ——init ——recursive

git status ——short

cd "$SREPRO_ROOT"

git clone https://github.com/seokjeon/juliet-playground.git
cd "$REPRO_ROOT/juliet-playground"

git status ——short

A.1.3 VP-Bench & F3F 4]

VP-Bench & Python 223 HE=Z Extended RealVul ¥} Extended RealVul-

FuncPair & F+&3t2. 2, A& 4 ¢] Python & &4 H A A X3},

cd "$REPRO_ROOT/VP-Bench"
python3 —m venv .venv

source .venv/bin/activate

pip install —r requirements.txt

CVE commit 3¢ &5, W74 3d B, 95 &

i

4 S HE GitHub API &

Z%3]8l2 2 token & GITHUB_TOKEN ©. 2 %] A 3slt},



export GITHUB_TOKEN="<GitHub API token>"
test —n "$GITHUB_TOKEN"

A.1.4 juliet-playground ¢ &3F F1]

juliet-playground + Python pipeline ¥} Infer A4 A& stA Al&st2 =,

WA Infer v1.2.0 & AAstaL 23 W& g

INFER_VERSION="1.2.0"
INFER_ARCHIVE="infer-linux-x86_64-v${INFER_VERSION}.tar.xz"
INFER_URL="https://github.com/facebook/infer/releases/download/v${IN
FER_VERSION}/${INFER_ARCHIVE}"

cd /tmp
curl —fLL —o "$INFER_ARCHIVE" "$INFER_URL"
tar —xf "$INFER_ARCHIVE"

sudo install —=d /opt

if [ ! -d "/opt/infer-linux—x86_64-v${INFER_VERSION}" ]; then
sudo mv "infer-linux-x86_64-v${INFER_VERSION}" /opt/

fi

export PATH="/opt/infer-linux-x86_64-
vP{INFER_VERSION}/bin:$PATH"
infer ——version

juliet-playground ¢] Python &]&4S A x| glt},

cd "$REPRO_ROOT/juliet-playground"
python3 —-m venv .venv

source .venv/bin/activate

pip install -r requirements.txt

A.2 Extended RealVul 2 Extended RealVul-FuncPair 7%

o] 42 ¥ RealVul &H — VP-Bench 48 wj*x — NVD CVE JSON

o
e

35 — realvul/vpbench A3 — CSV ®3d — FuncPair A4 — =& 2

L
o

A2 Pt BF = RealVul YEA 8k5 dHolHAS w531, NVD 7|

&3

20 3d~253d CVE & F7}3l Extended RealVul HZE Ho|HAS e 5, F

2
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sharuit} o %] & AHAF gk $HE Zbo} Extended RealVul-FuncPair & JH=+=

Zo] ).

A2.1%8 gnel A= 43

VP-Bench 24 33HS &4 38kslal RealVul 98 2 =9 F=

Ll
MN
)
o
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cd "$REPRO_ROOT/VP-Bench"
source .venv/bin/activate

REALVUL_INPUT_DIR="$PWD/dataset_pipeline/input/realvul_zenodo"
REALVUL_ZIP="$REALVUL_INPUT_DIR/Replication_Package.zip"
REALVUL_EXTRACT_DIR="$REALVUL_INPUT_DIR/extracted"

mkdir -p W
"$REALVUL_INPUT_DIR" W
"$SREALVUL_EXTRACT_DIR" W
dataset_pipeline/archive W
dataset_pipeline/input W
dataset_pipeline/output/realvul

Zenodo metadata °l| A RealVul replication package & W& Rtal Y Dataset

clele e & vk

curl —fsSL W
"https://zenodo.org/api/records/12707476" W
-0 "$REALVUL_INPUT_DIR/zenodo_record.json"

REALVUL_ZIP_URL=%$(q -r "files[] | select(.key == "Replication
Package.zip") | .links.self' "$REALVUL_INPUT_DIR/zenodo_record.json")
test —n "$REALVUL_ZIP_URL"

curl -fLL -C - -0 "$REALVUL_ZIP" "$REALVUL_ZIP_URL"
unzip —q —n "$REALVUL_ZIP" -d "$REALVUL_EXTRACT_DIR"

REALVUL_DATASET_DIR=%(find "$REALVUL_EXTRACT_DIR" -type d -
name Dataset | head -n 1)
test -n "$REALVUL_DATASET_DIR"
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A.2.2 VP-Bench ¢4 8 H]x]

RealVul Z2AEH CSV ¢ A~ FE archive = VP-Bench 9% ¥x9] .old

3 gl o FHARRIY old & ME dHeolgAoly we wxdo] ofe, AR

run.sh ——mode realvul ©] ¥ RealVul IS 2HeE= wdw -7 |t}
${project}_dataset.csv &} ${project}_source_code.tar.gz &= & WER &1,

run.sh ——mode realvul ©] A 3A F}.

projects=(FFmpeg ImageMagick jasper krb5 openssl php—src gemu
tepdump linux Chrome)

for project in "${projects[@]}"; do
project_out="dataset_pipeline/output/realvul/${project}"
mkdir —p "$project_out"

dataset_csv="$REALVUL_DATASET_DIR/${project}_dataset.csv"

source_archive="$REALVUL_DATASET_DIR/${project}_source_code.tar.

n

gz

test —f "$dataset_csv"
test —f "$source_archive"

if [ —e "$project_out/${project}_dataset.csv" | | | W
[ —e "$project_out/${project}_source_code.tar.gz" | | | W
[ -d "$project_out/source_code" ]; then
echo "71<& realvul AFE= <] Hol Aok, Al REPRO_ROOT ol Al thA|
A 83ttt $project_out" >&2
exit 1
f1

cp "$dataset_csv" "$project_out/${project}_dataset.csv.old"
cp "$source_archive" "$project_out/${project}_source_code.tar.gz.old"
done

_’77_



A.2.3 NVD CVE JSON 3¢ &1
NVD 7]8F VP-Bench test CVE A7) 283 A% NVD CVE JSON 2.0
= HEE Wil JSON & Fujgt) o ZRAE git A4 run.sh

23] = dataset_pipeline/cache/repositories/E clone F T},

for year in 2020 2021 2022 2023 2024 2025; do
zip_file="nvdcve-2.0-${year}.json.zip"
json_file="nvdcve-2.0-${year}.json"
if [ ! -f "dataset_pipeline/input/${json_file}" 1; then
curl =fL =A "Mozilla/5.0" W
-0 "dataset_pipeline/archive/${zip_file}" W
"https://nvd.nist.gov/feeds/json/cve/2.0/${zip_file}"

unzip —q —o "dataset_pipeline/archive/${zip_file}" -d
dataset_pipeline/input/
fi

test —f "dataset_pipeline/input/${json_file}"
done

A.2.4 Extended RealVul 433 CSV H 3

RealVul Y& 7]8F 3t o] E] A3} NVD CVE JSON oA 2 1+A 8 8| ~E

dolef s vh=tt

bash ./dataset_pipeline/run.sh ——projects all ——mode realvul
bash ./dataset_pipeline/run.sh ——projects all ——mode vpbench

T CSV ¢ EA1¢} A g9 & FxE ¥9I%k 5 Extended RealVul CSV =

Washth, WE CSV = 712 o F2E2 A8t unique id = 1 FE THA|
o] gkt

export REALVUL_TRAIN_OUT=dataset_pipeline/output/realvul

export REALVUL_TEST_OUT=dataset_pipeline/output/vpbench
export

REALVUL_MERGED_OUT=dataset_pipeline/output/extended_realvul

test —f "SREALVUL_TRAIN_OUT/Real_Vul_data.csv"
test —f "SREALVUL_TEST_OUT/Real_Vul_data.csv"

mkdir -p "$SREALVUL_MERGED_OUT"
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python3 - <<'PY'
import csv

import os

from pathlib import Path

input_csvs = [
Path(os.environ["REALVUL_TRAIN_OUT"]) / "Real_Vul_data.csv",
Path(os.environ["REALVUL_TEST_OUT"]) / "Real_Vul_data.csv",

]

out_csv = Path(os.environ["REALVUL_MERGED_OQUT"]) /

"Real_Vul_data.csv"

with input_csvs[0].open(newline=""
header = next(csv.reader(f))

if "unique_id" not in header:
raise SystemExit("unique_id column is required")

, encoding="utf-8") as f:

out_csv.parent.mkdir(parents=True, exist_ok=True)

with out_csv.open("w", newline="", encoding="utf-8") as out_f:
writer = csv.DictWriter(out_f, fieldnames=header)
writer.writeheader()

next_uid =1
for path in input_csvs:
with path.open(newline="", encoding="utf-8") as in_f:
reader = csv.DictReader(in_f)
if reader.fieldnames != header:
raise SystemExit(f"CSV header mismatch: {path}")
for row in reader:
row["unique_id"] = str(next_uid)
writer.writerow(row)
next_uid +=1

nn

PY

test —s "$REALVUL_MERGED_OUT/Real_Vul_data.csv"

A.2.5 Extended RealVul-FuncPair A4

o] WAle] %A & W CSV ol A F ek #st 9

N

| 5 4%

USi'

s
T FH

Ll

) %

b

Ot

Zolt}. build_jasper_vul_patch_dataset.py £ o] & jasper 7} @o} X wt, & =)
CLI &= AA 22 AEZS g3t} vl H 2 project, commit_hash, 49, local git

cache, GitHub API %3] A3E Al-g3lc}
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e = —-realvul-csv o] B33 Extended RealVul CSV & A7 gt}

e =9 —-output-csv 9l #HF FuncPair CSV 42 & A A g},

e R ——match-log-csv o W& A3 3 Az} AHFe =1 CSV FEE
R ias s

GitHub API token < &<213}al Extended RealVul-FuncPair & RH=t}

test —n "$GITHUB_TOKEN"

python dataset_pipeline/scripts/build_jasper_vul_patch_dataset.py W
--realvul-csv "$REALVUL_MERGED_OUT/Real_Vul_data.csv" W
——output—-csv

"$REALVUL_MERGED_OUT/all_projects_vul_patch_dataset.csv" W
—-—match-log—csv

"$REALVUL_MERGED_OUT/all_projects_vul_patch_match_log.csv" W
--github-token "$GITHUB_TOKEN"

A.2.6 &9 &2

e dataset_pipeline/output/realvul/Real_Vul_data.csv: RealVul Q¥ 7|9t gt<5
2 AF8 £ FdolH, run.sh ——mode realvul o] A3 sF 3} ojofof g},
e dataset_pipeline/output/vpbench/Real_Vul_data.csv: NVD CVE JSON

T A A E HAES £ vt ol

HE
ek
o

e dataset_pipeline/output/extended_realvul/Real_Vul_data.csv: F

3+x Extended RealVul A CSV ol™, unique_id 7} ¥3a & oA Foly

2

glofoF 3},
e dataset_pipeline/output/extended_realvul/all_projects_vul_patch_dataset.c
sv: Extended RealVul-FuncPair 30w, FoF k= 3} s =] & AA} gh<=

F1 o] B glofof Bk,
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A.3 SARD-Juliet SA Trace ¥ SARD-Juliet SA TracePair 7%

A2 (Source)e FoF SF0] AZtE = $H 9IA otk =@ 3(Sink)2 HH4
A7 H+= 3 AFE FH Aoy, o4 FA HAAH(taint configuration)<
Source 14| Sink 7} ] 7k &&S Infer o] &&= AA |t} Infer & Juliet C
HAE Ao] A5 A4 43 Trace THE &8s E-o|th

tools/run_pipeline.py full ——all & Source/Sink ¥ X At=, Infer 23, Trace

A48}, CSV export & 38F WHel| 4=3§ 3k},

A.3.1 949 32

o] Aol A AL el Qlele et 2

Juliet C HIAE Ao~ juliet-test—suite-v1.3/C o] manifest.xml I}

testcases/7} 9 oloF sttt =2t 749 NIST SARD 9 Juliet C/C++ 1.3 test

flo

suite  #112(https://samate.nist.gov/SARD/test-suites/112)& Wo} 7

TR 45

ot

o
e

e Source/Sink FH: manifest.xml, H2E Aolx F4 udwy sh¢vy
T A =t

o Infer taint 274 3}<U: pipeline & run U FAE T 9 02a_taint/pulse-taint—
config.json & 4§43}l Infer &= o] AHES AMESh. A Eo] §lS Wt
config/pulse—taint—config.json < fallback & & A}-&3lt}.

o 13 ylEtu]E: ol A= AR} Ao ALE-3F ——pair-split-seed 1234, -

—-pair—train-ratio 0.8 ©|t}.
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A3.2 43

juliet-playground 2 &7+ &4 3133l Source/Sink $H. 2F= Infer 21 3Y,

Trace 713}, vlo|E Al export = G=3) 3lr}.

cd "$REPRO_ROOT/juliet-playground"
source .venv/bin/activate

python tools/run_pipeline.py full —-all W
——pair—-split-seed 1234 W
——pair—train-ratio 0.8

A.3.3 &9 &9l

V4 HZ AAAAE run U E Y E 31 Trace ¥ TracePair CSV 7F A 5l =X
g2l gk,

LATEST_RUN=$(s -td artifacts/pipeline-runs/run-* | head -n 1)
echo "$LATEST_RUN"

test —s "$LATEST_RUN/07_dataset_export/Real_Vul_data.csv"
test —s
"$LATEST_RUN/07_dataset_export/vuln_patch/Real_Vul_data.csv"

e S$LATEST_RUN/O7_dataset_export/Real_Vul_data.csv: Trace o] =]

gkl sy,
e S$LATEST_RUN/O7_dataset_export/vuln_patch/Real_Vul_data.csv: F oF

Trace 9} A7 Trace o] 25 J=*] &2l
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HE B, RAG 714 LLM Few-shot # 2F8 3] 7}o] =

o] FZ-2 RAG 7%k LLM Few-shot 7} A& A 23}, )42 Extended
RealVul-FuncPair, SARD-Juliet SA TracePair, 10 7l CVE TracePair ©]|t}.
Td FE=+FE seokjeon/CVD A& A(https://github.com/seokjeon/CVD) <]
lm_cvd ol ot A3 352 874 FHl, delHA t=2=, RAG 714 DB A4,
LLM 37}, 23 gA ot

Aol s AIHEZE ARSI llm_cvd/retrieval/build_index.py

AME CSV 9 := = Trace & CodeBERT = W9 star, FAISS #H

o
i)

2ol oA wEbEelH®  FAHE  RAG @A DB

Ll

Hasa=3
llm_cvd/evaluation/rag_api.py + top—-6 <A|ES A& LLM Few-shot H7}=

-

288t} 1lm_cvd/analysis/analyze_results.py + WFEH A H4 A, Ad

»

AlZE, B AREE, WSS AR

B.1 A3 AA

rln
oR
o

S seokjeon/CVD A &4 FEA As)sitt, WA Python A4S

python3 —m pip install -r requirements.txt
LLM API 7]= llm_cvd/.env 3¥ T+ A 3FWHo| AAsit}. API 7]7}

E0J7F env AL AFAd AW &=vh Wl i LLM AFAE BT
Agst#E™ OPENAI_API_KEY, ANTHROPIC_API_KEY, GOOGLE_API_KEY,
XALLAPLKEY 7} Z83ith. env o= 8o wg OPENAIL_MODEL,
CLAUDE_MODEL, GEMINI_MODEL, GROK_MODEL &= A& 4 gt}

B7h A, w5 A4 oA, EY e w

4.2

o
X
o

& wped,

s
f



-
i
do
:?L_‘,
w
wW
2
X
o

N
&
)
vy}
il
(2
il
N
2,
2
i
dlo
of
o
o

seokjeon/CVD

Age SN @ W 4D right 2 A4A 2 4o HEL A= 2=

python3 —c 'from pathlib import Path;
p=Path("llm_cvd/retrieval/rag_retriever.py");
p.write_text(p.read_text().replace("embedding_truncation_side: str =
W'leftW"", "embedding_truncation_side: str = W'"rightW""))'

o] 4L A83 FElelA B.3 o RAG A4 DB A HHE APgrh. 7E

2l

i)

27F 9o —-rebuild-index FASE old AL AdAE AALEFHA]

rr
nt

o}
159

B.2 438§ HolEAl FH|

oS e A3 CSV E dataset/ ool U&=t}

mkdir —-p dataset
base="https://github.com/seokjeon/CVD/releases/download/dataset"

for file in W
juliet_Real_Vul_data.csv W
juliet_Real_Vul_train_val.csv W
juliet_Pair_Real_Vul_data.csv W
cve_Real_Vul_data.csv W
Extended_Real_Vul_data_test.csv W
VulnPatchDS_Vul_data.csv

do
curl ~L —-fail -o "dataset/${file}" "${base}/${file}"

done

We 2 CSV = tha Al A&l A ARg-ghoh

A3 RAG A4 DB g7} dlo] g
SARD- . ) . )
Tuliet SA dataset/juliet_Real_Vul_train_v | dataset/juliet_Pair_Real_Vul_da
) al.csv ta.csv
TracePair

10 7} CVE | dataset/juliet_Real_Vul_data.cs

. dataset/cve_Real_Vul_data.csv
TracePair | v
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Extended
RealVul-

dataset/Extended_Real_Vul_dat
a_test.csv

dataset/VulnPatchDS_Vul_data.
csvV

FuncPair

B.3 RAG A4 DB XA

S WHe A RAG AA DB E W=t} SARD-Juliet SA TracePair += #H 7}
S A 2%k juliet_Real_Vul_train_val.csv, 10 7} CVE TracePair + Juliet 71
Extended_Real_Vul_data_test.csv &

CSV, Extended RealVul-FuncPair +

Abg-2ht,

build_rag_db( {
python3 —-m llm_cvd.retrieval.build_index W

--rag-dataset-root "$1" W
—--cache—dir llm_cvd/cache W
—-index—dir llm_cvd/indexes W
--index-name "$2" W
—-—index—batch-size 16 W
——rebuild-index

}

build_rag_db dataset/juliet_Real_Vul_train_val.csv
juliet_Real_Vul_train_val_codebert

build_rag_db dataset/juliet_Real_Vul_data.csv
juliet_Real_Vul_data_codebert

build_rag_db dataset/Extended_Real_Vul_data_test.csv
extended_realvul_test_codebert

AEE-L |Im_cvd/indexes/ o} 9] .index ¢} _metadata.pkl 3} o] t}.

B.4 LLM #7}¢} 23 FA

v R A Adds Ay

run_rag_eval() {
python3 —m llm_cvd.evaluation.rag_api W

—--db-name "$1" W
--rag-dataset-root "$2" W
——target—dataset—csv "$3" W
—-cache—dir llm_cvd/cache W
—--index—dir llm_cvd/indexes W
--index-name "$4" W
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—--providers chatgpt,claude,gemini,grok W

—--models "chatgpt=gpt-4o0,claude=claude-sonnet-4-5-
20250929, gemini=gemini—2.5-pro,grok=grok—-4-1-fast-non-reasoning'
W

--k6W

-—repeats b W

--max-workers 4 W

—-output—dir llm_cvd/results W

—--run—name "$5" W

-—env-file llm_cvd/.env

1

run_rag_eval W
sard—juliet W
dataset/juliet_Real_Vul_train_val.csv W
dataset/juliet_Pair_Real_Vul_data.csv W
juliet_Real_Vul_train_val_codebert W
sard_juliet_k6_rb

run_rag_eval W
cvelO W
dataset/juliet_Real_Vul_data.csv W
dataset/cve_Real_Vul_data.csv W
juliet_Real_Vul_data_codebert W
cvelO_k6_r5

run_rag_eval W
extended-realvul-funcpair W
dataset/Extended_Real_Vul_data_test.csv W
dataset/VulnPatchDS_Vul_data.csv W
extended_realvul_test_codebert W
extended_realvul_funcpair_k6_r5

rag_api.py + #& --run—name 9| 7| A3 2= AYdy. 2757 dod

B

LR T

S AP F 2L —-run-name o2 A A3t} Extended RealVul-

FuncPair AA| 7}= 8,730 7] A&, 4 7l LLM, 5 3] wtg o= AT}, whehA]

rok

.

174,600 3] & o] TAgeh, A Ao u]-§3 A 7+H& 82l

U= %< JSONL 235 vkEd 2| 5%9f g of A2 g,

N

for RUN_NAME in W
sard_juliet_k6_rb5 W
cvelO_k6_r5 W
extended_realvul_funcpair_k6_r5
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do
python3 llm_cvd/analysis/analyze_results.py
"llm_cvd/results/${RUN_NAME} .jsonl" W
—-pricing llm_cvd/pricing_config.json W
—-—per—repeat—output "llm_cvd/results/${RUN_NAME}_by_repeat.csv"
W
—-output "llm_cvd/results/${RUN_NAME}_summary.csv"
done

B5 ZEXE HEZ
RAG Few-shot #H7}+= & system prompt ¢} user prompt & AF-&3kt}. o}z
BlZglo 2z Hrp TEIXTEE OfE 27 AHolt}l, TEITE BEE= source

code & tAto & A9k Trace Ao A= Trace AL S 28 Code HEO

Eode

B.5.1 System prompt

You are a binary vulnerability classifier. You must output exactly one of
these two labels: Vulnerable or Safe. Do not explain your reasoning. Do
not include punctuation, markdown, or extra words.

B.5.2 User prompt E1 =38

Classify the source code into Vulnerable or Safe, and return the answer
as the corresponding label. Here are some examples:

Code:
{example_code_or_trace_1}
Label:

{example_label_1}

Code:
{example_code_or_trace_2}
Label:

{example_label_2}

Code:
{example_code_or_trace_6}
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Label:
{example_label_6}

Code:

{target_code_or_trace}

Answer with exactly one label, either Vulnerable or Safe.
Label:
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HE C. t-SNE A& 7}o]l =

)= [e]
o] 52 1

4 Aol t-EX FEZH o] UdHd(t-distributed stochastic

4

o
filo
24
(ol
ol
o
N
4o
ot
i)
2
il
o
)
rot
=
7
w
.
e3)
rir

neighbor embedding, t-SNE) L

29 PPe 2 %

o

07 Zo MZT By E 395l A 7ta) ol

C.1Ad ™

Ad 14 Hole A E== A Hd

a9 4.5 19 4.6 Extended RealVul-FuncPair LineVul, PDBERT

13 4.10(a), 1™

4.10(b) SARD-Juliet SA TracePair LineVul, PDBERT

19 4. S ' '

4 13(11))13(&1)’ 10 7} CVE TracePair LineVul, PDBERT
dole} A REVEZE

19 4.15 10 7} CVE Trace @ 2] 9} CodeBERT 7]

Juliet o Al ol

C.249%3d 249 t-SNE A&

°] 4 LineVul ¥ PDBERT ¢ t-SNE 19 & A @tz dxfol},

C21438 873 273

ol

FAoR H=E A A HelHA 755 33 84S A& Extended
RealVul-FuncPair += Python 23 HE7} --extended-realvul A 2o2 VP-
Bench release Ho|E A} 317 § EelS yefitol FRlstRz HE FH| 7}
Qg 3skA] et SARD-Juliet SA TracePair ¢ 10 7l CVE TracePair & H%
A.3.3 oA AAdek FHAl pipeline  run($LATEST_RUN)Z}  juliet-
playground/cases/Real_Vul_data.csv & A&},

e Ao A9 Docker AH o|UE wjZ3fjof strt. AE o] = 9AFE I t-

SNE 5% #4004 Qi WE kS ANSEE GPU S AL&S 5 glojof ),
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Aglol &89 GPU AFG2 55 Al ol AA = o] v} ti=o] dH el vl Zol =

r (

Docker ¢} Docker Compose 7} & & 3}t

cd "$VP_BENCH_ROOT"
bash ./experiment/run.sh -m linevul,pdbert

C.2.2 LineVul

LineVul A &< juliet-playground A &4 9] tools/run_linevul.py = A}-& 3},

C.2.2.1 Extended RealVul-FuncPair

o] M¥& 19 4.5 o &3 LineVul t-SNE & 7HEt},

cd "$JULIET_PLAYGROUND_ROOT"

python3 tools/run_linevul.py W
--vpbench-root "$VP_BENCH_ROOT" W
—--container—-name linevul W
-—-extended-realvul

C.2.2.2 SARD-Juliet SA TracePair

ol & 17 4.10(a)°] t-53}+= LineVul t-SNE & wh=t}

cd "$JULIET_PLAYGROUND_ROOT"
python3 tools/run_linevul.py W
--vpbench-root "$VP_BENCH_ROOT" W
—--container—-name linevul W
--run—dir "$LATEST_RUN"

C.2.2.3 10 7/} CVE TracePair

19 4.13(a)*x] 8 SARD-Juliet SA TracePair ¢+ 10 7} CVE TracePair & &7
ixstE ™, MA C.2.2.2 & A 2> 28 fAEe] SARD-Juliet SA

1]

=

ct.

M

TracePair At&==5

ol Me& 17 4.13(a)°] H-53}+= LineVul t-SNE & 7h=t}

cd "$JULIET_PLAYGROUND_ROOT"
python3 tools/run_linevul.py W
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—-—vpbench-root "$VP_BENCH_ROOT" W
—-container—name linevul W

—-run—dir "$LATEST_RUN" W
—-—-cve—trace—-pair W

——triplet—tsne

C.2.3 PDBERT

PDBERT A &-& juliet-playground #&24 9] tools/run_pdbert.py S A& 3t}

C.2.3.1 Extended RealVul-FuncPair

o] ¥ 1¥ 4.6 o tl-&3}= PDBERT t-SNE & %HET

cd "$JULIET_PLAYGROUND_ROOT"

python3 tools/run_pdbert.py W
--vpbench-root "$VP_BENCH_ROOT" W
—--container—-name pdbert W
-—extended-realvul

C.2.3.2 SARD-Juliet SA TracePair

o] W 19 4.10(b)ll t-3-3}= PDBERT t-SNE & W=t

cd "$JULIET_PLAYGROUND_ROOT"
python3 tools/run_pdbert.py W
--vpbench-root "$VP_BENCH_ROOT" W
—--container—-name pdbert W
—-run—dir "$LATEST_RUN"

C.2.3.3 10 7/} CVE TracePair

19 4.13(b)A ¥ SARD-Juliet SA TracePair 9 10 7} CVE TracePair & &7
sk, WA C.2.3.2 5 A3)slt},

o] W& 29 4.13(b)oll t-&-3}= PDBERT t-SNE & W=t}

cd "$JULIET_PLAYGROUND_ROOT"

python3 tools/run_pdbert.py W
--vpbench-root "$VP_BENCH_ROOT" W
——container—-name pdbert W
—-—code-truncation-side tail W
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——run—dir "$LATEST_RUN" W
—-—cve—trace—pair W
——triplet—tsne

C.3 A4 99 t-SNE A&

o] & 18 4.15 ¢ CodeBERT 7]%¥F RAG AN dHd A Z3EE A3t
A2 thEoh 19 4,15 CodeBERT A dHd 7|22 CVE Trace @

o) oju Juliet oAl 7} 7}7bo] Eo]|=x] &Qsl= 1ot}

C3.143 &334 49 ¥

A e H=E B & ugf £H|3Y. seokjeon/CVD A A FEOA H=
B.1 ¢ Python 9&4 AX, ¥5 B2 9 HolgAl tfLzs, 15 B3 9
juliet_Real_Vul_data_codebert RAG A4 DB AAS WA a3t}

A8 FHL 5 B & wEl £H S} seokjeon/CVD A4 FEO A =
B.1 ¢ Python 94 Ax, #5 B2 9 dolgAl gLz=, 5 B3 ¢
juliet_Real_Vul_data_codebert RAG 7 DB MAS WA St} 5= B =
&t 10 7l CVE Trace #°] CSV, Juliet A4 o4 CSV, CodeBERT 9|3
A index, A4 index 9] Juliet & H X7} =d]H T}

AA AWy t-SNE A &dolli= CVE Trace ZoH=Z RAG 7} A €3 Juliet <A

B=25 H9slt AZtE AT HEE o] =S ¢l oW Juliet MES HA Axt

export CVD_ROOT="$HOME/CVD"
cd "$CVD_ROOT"

OUT_DIR=Ilm_cvd/resultStar/juliet_Real_Vul_data_ cve_Real _Vul_data
mkdir -p "$OUT_DIR"

python3 llm_cvd/analysis/inspect_rag_retrieval.py W
--rag—dataset-root dataset/juliet_Real_Vul_data.csv W
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—-—target—dataset—csv dataset/cve_Real_Vul_data.csv W
—-cache-dir llm_cvd/cache W

—--index—dir llm_cvd/indexes W

—-index—name juliet_Real_Vul_data_codebert W

-k 6 W

—-output-csv "$OUT_DIR/rag_retrieval_inspection_cve_k6.csv"

C.3.2 43

o] W#H L 218 4.15 of) t]-&8H= CodeBERT %14] 149 t-SNE & whet,

oo

cd "$CVD_ROOT"

OUT_DIR=1lm_cvd/resultStar/juliet_Real_Vul_data_ cve_Real_Vul_data
python3 llm_cvd/analysis/visualize_rag_tsne.py W
—--inspection-csv "$OUT_DIR/rag_retrieval_inspection_cve_k6.csv" W
-—target—dataset—csv dataset/cve_Real_Vul_data.csv W
--rag—dataset-root dataset/juliet_Real_Vul_data.csv W
—--index—dir llm_cvd/indexes W
—-index—name juliet_Real_Vul_data_codebert W
—-output-csv "$OUT_DIR/rag_tsne_cve_k6_points.csv" W
——output—html "$OUT_DIR/rag_tsne_cve_k6.html" W
——output-png "$OUT_DIR/rag_tsne_cve_k6.png"
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