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A String Analysis based System for Classifying Android Apps
Accessing Harmful Sites
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Kwanghoon Choi" - Kwangman Ko™ - Heewan Park™ - Jonghee Youn

ABSTRACT

This paper proposes a string analysis based system for classifying Android Apps that may access so called harmful sites, and shows
an experiment result for real Android apps on the market. The system first transforms Android App binary codes into Java byte codes, it
performs string analysis to compute a set of strings at all program points, and it classifies the Android App as bad ones if the computed
set contains URLs that are classified because the sites provide inappropriate contents. In the proposed approach, the system performs such
a classification in the stage of distribution before installing and executing the Apps. Furthermore, the system is suitable for the automatic
management of Android Apps in the market. The proposed system can be combined with the existing methods using DNS servers or
monitoring modules to identify harmful Android apps better in different stages.

Keywords : Android App, Java, Dalvik Bytecode, String Analysis, Program Analysis, Compiler
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public void printAddresses (int id)

Connection c =
DriverManager.getConnection (“st.db”) ;
String g = “SELECT * FROM address”;
if (id!=0) g = g + “WHERE studentid=”" + id;
ResultSet rs =
c.createStatement () .executeQuery(q) ;
while (rs.next())

System.out.println(rs.getString(“addr”)) ;
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Fig. 1. An Analysis Process for Detecting
Android Apps Accessing Harmful Sites
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public String foo (int x) {
/* Line 1: */ StringBuffer b =
new StringBuffer(“I ate”);

/* Line 2: */ if (x > 0) b.append(x) ;
/* Line 3: */ else b.append(“no”) ;

/* Line 4: */ b.append("“ apple today”) ;
/* Line 5: */ return b.toString() ;
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