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(Function—Labeling Limitations of Patch-Based Datasets in Software Vulnerability Detection
and Trace—Level Dataset Construction and Evaluation)
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Abstract

Performance reproduction failures in deep learning—based vulnerability detection highlight the need to examine dataset
construction as well as model architecture, particularly function-level labeling in vulnerability-patch datasets. When a
label is assigned to an entire function, non-vulnerable code unrelated to the vulnerable flow can be included in the same
sample, causing the model to rely on surrounding code characteristics rather than the actual vulnerability cause.
Accordingly, this study proposes a Trace-level dataset, where a Trace is a list of statements from the Source through
Step statements to a security-sensitive Sink. To examine the applicability of the Trace-level dataset, we compared
vulnerability detection performance with a function-level dataset using deep learning models and an LLM-RAG procedure.
In the function-level dataset, Extended RealVul-FuncPair, the best F1-score was 0.67 for deep learning and 0.64 for LLM.
In the Trace-level dataset, SARD-Juliet TracePair, the best Fl-score was 1.00 for deep learning and 0.96 for LLM.
However, because RQ1 and RQ2a use different source datasets, this difference cannot be attributed solely to the Trace
representation. For TracePair targeting 10 CVEs, the best Fl-scores were 056 for deep learning and 0.67 for LLM,
suggesting that trace extraction quality and trace length may limit performance under real-world CVE conditions.

B keywords : Vulnerability Detection ; Deep Learning ; Patch-based Dataset ; LLM-RAG

.M =2 T a0l A FEs) ol ZuAEe] A
« =39l Mutfety MEEotgEEtn MAlRbY
o 3|9 Mutfstn MERorggtstn mg
O] =22 204HE MRV ESAF)e MUz HESMI|EYIiglel X|de ot 8= ApZ e
(RS-2024-00398993, H7| XI5kt 57| Eotld tha 7= 7HE)
O =22 YR |eESMT)e Moz HESAMI|SHII-MEE SHAMRAMT |27l EAlbe| X|dS ol F3E o7
(RS-2025-25394739)
2 dA7e s |a EEAR U HEEAMT|EFEIIe| QIBX|SEFH A UMY AT Halz sHEAS
(ITP-RS-2023-00256629)
2 ATE SHEHURISH(KISA-HEE o EMsitlst X|lAlg e x|lg ol = A7
X} - 2026 078 102 AMEE Y - 2026 08 202
THUX - 20064 08¥ 09Y WAANA: MMS, 22ZF  e-mail : sojeon@jnu.ac.kr



148 20263 08@ AOLED|C|O{X 2

o] AJAHE- T} o] Il

g g glon A 22 AES X7} oA g A
Eo] A& El, =
=g} g 9L
Aok Gl gelent [11. zlib 1259 FoF ==
libwebsockets 4.3.2¢ E-A}E 31 ©}A] open-ocppell
FE3rE o, 92 zlibe 129 A= o 22 A
Eof whedwfx] gFokrh. wheba] six|7} ek F ok
Mol iz g=171 F a8t

ok 'A At A 7IE vla, wAleg 7]
vk Sy 7ek LLM 719 v o2 Ao g
ok T 719F 719l VUDDY = 3 258 EE

g ER e 5 FANEE vlagtt (2] w4l
J 719k 7189l Tracers 48 A - 98 A
Ego] 2o A Axkx} 91F APL 7

1.

]

v

ARk 2719 24 WEE 54 WERZ 2188 [3

deid 719k 719 ¢l DeepWukong [4], LineVul [5],
PDBERT [6]% #oF = 7]ut "o g A3} 1=
AN 7% (Graph  Neural Network, GNN) =
CodeBERT A9 R&E AHg-gth. LLM 71%F 719

Chengetal., 2021 Fu et al., 2022
100 93 %

90
80
70
60
50
40
30
20
10 2 2

F1 Score (%)

DeepWukong LineVul

M Reported Benchmark M New Dataset (RealVul)

A

01 static int dynamicGetbuf(gdIOCtxPtr ctx, void *buf, int len) {

o
o
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a 9

06 dp=dcts->dp;

07 remain = dp->logicalSize - dp->pos;
08 if(remain >=len){

09 rlen =len;

10 }else{

11 if(remain == 0) {

12 return 0;

13 }
14 rlen = remain;
15 }

16 memcpy(buf, (void *) ((char *)dp->data + dp->pos), rlen);

19 }
(a) Vulnerable Function Before Patch
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01 static int dynamicGetbuf(gdlOCtxPtr ctx, void *buf, int len) {

06 dp=dcts->dp;

07 remain = dp->logicalSize - dp->pos;
08 if(remain >=len) {

09 rlen = len;

10 }else{

11 if(remain <= 0) {

12 return 0;

13 }
14 rlen = remain;
15 }

16 memcpy(buf, (void *) ((char *)dp->data + dp->pos), rlen);

19 }
(b) Non-vulnerable Function After Patch
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111§ if(remain ==0) { <Vulnerable Code>

121 return 0;
IELI)
14! rlen = remain;

}
16! memcpy(buf, (void *) ((char *)dp->data + dp->pos), rlen);
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id CWE195_Signed_to_Unsigned_fgets_memcpy_bad() {
int data;
data= -1;
char inputBuffer[CHAR_ARRAY_SIZE] = "";
if (fgets(inputBuffer, CHAR_ARRAY_SIZE, stdin) != NULL) {
data = atoi(inputBuffer);
} else { printLine("fgets() failed."); }
char source[100]; char dest[100] = "";
memset(source, 'A', 100 -1); source[99] ="' \0";
if (data < 100) {
memcpy(dest, source, data);
dest[data] ="' \0';
}
printLine(dest);

(a) Function-level Vulnerable Sample

ag 5. g

Trace Extraction

(i
Mo

ot o

o

>

M

Fri

to
L fo
o
=
B
ok
I
= ‘m'
ﬂ N
o N roh
%)
o,
=
:g 8
N
e
[s<I)
(L o
= o
L ol
kool o

Y 5% g ‘?l%q JJr Source, Step, Sink &
Ego]x we] AZ o] JolE Kol Ed
o

2Alo] gk A, A2 A5 Fe
woz Hop e B ofele

Source®| A Sink7}A] gro] AeE = el

=

28 37 AAEFe] FHE/AA R 2
stk =4, s dA Al FHeF A Edo

o
JPo AgatnE F J4 2E7
S H
=

L3 [11]. o F F40
=9} Source/Sink $®H7}F &

S
ot
il
2
=
SUENY
offt
off 1o
K
i
s
o
fru
o o

b
30
A

# asl ghagel Al 7

S5 ol

ol &=

E“ﬁ-lo
Wom )y e
S ol

T AT A =)

b I
Q‘L
o
=
B
b
=)
@

glofA ctel M

Source if ( fgets (inputBuffer , CHAR_ARRAY_SIZE, stdin) != NULL) {

Stepl data = atoi (inputBuffer );
Step2 if (data < 100) {
Sink memcpidest, source, data);

(b) Trace-level Vulnerable Sample
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01 void CWE195_Signed_to_Unsigned_fgets_memcpy_bad() {
02 nt data

03 data = —1

04 char inputBuffer[CHAR_ARRAY_SIZE] =

05 if (fgets(inputBuffer, CHAR_ARRAY_SIZE, stdin) != NULL) {
06 data = atoi(inputBuffer);

07 } else { printLine("fgets() failed."); }

08 char source[100]; char dest[100] =

09 memset(source, 'A', 100—1); source[99] = "\O

10 if (data < 100) {

11 memcpy(dest, source, data);

12 dest[data] = "\0

13 }

14 printLine(dest)
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Classify the source code into Vulnerable
or Safe, and return the answer & the
corresponding label. Code : #example code 2

Code : #example code 1
Label : #example label 1

AN N Label : #example label 2
' Here are some examples : | =

'Code : #example code 1 | 6 Similar

'Label : #example label 1 Examples

1 Code : #example code 2 I
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(=S TP ST \
1 Code : #code snippet .
! Label : :4 Target Sample
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